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Microsoft 365
Copilot

/

Copilot Chat

Secure Al chat and agents with web access

Al-powered creation (standard access)

Ability to work with open files in Microsoft
365 apps

Microsoft 365 Copilot license

Al chat s Work 1Q

Search with Al

Al Notebooks

Al-powered creation (priority access)
GPT-5 Priority Access

Copilot in Microsoft 365 apps
Enhanced capabilities and editing directly
in the app

Custom agents based on your data, pay-
as-you-go

Standard access to GPT-5

Comprehensive approach to agents
Pre-built Microsoft agents

Advanced analysts and research agents for
deeper analysis

Custom agents based on your data

Advanced management and analytics

Powered by Work 1Q

1. Learn about standard and priority access here. 2. Available in Word, Excel, PowerPoint, Outlook, and OneNote. 3. Applies to assistive agents built by you on the Microsoft 365 Copilot agent platform deployed on Microsoft 365 surfaces



https://support.microsoft.com/en-us/topic/standard-versus-priority-access-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f#bkmk_standard_priority_access
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Copilot Control System
(CCS)




Copilot Control System

-

Copilot + Agents
i i
Measurement & Reporting

Management Controls
Impact & ROI metrics
Robust prebuilt reports

Security & Governance
Data security Licensing & metering
Al security Customization
Compliance & privacy Custom reporting included
@0




-

Address oversharing Protect against data
concerns loss and insider risks
- Gain visibility into - Get alerts and reports of
overshared content risky behavior and Al use
- Remediate excessive - Protect sensitive files and
permissions interactions
- Prevent Copilot from - Dynamically apply security
processing sensitive files policies based on risky
actions

Tools to secure and govern your Copilot use
=
a &

Q

Govern Al use to meet
regulations & policies

- Inspect interaction content
and audit logs

- Investigate for compliance
and ethical violations

- Enforce lifecycle policies
and legal holds

Secure Govern

/




Microsoft 365 Copilot
MAC walkthrough




Network requirements

« Most features can be managed in
Microsoft 365 admin center (MAC)

* Microsoft doesn't recommend and
cannot support attempts to manage
Microsoft 365 Copilot Chat and
related settings through network-
level restrictions

« M365 Copilot is deeply integrated
with applications, such network-
level restrictions can lead to
unpredictable results

Microsoft 365 URLs and IP address ranges -
Microsoft 365 Enterprise



https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide

Where to start

« Common Settings

under the Copilot
Section

Detailed Agent

Settings -> Agent365

Specialized features
are set in the product
Admin portals
(Defender, Purview,
Entra, Power Platform)

Microsoft 365 admin center

Home

Copilot

Overview
Connectors
Search

Billing & usage

Settings
Agents

Users

Teams & groups
Marketplace
Billing

Settings

Setup

Reports

Admin centers

All admin centers

Customize navigation

Show all

Home Overview
Copilot Control System

Overview Security Health Discover

Keys to success with Microsoft 365 Copilot

Select one of these fundamentals to start driving Copilot adoption and usage.

Optimize Copilot li

assignment

Assigning licenses based on usage should
help increase the percentage of active
users across your organization.

Encourage users to make Copilot
a daily habit

The more consistently people use Copilot
features in their daily workflows, the
higher the score.

Active user rate Al adoption score

50% 0/100

Gcopit B B 0O 9B

Highlight Copilot's business
impact

Help organizational leaders assess how
Copilot saves users time and impacts key
business outcomes.

Copilot assisted hours

Enable Light mode

Leverage user feedback to
increase delight

Review insights, comments, and article
views to determine how users can get
more out of Copilot.

Promoters

Adoption by app

The number of enabled and active users of Microsoft 365 Copilot over
the past 30 days.

| Enabled users

4

Active users

Active users rate

Copilot licenses

Select a product to assign licenses.

Name

&) M365 Copilot Special Benefi m—

Manage licenses

Assigned licenses

Available licenses




Copilot Settings #1: User Access

« Common Settings
under the Copilot
Section

Microsoft 365 admin center

Home

Copilot
Overview
Connectors
Search

Billing & usage
Settings
Agents

Users

Teams & groups
Marketplace
Billing

Settings

Setup

Reports

Admin centers

All admin centers

/ Customize navigation

Show all

Home > Settings

Settings

Name

&5 Pin Microsoft 365 Copilot Chat

) Pin Microsoft 365 Copilot apps to the
Windows taskbar

Opal (Frontier)

Microsoft Copilot for Security
Microsoft 365 Copilot self-service
purchases

Microsoft 365 Copilot in admin centers

Copilot pay-as-you-go billing

Copilot in Edge

Copilot in Bing, Edge, and Windows

Copilot Frontier

User access Data access Copilot actions Other settings

Manage user access to Copilot in different products and services.

Description

Choose whether users have Microsoft 365
Copilot Chat pinned across their experiences.

Choose whether to pin the Microsoft 365
Copilot app and its companion apps to the
user's Windows taskbar.

Choose which users in your organization can
access Opal (Frontier).

Go to Microsoft Copilot for Security to
manage these settings.

Control product trials and purchases to
enable for end users in your organization.

Choose whether admins can access Microsoft
365 Copilot within admin centers.

Set up pay-as-you-go billing for Copilot and
related agents to pay only for what people in
your organization use.

Copilot in Edge gives your organization Al-
powered chat for work with enterprise data
protection.

Manage how your organization uses Copilot,
your Al-powered chat for the web.

Enable exclusive early access program in your
organzation

Applies to

wceopit B K QO @&

? @

Enable Light mode

Search all Copilot settings

@) Microsoft 365 Copilot Chat § Microsoft 365 Copilot app 2 Microsoft 365

&) Microsoft 365 Copilot

& Microsoft 365 Copilot

Windows «& People 8 File Search 8 Calendar

&) Microsoft Copilot for Security

& Microsoft 365 Copilot

@) Microsoft 365 Copilot

@) Microsoft 365 Copilot Chat

@ Microsoft Edge

L Bing @ Microsoft Edge

& Microsoft 365 Copilot

Windows

Windows




Copilot Settings #1: User Access

Microsoft 365 admin center O Search weopit B K Qo & 2 @
X

Pin Microsoft 365 Copilot Chat

Close

Copilot Chat is the secure and compliant generative Al chat experience that’s already
available to everyone in your organization. Pin Copilot Chat in Microsoft 365 apps
and to the Windows taskbar to make it easier for people to find and use it.

Add-ins
In Microsoft 365 apps

Pin Copilot Chat for your u 1 their Microsoft 365 apps on web, desktop, and
Users with a lice for Microsoft 365 Copilot will have it pinned by default.

ing doesn't affect the Microsoft 365 Copi

Pin Copilot Chat in Microsoft 365 apps (recommended)

O Do not pin Copilot Chat in Microsoft 365 apps

On the Windows taskbar
Find & Add-ins

to enable pinning so that it's ectw

Go to the setting in admin center,

easy for users to find

5
-
f—

Editor Add-in




Copilot Settings #1: User Access

Microsoft 365 admin center

Settin gs Pin Microsoft 365 Copilot apps to the Windows Taskbar

The Microsoft 365 Copilot apps provides users with a new Al first way of working to
boost productivity and streamline workflows. Pin the Microsoft 365 Copilot app and
its companion apps to the Windows taskbar to make them easier to find and use.

This setting applies to Intune-managed Windows 10 and 11 devices that have the
Microsoft 365 Copilot apps installed.

Choose how users pin on the Windows taskbar

Pin the Microsoft 365 Copilot and its companion apps to the Windows taskbar
(recommended)

Customize

»" Pin the Microsoft 365 companion apps to the Windows taskbar

O Do not pin the Microsoft 365 Copilot app and its companion apps to the
Windows taskbar

Admin centers




Copilot Settings #1: User Access

Microsoft 365 admin center

Home

Copilot
Overview
Connectors
Search

Billing & usage

Settings
Agents

Users

Teams & groups
Marketplace
Billing

Settings

Setup

Reports

Admin centers

All admin centers

¢ Customize navigation

- Show all

Settings

User access Data access

Copilot actions

Other settings

Manage user access to Copilot in different products and services.

Name

&5 Pin Microsoft 365 Copilot Chat

¥ Pin Microsoft 365 Copilot apps to the

Windows taskbar

) Opal (Frontier)

Microsoft Copilot for Security

Microsoft 365 Copilot self-service
purchases

Microsoft 365 Copilot in admin centers

Copilot pay-as-you-go billing

Copilot in Edge

) Copilot in Bing, Edge, and Windows

Copilot Frontier

Description

Choose whether users have Microsoft 36
Copilot Chat pinned across their experier

Choose whether to pin the Microsoft 365

Copilot app and its companion apps to t

user’s Windows taskbar.

Choose which users in your organization
access Opal (Frontier).

Go to Microsoft Copilot for Security to
manage these settings.

Control product trials and purchases to
enable for end users in your organizatior

Choose whether admins can access Micrc

365 Copilot within admin centers.

Set up pay-as-you-go billing for Copilot
related agents to pay only for what peop
your organization use.

Copilot in Edge gives your organization A
powered chat for work with enterprise da

protection.

Manage how your organization uses Cog
your Al-powered chat for the web.

Enable exclusive early access program in
organization

? @

X

Gcoopilet B O[H Q &

Microsoft 365 Copilot self-service trials and purchases

Give users the flexibility to acquire this product without an administrator’s help. This
can help admins understand and manage the demand.

Allow
Users can try or buy this product on their own.

O Allow trials only
Users can try this product for free, but cannot buy it themselves. When the trial
ends, it does not convert to a paid subscription, but users might be able to
request a paid license from an admin.

(O Do not allow
No self-service purchases are allowed for this product, but in some cases, free
trials might still be available, and users might be able to request a paid license
from an admin.



Copilot Settings #1: User Access

Microsoft 365 admin center L Search «. Copilot = & Qo <2 ? @

Settings Microsoft 365 Copilot ii\admin centers

Microsoft 365 Copilot is available in admin centers to K p IT admins streamline
their workflows with Al. Microsoft 365 Copilot only provii as users with information
they already have permission to see based on their admintble.

This setting affects users with an admin role who use Microsoft 365 Copilot in the
Microsoft 365 admin center, Exchange admin center, SharePoint admin center. and
Microsoft Teams admin center. After changing this setting, please allow a couple of
hours for changes to take effect.

Allow for all admins {recommended)

You can still block specific admins from using Microsoft 365 Copilot in admin
centers by adding them to a security group with this exact name:

CopilotForM365AdminExclude

() Block for all admins

No one in your organization can use Microsoft 365 Copilot in admin
centers.

Admin centers
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Copilot Settings #1: User Access

Home

Coplot
Overview
Connectors
Search

Billing & usage

Settings

Agents

Users

Teams & groups
Marketplace
Billing

Settings

Setup

Reports

Admin centers

=
=

7

All sdmin centers

Customize navigation

Show all

Settings

Settings

Usar access Data access

Copilot actions

Other settings

Manage user access to Copilot in different products and services

Name

&k Pin Microsaft 365 Copilot Chat

‘;?_ Pin Micresoft 365 Copilot apps to the
Windows taskbar

Oped (Fromtier)
#j Microsoft Copilot for Security
&) Mcrosoft 365 Copilot self-service
purchases

0 Macrosoft 365 Copilot in admin centers

&) copilot pay-as-you-go billing

0 Copilot in Edge

&) Copilot in Bing, Edge, and Windows

G Copilot Frontier

Descrption

¢ whether users have Microsolt 305
Copilat Chat pinned across their expenences

Choose whether to pin the Microsoft 365
Copilot app and fts companion apps to the
user’s Windows taskbar,

Choose which users n
access Opal (Frontier).

organization cen

Go to Mucrosoft Copdot for Secunty to
manage these settings

Control product tnals and purchases to
eneble for end users in your cegenization.

Choose whether admers can sccess Microsoft

365 Copiot withun admin cen
Set up pay-as-you-go billing for Copilot and
related agents to pay only for what people in

YOur organzabon use

Copilat in Edge gves your organization Al-

pow
praotechon

el chat for work with erdery

Manage how your argarzation uses Copilot,
your Al-powered chat for the web

sive early access progeam in your

Ly

Microsoft 365 admin center L Search

«. Copilot =

Home Billing & usage

{2t Home S
Billing & usage
& Copilot A
Overview Set up pay-as-you-go billing by connecting apps and services to billing policies. View usage
insights and costs for pay-as-you-go billing.
Connectors
Search
Billing policies Pay-as-you-go services
Billing & usage
Settings
View cost management Manage billing policies
FA Aoentz 0 g g g p
8 Users v
Service Billing policy Connected to
AL Teams & groups v
&) Microsoft 365 Copilot Chat None None
CI Marketplace
B Billing v 5) SharePoint agents None None
3 Settings ~
Domains

Search & intelligence
Org settings
Microsoft 365 Backup
Integrated apps

Viva

Partner relationships

Microsoft Edge
J’ Setup

b Reports v

Admin centers




Copilot Settings #1: User Access

Home

Copilot
Overview
Connectors
Search

Billing & usage
Settings
Agents

Users

Teams & groups
Marketplace
Billing

Settings

Setup

Reports

Admin centers

All sdmin centers

/ Customize nanganon

Show all

Settings

Settings

Usar access

Data access Copilot actions

Manage user access to Copilot in different prod

Name

b Pin Microsoft 365 Copilot Chat

¥ Pin Microsoft 365 Copilot apps to the

Windows taskbar

Opel (Frontier)

Microsoft Copilot for Security

) Microsoft 365 Copilot self-service

purchayes

Macrosoft 365 Copilot in admin centers

Copilot pay-as-you go billing

Copilot in Edge

Copilot in Bing, Edge, and Windows

Copilot Frontier

Microsoft 365 admin center

Home

Copilot

Agents

Users

Teams & groups
Marketplace

Billing

Settings

Domains

Search & intelligence
Org settings
Microsoft 365 Backup
Integrated apps

Viva

Partner relationships

Microsoft Edge

Setup

Reports

Admin centers

All admin centers

Customize navigation

Show all

Search

Home Microsoft Edge for Byfiess

Microsoft E( ¢ af.or Business

Overview Configuration policies

& Copilot in Edge

Site lists

Connectors

Copilot

Monitoring dashboard

wceoplet B OH O Q &

? @

Enable Light mode

Provide Feedback

Manage how users in your organization interact with Microsoft 365 Copilot Chat, an Al-powered web chat that protects your company and personal data.

Copilot Mode ' Preview

Agent Mode Coming soon

Access to browser context

Copilot icon in the toolbar

Copilot search box

Al-generated text and editing




Copilot Settings #1: User Access

Home

Copilot
Overview
Connectors
Search

Biling & usage
Settings

Agents

Users

Toams & groups

Marketplace

Billing

Settings

Domamns

Search & intelligence
Org setungs
Microsoft 365 Backup
Intograted apps

Veva

Partner refatsonships

Microsoft Sdaa

Setup

Settings

Settings

User access Data access

Copilot actions

Gopt m B O @ 7 ()

Turn on Frontier features

The Hrontier program gives your organzabion early, hands-on access 1o expenmental
and preview features for Microzoft. All Frontier features and agents are previews and
might not be released to general avadlability.

Other settings
To get the most out of the Frontier program, we recommend turmng on preview
features in web apps, desktop apps, and agents.

Manage user access to Copilot in different products and services.

Fin Microsalt 365 Copilot Chat

Pin Microsoft 365 Copilot apps to the
Windows taskbar

Opal {Frontier)
Microsolt Copilot for Seasity

Microsoft 365 Copllot seif-service

purchases

Microsoft 365 Copilol in admin centers

Copilot pay-ms-you-go biling

Copilot in Edge

Copilot in Bing, Edge, and Windows

Copdot Frontier

Descriptian Web apps Desktop and mobie apps Agents

Chooie whether uaers hive Microsoft 365
across ther expenences Allow users to access Frontier features in the web apps
se whether to pin the MicrosoRt 3 Sedect which wsers get access to the Frontier program.
0N apps 10 the user’s Windows task!
() No access
ee Whach users in your onganizs

:1 All users

Go 1o MicroSe
Specific users

Control peoduct tnals and purchases fo enat

Copilot Chat X

organizahon

Choose whether admins can access Microse

ademen centers.

Set up poy-as 0 biling for Co

anly for what peaple in your organization o

Copilot in Edge gves your organization Al-p
with enterprise data protection

Manage how your cvganizabion uses Copot
for the web

Enable exchusive early access program in yo

X




Copilot Settings #2: Data Access — Data Security and Compliance

Microsoft 365 admin center

Data security and compliance

Settings

Close

Secure and protect Copilot interactions and data across Microsoft 365 using solutions
in the Microsoft Purview portal.

Data Security Posture Management for Al
Apply one-click policies to help you protect your data and gain insights into Al use
within your organization.

Insider risk g
Detect potentially risky Al usage in Microsoft Copilot experiences and web versions
of other generative Al apps.

Sensitivity labels
Label and protect your organization’s data that's processed and generated by
Copilot, while making sure that user productivity isn't hindered.

Retention policies
Manage your data lifecycle by deciding how long to keep Copilot interactions and
whether they should be deleted after a certain time.

C icati | [#

Capture Copilot interactions to review potential regulatory and business conduct
violations.

Audit
Search for audit records of Copilot interactions performed by users and admins.

eDiscovery
Search Copilot interaction content within your organization, preserve content, and
export search results for further analysis




i Microsoft 365 admin center L Search

Copilot in Power Platform and Dynamics 365

Settings

Manage settings specific to Microsoft Copilot, agents, and Copilot agents in Power
Platform and Dynamics 365 products in Power Platform admin center.




Copilot Settings #2: Data Access — Anthropic subprocessor

Microsoft 365 admin center

Settin gs Al providers operating as Microsoft subprocessors

Manage whether your organization can use other Al model providers operating as
subprocessors for Microsoft in your Copilot experiences. These models can operate in

facilities outside of Microsoft.

Available subprocessors for your organization

Anthropic

Disabled by default

Anthropic as a Microsoft subprocessor will be available for use effective
January 7, 2026.

Terms and conditions
Microsoft offers an optional capability to use Anthropic Al models to enhance

Copilot and generative Al > in Microsoft Online es. Anthropic

operates as a Microsoft subprocessor for these experiences. Your Microsoft

and apply to your use of Anthropic Al
Is from within Microsoft Online Services unless otherwise documented in

Note: Anthropic Al models operating within Microsoft Online Services are not in
scope for EU Data Boundary commitments

/ enabling the use of Anthropic Al models, you acknowledge and agre

Select your preference

O Enable Anthropic as a Microsoft subprocessor subject to the above terms

O Disable Anthropic as a Microsoft subprocessor

Admin centers




Copilot Settings #2: Data Access — 3" party model providers

Microsoft 365 admin center

Home Settings

Home

Copilot

Overview
Connectors

Search

Billing & usage
Settings

Agents

Users

Teams & groups
Marketplace

Billing

Settings

Domains

Search & &

Org settings
Microsoft 365 Backup
Integrated apps
Viva

Partner relationships
Microsoft Edge

Setup

Reports

Admin centers

Settings

User access Data access Copilot actions

Name

6‘" Web search for Microsoft 365 Copilot and

Microsoft 365 Copilot Chat

i‘ People Skills in Microsoft 365 Copilot

Data security and compliance

Copilot in Power Platform and Dynamics
365

Al providers operating as Microsoft
subprocessors

Al providers for other large language
models

0 Agents

Other settings

Manage how Copilot securely retrieves and handles information.

Description

Provide Copilot with additional functionalit

to web search.

Manage People Skills in Microsoft 365 and

Manage how Copilot references document

Microsoft Purview portal.

Manage more settings related to Copilot a
Platform and Dynamics 365.

Manage external Al providers that are Micr

Manage third-party model providers runnir

Microsoft

Control how your users can create and use

Al providers for other large language models

Allow users to connect to other large language models (LLM).

Available model providers for your organization

Anthropic

| have read and agree to the Terms and Conditions.



Copilot Settings #2: Data Access — Agents

Microsoft 365 admin center

Agents

Settings

Agents are Al assistants that can help answer questions, create content, automate tasks, and more. Use these
settings to control how your users interact with agents.

Data processed by non-Microsoft services is not subject to Microsoft agreements. Please consult your
internal policies before allowing access.

Choose who can access agents

All users

O No users

O Specific users/groups

Choose who can share agents with anyone in the organization
Users who are restricted from sharing with anyone can still share their agents with individual users and

security groups.

LURTEST

O No users

O Specific users




Copilot Settings #3: Copilot Actions

Microsoft 365 admin center £ Search < Copilot B [& o £ ? @

Home Settings ©- Enable Light mode
Home -
Settings

Copilot

Overview

User access Data access Copilot actions Other settings i i
Connectors P g Search all Copilot settings

Search

Billing & usage Choose how Copilot responds to user prompts to comply with organizational policies.

Settings
Name Description Applies to
Agents

ii Copilot video generation Manage whether users can create generative Al videos with @) Video content generated by Al across Microsoft 365
Users Copilot.

'l} Copilot in Teams meetings Go to the Microsoft Teams admin center to change how 15 Copilot in Microsoft Teams

Teams & groups
Copilot is used in meetings.

Marketplace q“ Copilot image generation Manage whether users can generate images with Copilot &) Designer integrations across Copilot

Billing iﬁ Copilot Al disclaimer Choose how prominently the Al disclaimer is shown to &) Al disclaimer font settings integrated across Microsoft 365
users in Microsoft 365 Copilot.

Settings

Domains

Search & intelligence
Org settings
Microsoft 365 Backup
Integrated apps

Viva

Partner relationships

Microsoft Edge

Setup

Reports

Admin centers




Copilot Settings #3: Copilot Actions - Teams

Microsoft 365 admin center Sarc Microsoft Teams admin center & v (3 3 2
ontent sharing v
Settings
Content protection CZIED v

Home Dashboard

Settings
Copilot Recording & transcription
Teams Premium ®

Cveuoen Recording and transcription settings let you control how these features are used in a Teams meeting. Learn more

User access Data access Copilot actions v
Connectors Teams

Meeting recording

S h On
ok Users N ‘:)

Find related settings at Voice > Calling policies and Meetings > Live events policies

Billing & usage Choose how Copilot responds to user prompts to =

Settings Teams devices v Require participant agreement for recording, transcription, and Copilot @ o

Name
Agents Teams apps ® v Store recordings outside of your country or region @) off
Copilot video generation
Users
Voice N Transcription

Copilot in Teams meetings

Teams & groups

Analytics & reports N
Marketplace ) Copilot image generation
- Notifications & alerts <, Recordings and transcriptions automatically expire ‘:) On
Billing /B Copilot Al disclaimer
Settings Default expiration time 120
Show all
Domains \
Live:captions Not enabled, but users can enable
Search & intelligence Find related settings at Yoice > Ca
Org settings Real-time-text (RTT) Q On
Microsoft 365 Backup
Copilot On with saved transcript required
Integrated apps pies : 2 e
Viva
Audio & video v

Partner relationships

Microsoft Edge

Setup

Admin centers




Copilot Settings #3: Copilot Actions - Disclaimer

= i Microsoft 365 admin center £ Searct
Microsoft 365 admin center A Search st

Home > Settings
Home > Settings
Home

Home Copilot Al disclaimer

Settings
Copilot Increase the font weight of the Microsoft 365 Copilot app's disdaimer and add a
tooltip with a customizable "Learn more” link to make it more prominent.

Settings

Copilot

Overview
Overview - - -
User access Data access Copilot actions Other settings
User access Data access Copilot actions| Connectors
Connectors

h
Search Sear Choose the font weight for the Al disclaimer
Chioose how Gonlot rasponds o tser prompts Billing & usage Choose how Copilot responds to user prompts to comply with organizational policies
Billing & usage
= = . O Standard
i Settings
Settings v Name Description Bold
ame Agents
gets e Q—" Copilot video generation Manage whether users can create ge
&) Copilot video generation Users Copilot.

Users Provide a web address that is available from the tooltip

» Teams & groups 13 Copilot in Teams meetings Go to the Microsoft Teams ac ilimser If none is provided, the learn more link will take users to
Teams & groups Ty Copilot in Teams meetings Copilot is used in meetings.

== https//url.to.internal.poliq{
Marketpl = Marketplace Q‘ Copilot image generation Manage whether users can generatg -

Slimibies &) Copilot image generation
Billing Copilot Al disclaimer Choose how prominently the Al disc

Billing &) Copilot Al disclaimer users in Microsoft 365 Copilot.

) Settings Preview the disclaimer
Settings

Domains Here's how the Al disclaimer will look based on your selection.

Domains
Search & intelligence
Search & intelligence
Org settings
Org settings
Microsoft 365 Backup
Microsoft 365 Backup

t f=— emphas

Integrated apps content for acc
Integrated apps
Viva
Viva
Partner relationships
Partner relationships

Microsoft Edge
Microsoft Edge

f Setup Your organization has chosen to

Setup emphasize this messaqe. Please check

b Reports

Reports
\

Admin centers

Admin centers




Copilot Settings #4: Other Settings

Microsoft 365 admin center

Home

Copilot
Overview
Connectors
Search

Billing & usage
Settings

Agents

Users

Teams & groups
Marketplace

Billing

Settings

Domains

Search & intelligence
Org settings
Microsoft 365 Backup
Integrated apps

Viva

Partner relationships
Microsoft Edge

Setup

/O Search

Home Settings

Settings

User access Data access Copilot actions Other settings

Find more settings that can assist your organization's use of Copilot.

Name Description

i.', Copilot diagnostic logs Send diagnestic logs for Copilot on behalf of individual

users who are having issues.

q-". Copilot Custom Dictionary Manage custom dictionaries for your organization.

B h o0 @

" @

Enable Light mode

Search all Copilot settings

Applies to

ij Microsoft 365 Copilot

&) Copilot in Microsoft Teams i Microsoft Teams




Copilot Settings #5: https://config.office.com

Microsoft 365 Apps admin center

= Home / Policy Management 0 Notifications
L
Home . .
o tus Configure Settings =
| & Cloud Update ~ asics
: Select policy settings for this configuration
Overview | poliey g 9
& Scope
Current | Total { Security Baseline [| Accessibility Baseline Configured
Monthly Enterprise - 7 o /0 5
@ Prolicies
@ Customization A ‘ 7 Policies % Filter = v
| Device Configuration O Review and Policy Platform Application Status Area
publish Adjust responsible Al protections for Microsoft 365 Copilot mE 1] - Configured None
I Policy Management |
Create and view Copilot Pages and Copilot Notebooks [} E +3 ﬂ ' Configured None
Health v
| Allow web search in Copilot H E +3 f] " Configured None
B Invento
Y Pin Microsoft 365 Copilot Chat mE 1 +/ Configured None
Learn More v Copilot Al Disclaimer mnE 1] Not configured None
E}§3 Setup Enable code previews for Al-generated content in Microsoft 365 ... == % +3 l] ' Configured None |
Multiple account access to Copilot for work documents ﬂ E +3 ﬂ Not configured None

hd

Back m Cancel v




Copilot Settings #6: Service Health

Microsoft 365 admin center £ Search

Customize

Service health

Pageview  Email

Show health status for these services only

Basic Mobility and Security
Dynamics 365 Apps
Exchange Online

Active issues Microsoft is working on Microsoft 365 Copilot Chat
Microsoft 365 apps

Users may be unable to use the Al features in the Crea | crosoft Copilot (Microsof Microsoft 365 for the web

Microsoft 365 suite
Microsoft Bookings

Service status Micsoft Cipchang
Microsoft Copilot (Microsoft 365)
Microsoft Copilot (Power Platform)
Microsoft Dataverse

Microsoft 365 Copilot Chat

Microsoft Defender XDR
Mlicrosoft Copilot (Power Platform)
Microsoft Entra

Admin centers

Microsoft Forms
Microsoft Intune

Microsoft OneDrive




Copilot Settings #6: Message Center

Microsoft 365 admin center £ Search wceopit BEH B Q & 7 @

Preferences
Message center

Custom View  Email

You can customize which messages show up in the list either by selecting the
service or tag.

Show messages for these services
Basic Mobility 8 Security
Dynamics 365 Apps
Exchange Online
General announcement

. . . . Microsoft 365 Apps
(Updated) Microsoft 365 Copilot for Android: Preview

and chat with Word, Excel, and PowerPoint files in the Microsoft 365 Copilot
Copilot app

Microsoft 365 Copilot Chat
(Updated) Microsoft 365 Copilot: RSVP to meetings .
directly in Copilot chat Microsoft 365 for the web

. . S Microsoft 365 suite
(Updated) Microsoft Purview | Compliance Manager -

Powered Regulatory Templates Microsoft Bookings

A e (Updated) New request and approval experience for Microsoft Clipchamp
Microsoft agents in the Microsoft 365 admin center
Microsoft Copilot (Power Platform)

(Updated) Microsoft 365 Copilot: “Hey Copilot” to start

T - - - Microsoft Dataverse
voice in Copilot on Windows devices

Microsoft Defender XDR
(Updated) Microsoft 365 Copilot: Generate text for a

PowerPoint slide using slide context




Data Discovery
Configuration




Copilot Settings: SharePoint Advanced Managemend

SharePoint admin center <. Copilot €3 ? @

Home Advanced management Light mode Subscription status: Active

* At least one Copilot S
LiCense —_ you h ave L Advanced management

Policies
Easily manage your content with polices, reports, and settings that simplify your workflow,

a C C e S S Sharing strengthen security, and help your organization work better together.

Access control

Site lifecycle management

Settings Overview All features

Strong Copilot R
Readiness toolkit

What's included

Content type gallery

Feature |
Migration

Block download policy for SharePoint and OneDrive Micro: L Pre downl for both external and internal users
Reports

+ Tenant-wide visibility |-

App insights Conditional access policies for SharePoint and OneDrive Control whether users can access sensitive sites based on co...

L] L]
a n d C O n te n t I n S I g h tS Change history Data access governance reports SCOoV 1 rsharing and keep track of sites that h..

Data access governance
. OneDrive access restriction Policies » Access > Allow only particular groups of users to use OneDrive
OneDrive accounts

O Site policy companson Recent actions Active sites recent site changes you made
Copilot-ready data o

More features

g Ove rn a n Ce a n d E Site-level access restriction
° Advanced management
quality control

Site lifecycle management ol mate tasks across the life cycle of your s

Customize navigation

Show all




Copilot Settings: SharePoint — Site Level Restrictions

SharePoint admin center

Home

Sites

Active sites

Deleted sites
Containers
Policies
Sharing
Access control

Site lifecycle managem< it
Settings
Content services

Term store

Content type gallery
Migration

Reports

Advanced

More features

Advanced magl Jement

Customize navigation

Show all

Access control

Use these settings to restrict how users are allowe|

Unmanaged devices
Restrict access from devices that aren't com

Idle session sign-out
Automatically sign out users from inactive b

Network location
Allow access only from specific IP addresses

Apps that don't use modern authef
Block access from Office 2010 and other ap

Site-level access restriction ' ero
Allow SharePoint Administrators and site ad

OneDrive access restriction
Restrict access to OneDrive content by secu

SharePoint admin center

Home

Sites

Active sites

Deleted sites
Containers

Active containers

Deleted containers
Policies

Sharing
Access control

Site lifecycle management
Settings

Content services

Term store

Content type gallery
Migration

Reports

Advanced

More features

Advanced management

Customize navigation

Show all

Active sites

Use this page to sort and

Create

Site name 1
All Company
App Builder - |
App Builder - Ir
CopilotFrontier
DEMO

Easy365 Dev

Ondfej Vysek T

DEMO
Private group

Email View site

General Activity Membership

Email

Let people outside the organization email this team

Send copies of team emails and events to team
members' inboxes

Don't show team email address in Outlook

External file sharing Sensitivity label

New and existing guests None

Restrict content from Microsoft 365 Copilot Restricted site access

On Not set

O ot

Custom scripts Version history limit

Blocked Same as Organization-level (Manual)




Copilot Settings: SharePoint — User Access Report

SharePoint admin center

Active containers

Deleted containers
Policies

Sharing

Access control

Site lifecycle management
Settings

Content services

Term store

Content type gallery

Migration

Reports

Agent insights

App insights

Change history

Data access governance
OneDrive accounts

Site policy comparison

Advanced

More features

Advanced management

Customize navigation

Show all

Data access governancJ

Reports All review requests
This page provides reports to help you maintain th

data in SharePoint.

=, Getstarted

=

We recommend starting with a snapsh

Snapshot reports

Site permissions across your organization m

]

|
Check for broad permissions such as Everyone ech
access, sharing links, and unique permissions acro:
organization, as of the report generation date.

View reports

Sensitivity labels applied to files

Monitor sensitive content by reviewing the sites wi
stored and the policies applied to these sites, as of|

View reports

Activity reports

SharePoint admin center

Site permissions for users

" @

Create a report

Discover sites where the user has access to content, either directly or indirectly.
Added users: 2

Scope
O SharePoint

OneDrive

Report name
OneDrive User Access Repoﬂ!

Cancel
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Copilot Settings: SharePoint — Site Permissions

SharePoint admin center

Active containers

Deleted containers
Policies

Sharing

Access control

Site lifecycle management
Settings

Content services

Term store

Content type gallery
Migration

Reports

Agent insights

App insights

Change history

Data access governance
OneDrive accounts

Site policy comparison

Advanced

More features

Advanced management

Data access governance

Reports All review requests
This page provides reports to help you maintain th

data in SharePoint.

=, Getstarted

=

We recommend starting with a snapsh

Snapshot reports

Site permissions across your organization <l

Check for broad permissions such as Everyone exc
access, sharing links, and unique permissions acros
organization, as of the report generation date.

View reports

Sensitivity labels applied to files

Monitor sensitive content by reviewing the sites wi
stored and the policies applied to these sites, as of|

View reports

%

&

%

Active containers
Deleted containers
Policies

Sharing

Access control

Site lifecycle management
Settings
Content services

Term store

Content type gallery

Migration

Reports

Agent insights

App insights

Change history

Data access governance
OneDrive accounts

Site policy comparison

Advanced

More features

Advanced management

SharePoint admin center

> @

Light mode

<. Copilot £33
Data access governance

Site permissions across your organization

Site permissions across your organization

Check for broad permissions such as Everyone except external users, guest access, sharing links, and unique permissions across all sites in your organization, as
of the report generation date.

SharePoint report Requested on: January 10, 2026

B Generating report

Identify all SharePoint sites that have broad access, like “Everyone,” “Everyone except
external users,” guest users, or sharing links. Review how many users currently have
access to each site, so you can guide site owners to secure site permissions.

OneDrive report Requested on: January 10, 2026

M Generating report

Identify all OneDrive accounts that have broad access, like "Everyone,” "Everyone except
external users,” guest users, or sharing links. You can review how many users currently
have access to each account.

Reports to help identify overshared sites and provide recommended actions to mitigate risks.
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Evolving threat map with the rise of (agentic) Al

Al agents &
applications

Al platform and
model

User interaction with generative Al-based apps

Sensitive
information disclosure

Shadow IT/harmful third-party

LLM-based app or plugin

Generative Al-based agent & app lifecycle

Intent breaking,
misbehavior &
malfunction

~N

7

Tools misuse &
exploitations

~

Vs

Memory and context
poisoning

Prompt injection
UPIA/XPIA

Data leak/
exfiltration

Insecure MCP servers
& extensions

Generative Al extended risks

r

Al insider risk,
excessive agency
and overreliance

~N

Foundation model and training data

Training data poisoning

Model theft




Zero Trust with Microsoft 365 Copilot

Users and Apps on Microsoft 365 service

devices devices

?;—>$ ;

Azure Open Al
i service subscription
Microsoft 365 for Microsoft 365

Copilot
Large Language
Model (LLM)
: Your Microsoft 365 organization
. Semantic Index
Microsoft Graph )
for Copilot

« Data protection

* |dentity and access

* App protection

« Device management and

W
o™
PR

protection

« Threat protection o {@li @] oo () (63

User folders Recordings
andfiles

 Secure collaboration

Comn;\ijtr;i;ation ngl;nts . . . @. .
ites w Viva Engage groups

SharePoint

%

with Teams

I
I
I
I
I
|
|
|
I
I
I
I
I
I
I
|
|
|
|
I
I (
I User accessible data
I
I
I
I
|
|
|
|
I
I
I
I
I
I
I
|
|
|
|
I
I

 Userpermissionstodata @ = = = e

How do | apply Zero Trust principles to Microsoft 365 Copilot?
B



https://learn.microsoft.com/en-us/security/zero-trust/copilots/zero-trust-microsoft-365-copilot

im} J B Microsoft Purview x| +

fay - - ¢ = N ;
'\L O [ ht ‘purview.microsoft.com/fabrikam/en-us/

Obsidian Merger

Microsoft Purview  Preview
Overview Protect Monitor

Limit Microsoft 365 Copilot access to this site

Choose how you would like Copilot to access data in this SharePoint site.

Restrict access by label Restrict all items

Microsoft Purview Data Loss Prevention SharePoint Restricted Content Discovery

Labels found in this site

Sensitivity labels Labels referenced by Copilot
8 5

View all labels View labels referenced

Use a Microsoft Purview Data Loss Prevention policy to limit access to any files in your
organization with sensitivity labels. Learn more about this policy

Steps at a glance

1. Go the Data Loss Prevention in Microsoft Purview portal.

2. Create new policy. Select “Policies” to create a new policy

3. Choose a custom policy. Select Custom policy in the Custom category

4. Customize your policy. Name your policy, and then select "Microsoft 365 Copilot” in
the location.

5. Create an new advanced DLP rule.

6. Add labels you want to excluded. In the fields for the new rule, Select "Content
contains sensitivity labels” and add the labels

7. Select an action. Choose “Exclude Copilot from processing”

8. Save the rule and the policy.

Other labeling policies

Default sensitivity label for SharePoint document library

When a default sensitivity label gets created, the label will only apply to new items
added to the site. Select a sensitivity label within the SharePoint site.

Oversharing assessments help identify overshared sites and content and provide recommended actions to mitigate risks.

Label all new items by default using sensitivity labels. Labels can have no protection or



o e /D Search ® 2 Lo ? L

Wisrk Wb () New chat ® - [GED | T copilot

h Visual Creator

B Get Copilot agents

th 11:10 AM Chats

Summarize Obsidian merger.docx
Home

Are there any org change...  12:56 PM
O coplot Ao
g Are their any changes ha...  11:43 AM
Copdot | found a document titled “Obsidian merger.doce” 1 authored by John Smith, however | cannot access the
content due to organizational policies.

References (1) T Showless
Create

@ Obsidian merger
E] Madified on Thursdary 0530 PM | Meha Singh 10: You; Param Ranjan; +2 cthers

My Cortent

B 0 copy A D -

Pages

B View prompts

Message Copilot

Purview DLP for Microsoft 365 Copilot policy can prevent Copilot from using sensitive data to generate responses.

0 Need help?



Microsoft Purview DLP to safeguard prompts

Reduce data leakage and oversharing risks with real-time protection for sensitive data in prompts

» Prevents Copilot from responding to @) Access Deied for Wingtip Acquisition Summary Work  Web Try GPT-S ®
prompts, connecting to internal data
sources, and performing web Please summarize Project Wingtip
searches, if the prompt contains @ Goiex
sensitive data This request can't be completed because your organization has blocked Copilotfrom responding to some
types of content.
e Extends to COpi|Ot Chat, M365 Try rephrasing your request or reach out to your IT admin for assistance.
Copilot, and agents built in Copilot 069 WP ~

Studio that are published to
Microsoft 365 Channel.

+ 9

Rollout start to Public Preview Nov 2025 Project Wingtip is on the organization’s sensitive information block list




1m} " Microsoft Purview x4

&< C O om

‘purview.microsoft.com/fabrika

Microsoft Purview = Preview

(A Home & Overview
..: DSPM for Al Repor‘ts
B Overview

ElNRecem mendations Microsoft Copilot experiences Enterprise Al apps Other Al apps

I m Reports
Activity
Data assessments  Preview
= Policies Total interactions over time (Microsoft Copilot) Total interactions over time (enterprise Al apps)

A Up20% in the last 30 days A Up14% in the last 30 days

60 Activity explorer

5000 5000

4000 4000

3000
z 3000
= 2000
= 1000 2000

o 1000
1001 72024 10022024 10,03 10,04 2024 0052024 10/06,/2034 1007 /3024 0 10/01/2024 1040272024 10/03/2024 10/04/2024 10/05/2024 10/06/2024 10/07/2024
@ Microsoft 365 @ Copilot Studio ® OpenAl ChatGPT Enterprise
View details View details

Total interactions over time (other Al apps) Total visits (other Al apps) ()
A Up14% in the last 30 days A Up14% in the last 30 days

5000 5000

DSPM for Al helps security teams understand Al usage and discover data risks.




Copilot and Purview

Capability or solution in Microsoft Purview Supported for Al interactions
DSPM for Al (classic) and DSPM (preview) J
Auditing <
Data classification v
Sensitivity labels <
Encryption without sensitivity labels J
Data loss prevention N
Insider Risk Management v
Communication compliance N
eDiscovery <
Data Lifecycle Management v
Compliance Manager J

https://learn.microsoft.com/en-us/purview/ai-m365-copilot




Copilot Data Privacy and
Security




ChatGPT vs Microsoft 365 Copilot Chat

©

ChatGPT (Pro)

©

ChatGPT (Business)

o

Copilot (Chat & Paid)

Use of data for model training

Data is used unless the user explicitly

opts out

Not used. Data may be used for

operations, security, and detection

Not used. Data may be used for

Microsoft 365 telemetry

Who operates the service

OpenAl

OpenAl

Microsoft

Where the service is operated

Global OpenAl infrastructure. Region not

configurable

Global OpenAl infrastructure, no

guarantee of a specific region

Azure datacenters in the region of your

M365 tenant, within service boundaries

~

Data residency

Not available. Data may be stored

globally

Not available for Business. Data

residency only for ChatGPT Ent / Edu

Yes. Governed by Microsoft 365 tenant

settings / Preferred Data Location

Security and compliance

Shared multi-tenant OpenAl service

Multi-tenant OpenAl service with data

encryption and basic administration

Uses the same identity, encryption, DLP,

audit, and compliance controls as M365 )

~

Administration and retention

Managed by the end user. Retention

governed by OpenAl consumer policies

Managed by workspace admin and

users. Retention by OpenAl for Business

Managed by M365 tenant admin.
Retention by existing M365 policies




Local Processing for prompts and responses

In-country data handling for secure, compliant Microsoft 365 Copilot experiences

» Process Microsoft 365 Copilot
interactions in-country to keep data
local and safeguard privacy and
integrity.

» Enables compliance for regulated
industries by keeping data local and
meeting legal requirements.

» Available by end of 2025 customers in
Australia, UK, Japan, and India and an
additional 11 countries’ throughout
2026.

Rollout start Dec 2025

‘osoft 365 Data Residency and Processing Commitments Map

SWEDEN - W g v

cervANY -~ I
w19 :

{ - & POLAND ** )
3
canaoa - D
(an 1D o 0
) |(
~gp =

us

AMERICAS SOUTHERN AFRICA  MIDDLE EAST

S

In-EUDB data residency + in-EUDB processing
Guaranteed regional data residency and in-region data processing

Local data residency
Local regions where customer
data is stored today
#7 Local dataresidency + in-EUDB processing
27 COUNTRIES g Guaranteed local data residency and in-region data processing

1. UAE, Canada, Germany, Italy, Malaysia, Poland, South Africa, Spain, Sweden, Switzerland, US

Microsoft 365

Yo (APAN »
‘o

{
MALAYSIA )

v

AUSTRALA * JiED v /

Local data residency + in-country data processing
Guaranteed local data residency and in-country data
processing under normal operations.

* 2025 EOY availability
2026 availability

UPDATED: NOVEMBER 2025




Microsoft 365 Data Residency and Processing Commitments Map “& Microsoft 365

» (JAPAN 1APAN - 1D

P

( SWITZERLAND “*

EUROPE

(soutH AfRICA - JID ‘ (une - ]

((AUSTRALIA * 4 /
AMERICAS SOUTHERN AFRICA = MIDDLE EAST ASIA - PACIFIC
. Local data residency . In-EUDB data residency + in-EUDB processing . Local data residency + in-country data processing
Local regions where customer Guaranteed regional data residency and in-region data processing Guaranteed local data residency and in-country data
data is stored today processing under normal operations.
Local data residency + in-EUDB processing . o
27 COUNTRIES . . sy . 2025 EQY availability
Guaranteed local data residency and in-region data processing * 2026 availability

UPDATED: NOVEMBER 2025



Reporting & Monitoring



Copilot and Agent Analytics

Measure the impact of Copilot and agents on your business

. = ‘.., ?R o @ o &
__ﬂ e :‘ — - - . ey (— .ge monthly busines: e scores by Copilot usage s
| sl‘. " l, ~|ss‘;: Z . L e ot cdumussge Lowusa tcive
Admin Center Copilot and Agent Dashboards Advanced Reporting (Insights)
Usage & Adoption Impact & Productivity Business value & ROI
See Copilot and Agents usage @ Explore how Al transforms @ Measure the value of Copilot and

and adoption trends the way your teams work. Agents on your business processes




Copilot Chat reports

Analyze Microsoft 365 Copilot Chat adoption in the Copilot Dashboard

Microsoft Viva Insights g = ? l‘;
° . &0
Q Vlew tota | U Se rs, ad O ptlo n o Microsoft Copilot Dashboa I'd View as o Delegate of Aadi Kapoor ~ ([0 view glossary L Export data # Share -~
tre n d S by g ro u p, u Sa g e e Readiness  Adoption Impact  Learning
intensity, and retention. ' C— cmr—" cr——, — T, e
%
[ U ndersta nd h OW d iffe re nt @& Microsoft 365 Copilot licensed users Ox. Active Microsoft 365 Copilot users @
g ) 26,023 '
groups use Copilot Chat across : . 1287
&3

the Microsoft 365 apps.

Adoption by group

Which groups are adopting Copilot the most quickly?

* Spot trends and identify top S
groups to accelerate adoption . /

by filtering on usage with :
y o .g g N g 20K .__————_"/
organizational attributes.
O Al users — 13,092 =

Rollout start to general availability Nov 2025
for customers with 50+ M365 Copilot licenses




Teams Admin Center

Delegate and scale Microsoft Teams administration tasks with dedicated agents

+ Delegate tasks like meeting
monitoring and scale your expertise.

« Stay in control while the agents
accomplish the tasks autonomously
and securely.

* Focus on what matters most with
intelligent prioritization and
remediate issues proactively.

Rollout starts to Teams Admin Center (TAP) Nov 2025




Agent Dashboard

Measure the adoption and impact of agents across your organization

* View performance metrics for all
agents, including your custom-built
agents, Microsoft agents, and third-
party agents.

* Understand agent adoption trends
across teams, functions, and more.

 Identify your most popular
agents and dive deeper into how
specific agents are used.

Rollout start to Public Preview Jan 2026 Rollout start to
worldwide Feb 2026

Microsoft Viva Insights

Enterprise ready Al

s o 0 @

= Agent Dashboa rd View as ‘; Delegate of Aadi Kapoor - [ View glossary Share v
B
License (All) ~ | Scope: @ Your group (All) ~ | = Organizat ion (All) ~ | Job function (Alll ~ | Agent creator type (All) ~  Agent source (Al ~ [ Time period: Mar 31 - Apr 27
L]
Active agents © Active users © Agent responses ©
Qg
N 230 800 12,800
&
Adoption by group L3
Understand adoption trends for this agent
Metric: Active agents v Data aggregated by: Monthly ~ View by: Group
250
200 .
) '/
£ 150 —
H —
§ 100 /-/
l—-/.
/l/
50 — e
S — — —— ——
0
N De ) M p May
® All users
N . . Show
Total Time period: Mar 31 - Apr 27 Active agents T
trend
O Allusers . 230 ®
a 9 " Show
Groups T Time period: Mar 31 - Apr 27 Active agents T w




Audit logs for Copilot
and Al applications - _

v @ Alladmincenters X £ Microsoft Purview X @ Advancedmanac X | £ Microsoft365Co, X |l ConditionalAcce: X | G vivainsights-Hie X | B® Wellbeingand Br X

- Viva X | @ Insights x |+ - o x
€ > C 2% purview.microsoft.com/audit/auditlogsearch?viewid=Async%20Search&tid=de75336e-4743-4a6a-ac89-189fdchbe6 28 Yr o o O 0 » O & = o H
h = -
Home
. . . ‘ - i
- Copilot User interaction and Ly s B

Q, Search

admin activities are part of - o
Au d it Sta n d a rd Ejm () Pay-as-you-go usage Searches completed Active searches Active unfitered searches

S

2 o o
e [z H e TS Date and time range (UTC) Start * Activities - friendly names Users
center
o (preview) @ eDiscovery [ Jan 09 2026 = } ‘ 00:00 v ‘ [ Choose which activities to search for l l Add the users whose audit logs you want to search l
« Non-M ft Al
On = Icroso @ Eﬁ‘ Data Security Investigations . Activiti " @ Obijectld (File, fold N @
Secings Date and time range (UTC) End * ctivities - operation names jectld (File, folder. or site)
. . . [
| Jan 10 2026 B } ‘ 00:00 ~ ‘ [ Enter operation values, separated by commas ] [ Enter all or a part of the name of a file, website, or folder ]
applications are billed pay- B
I Audic Keyword Search Record Types Workloads
a S —yo u = g 0 ..;r Enter the keyword to search for } Select the record types to search for l Enter the workloads to search for l
DSPM
(preview) Admin Units [ cop'\loﬂ % ]
® |
Compliance \:‘ CopilotInteraction
Manager

at, m Clear all [ ] createCopilotPlugin
Audit logs for Copilot and Al O crncoptetrompiot

D CreateCopilotWorkspace
a D D | icati O n S () Refresh \:‘ DeleteCopilotPlugin

\:‘ DeleteCopilotPromptBock

2 items

Search name Creationti.. | “ Search performed by
| — - - - v

D Dec 28 - Jan 10 Completed 100% 2m, 59 1406 Jan 10,2026 1:08...  ondrej@vyseknet
Copilotinteraction,Microscft365CopilotScheduledPrompt, OutlockCopil
otAutomation

Auditing solutions in Microsoft ‘ | L

Purview



https://learn.microsoft.com/en-us/purview/audit-copilot
https://learn.microsoft.com/en-us/purview/audit-copilot
https://learn.microsoft.com/en-us/purview/audit-solutions-overview
https://learn.microsoft.com/en-us/purview/audit-solutions-overview

R = X

Microsoft Purview Audit search

E

i i N Audit ‘ Details
Microsoft Purview R — 22 Ql Search Query Information: Sun, 28 Dec 2025 00:00:00 GMT to Sat, 10 Ja UserT Close |
o . . ‘ . serType
| Home ) Q searc Microsoft365CopilotScheduledPrompt, OutlookCopilotAutomation, , {¢
= earch
R = B Audit ) i
Home &8 Ql Total Result Count: 1406 items Varsi
- — = pol lersion
h . Solutions o= OlICIES
@ C& Audit Q. Search m 1
Solutions (D () Pay-as-you-go usage
Q  search Agents = policies Workload
D = - { Export Copilot
Agents < Policies m Pay-as-you-g Related solutions ClientIP
Leam |
- 20.86,93.35
m m Pay—as—you—go T 57 C:b EDISCOB’GW Date (UTC) | IP Address User Record Type
team Related solutions Userld
Usage €3 B} Data Security Investigations Jan 9, 2026 10:19 PM 2500:12682a:1000:d953:8b...  ondrej@vysek net Copilotinteractit _
& ‘ center ) S ondrej@vysek.net
. Related solutions (preview) g eDiscovery Settings
sage J ( .3 i £0.75 40k 22k ndre cek net anilatinbaras
[ , . Jan 9, 2026 9:39 PM 2a( 68:2a 9b3:8 ndre|@vysekne pilotinteractic ClientRegion
(preview) @Y eDiscovery @ EF Data Security ‘ Cﬁ prd
Settings Jan 9, 2026 9:14 PM £#££:10.0.29.11 ondrej@vyseknet Copilotinteractic
@3 E¥ Data Security Inv CopilotEventData
3 b
e I S Jan 9, 2026 4:12 PM 20.86.93.35 sndrej@vysek net Copiotinteractie ¢
a ARck "AccessedResources”: [],
I ot Jan 9, 2026 3:03 PM 20.86.93.35 ondrej@vysek net Copilotinteracti¢ "AppHost": “Autonomous”,
Audit " "Messagelds”: [].
[ o = Jan 9, 2026 7:03 AM 126 1000:d9b3:8b ndrei@ et soilotinteract "Messages”: [
..' (preview) Jan 3, 6 U5 AN 2all:1.268:2a:1000:09b3:8b ondrej@vysek.ne Lopilotinteractic {
DSPM "Id": “1767975133@01",
(preview) Q ~ Jan 9, 2026 5:52 AM 20,86.93.35 ondrej@vysek.net Copilotinteractic "isPrompt™: true
Compliance - . }J
! Manager " {
e Jan 6 5 AR 20.86.03 35 sndrei@week net [ -
P —~ Jan 9, 2026 5:42 AM 20.86 C v ‘}d o 17?7975133392 )
Manager . isPrompt”: false
+ DSPM for Jan 9, 2026 5:03 AM 20.86.93.35 ondrej@vysek.net Copilotinteractic }
.'.. Al (classic) I,
DSPM for "ThreadId”: "19:aMBufAbllhhim28gUDtTgxTR3uw_v1AoU2YaDIGCINg1@tl
; Jan 9, 2026 4:09 AM 20,86.93.35 ondrej@vyseknet Copiltinteractic 1}
Al (classic) ’
[ »
Jan 8, 2026 8:45 PM 0.86.93.35 ondrej@vysek.net
CopilotLogVersion
Jan 8, 2026 8:12 PM fff:10.0.29.11 ondrej@vysek.net Copilotinteractic 1.0.0.0
Jan 8, 2026 8:08 PM f:10.0.29.9 ondrej@vyseknet
Jan 8, 2026 7:24 PM 300:1268:2a:1000:d9b3:8b ondrej@vysek.net Copilotinteractic v
Jan 8, 2026 8:08 PM =ffff:10.0.29.9 ondrej@vyseknet Copilotinteraction Interacted with C...
Jan 8, 2026 7:24 PM 2a00:1268:2a:1000:d9b3:8b...  ondrej@vyseknet Copilotinteraction Interacted with C... v




Microsoft Purview

= -

Home
@ Di Cases » ContentSearch > Review sets > Demo Review Set |
| o o] O@ eDiscovery
’ e Solutions Q Search ) Hold [ Export
Overview
B @B R0 O i I
QN1 T soutions =l Demo Review Set ¢ Tacksk ianager
Solutions B ¢ @ Cases
B¢ D m i - |
s using python create a QR code for -
= A v I - v Ev 4
A<./_> l . e I ®{ o ' Q. Content Search b @ Y 10f 290 selected & = i) httpsc//scftware 1720 = S I S NN RV ¢
gents [4
= &
0 ' 11 la ¢« & () Dashboards N (J &= #v [ Subject/Title ™  Status v/ TagStat..  Date(U  Source Plaintext  Annotate  Metadata
Q ¢ S Usage — -
Leam
@ CQnFQI' R I ~
i t lut :
[ 5 W a e SR LD O 422 [D  Microsoft Copiloth... Ready No Tag Dec6, : @ Show pinned metadata
‘ Usage
oS o 3 Audit -
center Relat {pomoae) Relate Settings a D > 43 @ analyze attached fil... Ready No Tag Jan7,2
(preview) elate
@ 53 / EI‘ Data Security Investigations Copilot Chat <copilotchat@vysek.net> 12/4/2025 145 PM
@ & £ Sem a g »> 44 @  inthe TestDocume... Ready No Tag Sep 12
S = o o using python create a QR code for https://softwareone.com
St -
G c a M"':‘:?':: a »> 4 @ (visualizer:"plotly.. ) Ready No Tag Dec6, & and execute it
a Data Message deleted: 12/4/2025 1:45PM
Data Lifecycle a O »> 46 @ Adoption Dataxisx... ) Ready No Tag Decb, & 9
Lifecycle pison Information
Managem... SR
a o »> 4 @ Recommended Ch... Ready No Tag Jan3,2
I\
- ] Information & Microsoft Copilot  12/4/2025 1:45 PM
LTI Barriers . iz i icrosoft Copilo i
iscovery , &
! i eDiscovery 0o »> 48 @  Smérnice o pousiv. Ready No Tag Sep 4,z
arners
4. Analysis
Oﬁ egg?vw & O »> 49 @  Python Script for In... () Ready No Tag Jan3,2
eDiscovery S::‘:w “python import grcode # Data to encode in the QR code data
= ﬁ Investigat «~ 50 @  using python creat... Ready No Tag Decd, : = "https://softwareone.com" # Create QR code instance qr =
ES Data o grcode.QRCode( version=1,
Sec P
S:::q .me;::, Q‘ 0 501 [3  Microsoft Copiloth.. () Ready No Tag Jan7. 2 error_correction=qrcode.constants.ERROR_CORRECT_H,
e i box_size=10, border=4, ) # Add data to the QR code
h =
N & 0 502 [  Microsoft Copiloth.. () Ready No Tag Jan7. 2 gr.add_data(data) qr.make(fit=True) # Generate the QR code
& Audit image img = qr.make_image(fill_color="black",
Audit . .
= dJ 50.3 [  Microsoft Copiloth... Ready No Tag Jan7,2 .baCk-COIor white”) # Save the QR code l_mage
ima.savel"softwareone arcode.nna™ # Print success messaae b4
O 50.4 [  Microsoft Copiloth... Ready No Tag Jan7,2 s Group by families (5) Group by conversations (5)
4 G > v
Viewing: Page 1 of2 > | 1-50 of 53 Rows Items per page | 50
O Jan 4, 2026 11:48 AM 28:5929¢817-efe8-f011-8406-7c1... ‘
v




Copilot Reporting: Basics

i  Microsoft 365 admin center £ Search Gceopist B OB 0o & 7 @
Microsoft 365 admin center
= Home Usage Microsoft 365 Copilot o= Enable Light mode

Home Usage Microsoft 365 Copilot
@

Usage
Usage =

e P

N

Overview Readiness Usage Agents Last updated: Jan 6, 2026 (UTC) Help
Overview Readir|

SEFIAE Microsoft 365 Copilot usage

Reports
RPr(:pa Microsoft 365 Copilot
Microsoft 365 Copilot cC Filters:  Periods: Past 30 days (Dec 8, 2025 - Jan 6, 2026)

Copilot

Copilot
Make sy i : . - -
Gopilot chat Enabled users Active users Active users rate Active agent users Total prompts submitted Average prompts submitted per user

Copilot Chat 2
To use a Copilot Search = L 75
365 lice

Copilot Search i
licenses, Agents

R
e
(o)
=]
&
2
2

Agents Total p Recommendations
G — Credits

Credits
This is n| Exchange Deliver insights to your IT leader with the Microsoft Copilot

Exchange assistan Dashboard
Forms . ) ) )
Give your leaders access to explore Copilot readiness, adoption.

Forms sos i and impact in Viva Insights.
Microsoft 365 apps

Microsoft 365 apps
Microsoft Browser

Microsoft Browser
Microsoft Teams

Microsoft Teams Adoption
Microsoft Teams apps

Microsoft Teams apps :
’ OneDrive Adoption by app

OneDrive
Project Summary Trend

Project
SharePoint The number of enabled and active users of Microsoft 365 Copilot apps for the selected period

SharePoint
Enable Visio

Visio

Active Mic




Advanced Copilot analysis with Viva Insights

License requirement

Copilot Dashboard features and capabilities Microsoft | Copilot for Viva
or Office | Microsoft or | Insights**
365 Office 365*
. . Tenant level visibility into Copilot eligibility, licensing, and activation status. [ ] ([ ] ([
Viva Insights customers can use analyst Readiness
aMons . Microsoft 365 app usage and supporting research to help assess potential impact. [ [ ([ )
workbench capabilities to dive deeper
. . . Visibility into adoption trends, such how many people are using Copilot, in which ° °
with custom reports, including apps, and in what ways.
inco r;o rati ng data from other relevant Adoption | Apply scopes and filters to adoption trend reports for deeper organizational views. o [
sources. Tailorable advanced capabilities to create custom reports for additional PS
visibility into adoption trends.
Understand the impact of using key Copilot features on key metrics and ° °
L . . workplace behaviors.
For a limited time only, Copilot for
. . . . Apply scopes and filters to compare Copilot usage and key workplace metrics between
Microsoft 365 customers will be el gl ble Impact groups of Copilot users and between Copilot users and non-Copilot users. ¢ ¢
for a promotional offer that will provide
. . o . Tailorable advanced capabilities to create custom reports for P
access to a” Of Viva | n5|g htS, |nC| Ud I ng additional visibility into Copilot impact and return on investment.
Cop||0t DaShboa rd' as We” as access to Tenant level visibility into employee feedback about the value and benefits PY PS
advanced insights and manager and Sentiment | ©f Copilot
|ead er | nSig htS Visibility into how Copilot user sentiment differs across teams (heatmap). ([
Learning Research and best practices to help throughout the Al journey. { ([ o
Ability to export Copilot data via Microsoft 365 Reporting Graph APIs. [ (
Egress
Ability to export Copilot data via Viva Insights Analyst Workbench. ([

* Copilot Dashboard will be included in the Copilot for M365 SKU/service plan (Starting FY25 Q1)
** Viva Insights, Workplace Analytics and Employee Feedback, or Viva Suite SKUs



https://aka.ms/VivaInsights
https://aka.ms/VivaInsights
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/Viva
https://aka.ms/Viva
https://www.microsoft.com/microsoft-viva/insights

“  Microsoft 365 Copilot

Microsoft 365 Copilot for T
admin center |

Copilot in Microsoft 365 Admin Centers



https://learn.microsoft.com/en-us/copilot/microsoft-365/copilot-for-microsoft-365-admin

Copilot for admins in Microsoft 365 admin centers

o 0 B Microsoft 365 Admin

o

{0 New chat
Q Search
0y Library
&1 Create

,@ Frontier

13 Microsoft 365 Admin

& Researcher
& Analyst Message Copilot
@' App Builder (Frontier)

@ Microsoft 365 Admin

. Company Support (DEMO)

© Recap priority info 9 Discover agent capabilities © Undey

@ onvoarding Buddy p latest updates from

Microsoft 365 admin centers

What can you help me with? How many

i 7
(Jg New agent available?

- All agents

Notebooks
B Deme Notebook
- All notebooks

Needs attention
Chats Q

Excluding Specific SharePoint Site...
Ll L e
I+ Unassigned licenses

B Apps You have 30028 unassigned licenses across your subscriptions. Review the details and take )

ov Ondriegj VySek

M365 Copilot @

Microsoft 365 admin center

Home

Copilot
Overview
Connectors
Search

Billing & usage
Settings
Agents

Users

Teams & groups
Marketplace
Billing

Settings

Setup

Reports

Admin centers

All admin centers

& Customize navigation

Show all

Simplified view - Add user Reset password Ondrej Vysek

Good evening, Ondrej Vysek

The simplified view helps you focus on the most common tasks for organizations like yours.

For organizations like yours

el Spend less time scheduling
In just a few clicks, set up an online calendar
where your customers can book
appointments.

Your organization

QUsers ®@Teams © Products =1 Upcoming changes (5) [2 Lear

Manage who can access apps and services included in your Microsoft 365 subscriptions. Add
or remove users, manage licenses, and reset passwords.

Add user Reset password Search your u:

Username for sign-in Licenses

Microsoft Copilc

cC i
Copilot Chat EEA {no Teams)

W Jenda VysSek Unlicensed

MC' M365 Copilot

E5 EEA {no Tea

«. Copilot

H - ilot

Recap

Recap relevan from across the admin center

m admin tasks

How do |

D Chat history

Recap the most relevant info for me from across the
admin center

Here are the most relevant updates for you, based on
your role and usage.

Service health

| found 0 issues for your organization to act on. 0 active
incidents and 7 advisories related to your service health.

See details

Message center

Out of 434 new update messages, 146 seem highly
relevant to your organization

See details
Microsoft 365 Copilot usage insights

e last 30 days 1 users actively used Microsoft 365

M365 Copilot S



Copilot for admins — Sample prompts (read only)

Recap
Search

« Recap relevant info from across the admin center
« Show me users in Australia with an assigned Teams license?

Get Help
 ldentify all groups in my organization with an owner.

+  How do | view Copilot usage across my organization?
«  Show me all the users who are not using Copilot in the last 30

+ How do I restore a deleted user? days.
«  How do | set up multifactor authentication? Teams
Service Health « Search and return a list of all policies where the meeting

recording is turned Off.

«  Show me the health of Teams?
« Analyze the call quality of for their meeting with Meeting ID.

« Are there any service issues right now? Were there any quality issues?
Licensing Information + List the most common quality issues in meetings for the last
30 days.

« Show me users without a Copilot license? _
SharePoint

+  How many Copilot licenses are available? o _ ]
« Find sites with external sharing on

« What available licenses | have - format table
B
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Al agents are software
systems that use Al to
pursue goals and
complete tasks on behalf
of users.

The Set-and-Forget

approach is not the right
one; Al agents need to be
monitored and maintained.




A range of tools for agent creation

CH » EIEN + B L D

For end users For makers For developers

== T == °:-:f|
= :“" | _1” = :-: — :_‘:_ :_
Copilot Studio Copilot Studio VS Code, Copilot Studio,

Lite Full Azure Al Foundry




View agent starters and scenarios based the level of agent complexity.
Ranging from Simple - Advanced.

Simple @ e Advanced

Retrieval Task Autonomous

N

A\ %4

Agents vary complexity and capabilities depending on your need

Simple agents can be made in the Copilot Studio
lite version in Copilot Chat + M365 Copilot

Advanced agents need to be made in the Copilot Studio full version
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Microsoft Agent 365

The control plane for agents




Agents are a new type of identity

User Device Agent




Microsoft 365 for employees, Agent 365 for agents

Unlock agent productivity -
; D Extend the tools you already use
to secure & enable people

Employee Agents

* An identity

/\ » Access to p(;o(;:iuctivity tools,
—C —L l— 1— systems ana data
External systems Productivity apps Business data Security
w * ﬁ (z ‘ J @ IT gets
w o li * - ’ o 3  Total observability and
re

visibility

™ Every agent gets

@ « Control, security and
governance




4

Microsoft Defender

Extend comprehensive security
posture and advanced threat
protection to agents.

o

Microsoft 365

Enable agents to access and
work in Word, Outlook, Excel
and other productivity apps.

42 Microsoft Agent 365

The same Microsoft's management, security, and productivity solutions are tailor-made for your agents.

Microsoft Entra

Protect agent identities, and
secure their access to any app
or resource, from anywhere.

¢

Microsoft Power Apps

Enable agent workflows with
access to Power Apps and
power Automate.

o

Microsoft Purview

Manage, protect and govern
data that agents use and create
across your entire organization.

Microsoft Power Bl

Enable agents to create
analytics and Power B
dashboards to support
collaboration.

O

Work 1Q

Enable agents to use your
organization’s unique data and
context to seamlessly join
workflows and effectively
complete tasks.

o

Microsoft 365
Admin Center

Centralized hub to manage
users, apps, and settings
securely across your Microsoft
365 environment.
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Microsoft 365 admin center

Home
Copilot

Agents

Owverview
All agents
Tools
Settings

Users

Devices

Teams & groups
Marketplace
Billing

Setup

Customize navigation

Show all

Ul Diagnostic

#* Agent 365 overview

Track agent usage across your org over the last 30 days and take steps to improve impact. Adjust settings, manage
access, and help teams unlock more value while staying aligned with governance goals.

‘ Agent inventory
26, 3 50 T 28% this week

Total agents in your org

Agent analytics

Agent publishers

Created by your organization
Shared by creator I 1, Gk
Used only by creator — 4k

Published by your org I .8k

Created by external partners

Microsoft W54
Workday 36
Other . 710

Top actions for you

Pending requests for agents

3 +2 this week

Open requests to add specific agents

0 Staffing Genie Agent

Explore all agents

Agent platforms

Copilat Studio (lite)
Copilot Studio (full)

oft Foundry

ServiceNow
Windows 365

Manus

Agent risks

W, Comms agent

o9 p
i Active users

58,293 T 12% this wesk

Jnique users interacting with agents

[ — | |
I 0.4k

[ EN

16
15

2 risks

A o

&) Copilot

Last updated: Nov 14, 20,

o Time saved with agents

45.208 T 6% this week

Hours saved by using agents

Active users over time

B0k

a8k —

36k //\w/—‘/
2l

-

Oct 20 Oct 27 MNowv 04 Mow 11
«

MW Active Users

Ownerless agents

8 -4 this week

Agents without a creator or business owner

& DataBridge MNov 16, 2

Trending agents by active users

J Claims Processing Agent
E Contract intelligence

& Researcher

Incident resolution

%5 Manus

Agents with exceptions

1 00 +10 this week

Agents needing your input to complete tasks

L&} Insights Hub

(Last 30 days)

B59%




Access control settings
Agent 365

 Set guardrails for who o
creates, onboards, and ——

users

Manages agents. (i e e g

(®) Allow specific groups of users to share with anyone in the organization

« Choose how broad agents
can be shared.

« Manage agents and limit
their access only to the
resources they need.

Product images subject to change



Single agent registry

Agent 365

& > C & hips//adminmicrosoftcom

for all agents. =

Home > All agents

 Start with a single registry o e [

Home

Copilot All agents # agentsss

L] L]
PY Ql I a ra ntl N e un S a N Ctl O N ed Agents Moritor and manage agents powered by Microsoft Entr in your orgarization. Manage in Entra D | Leam more about managing agents
Overview

All agents Map Registry Requests Catalog

agents to block discovery

Settings Total agents Agent risks Ownerless agents Blocked agents

Users 126,350 |6

nd conn ion
d connections. :
Billing
Filters:  Publisher Availability Channel Platform Acquired from W Add filter

Support

S O nNeme Platform Availability Security risks Active users (30 days)  Total sessions (30 days)  Exception rate (30 days)  Assisted hours (30 days)  Last updated |
ettings

» Use the Agent Store for eas o @ i
agent discovery in Microso &
365 Copilot and Teams. T TR y——

Published by your org

Health Incident resoluti
0O O Incident resolution % BenicoNow @ Allusers

Service!

Show all

Published by your org

O " Comms agent i Copilot Studio @ some users A 2risks

by your org

KAI Loan agent

2ot Kasisto @ Some users % Nov 16,
asisto

Zava Store Manager Agent

Fabric IQ @ some users
Published by your org

Product images subject to change




Agent observability & usage
Agent 365

Admins can gain insights to guide agent
management and adoption strategy.

T S P T P

Sample metrics:
 Total active users & agents
 Active users and agents by publisher type

* Line-level consumption details per user,
agent, billing policy, and user-agent pair

* High-consumption alerts to prevent over-
spending

Product images subject to change




Agent Store

Agent Store is an agent marketplace
featuring agents from Microsoft, partners
and customer organizations. You can also
share agents with colleagues via Copilot
Chat or other Microsoft 365 Copilot
endpoints to boost collaboration.

All agents, whether developed by Microsoft
or partners, undergo strict validation
processes to meet enterprise standards
for functionality, security, and
compliance.

IT admins have full visibility and control
over how agents are deployed in their
organization.

Consider which 3 party agents will be
available to users

 M365 Copilot D

Q search

D Chat
& skills Navigator
~ Analyst
@ Researcher
W Sales
& Agents
Catch-up
= Eventify
¢ Idea Coach
¢ Planner
B Prompt Coach
All agents
Create agent
D Chats
Q Pages.

Bl Notebooks

&) Create

@ Apps

& Erika Fuller

Agents

Discover agents

Q  Search agents

Your agents

e Asana Survey Monkey

G Coachbox W Visual Creator

Built by Microsoft

Visual Creator ﬁ

All your tasks and projects in one
simple, familiar experiences

Researcher

All your tasks and projects in one
simple, familiar experiences

@ Adobe Creative Cloud

Catch up

Sales

Use Chat to explore your CRM in
the flow of work

Idea Coach

Insights, Data, Engineering,
Analytics, Al and Systems

Workfront

@ | Karma

Writing Coach

_ Create agent [N

See more v

Take your writing to the next level

with Writing Coach

Analyst

All your tasks and projects in one
simple, familiar experiences

See mor

9'




Agent Store

Agent Store is an agent marketplace
featuring agents from Microsoft, partners
and customer organizations. You can also

Home > Settings

Search

o o 0 B Allowed Agent Types
Share agents Wlth COIIeagueS Vla Copl |Ot Ze"m:g‘:[ s Agent Settings Manage what types of agents users can see in their store. The author determines the type.
Chat Or Other M IcrOSOft 365 COpI |Ot Agents Manage E\.lelrylhm_g related to Ager\ts. These set Choose which types of apps and agents users can install
endpoints to boost collaboration. Overview B o ol R Ry e AT

All agents, whether developed by Microsoft
or partners, undergo strict validation
processes to meet enterprise standards
for functionality, security, and
compliance.

IT admins have full visibility and control
over how agents are deployed in their
organization.

Consider which 3 party agents will be
available to users

All agents

Name T
Tools

Settings @ Allowed agent types

U;
sers > Sharing

Teams & groups
E Templates

Marketplace _
« User access

Billing

Settings

Domains

Search & intelligence
Org settings
Microsoft 365 Backup
Integrated apps

Viva

Partner relationships
Microsoft Edge

Setup

Reports

| Allow apps and agents built by your organization

Allow apps and agents built by external publishers




b B Agents - Microsoft 365 admin © X J Channels - Company Support [ X ar

« (&) 25 copilotstudio.microsoft.com/environments/Default-de75336e-4743-4a6a-ac89-18%fdcbbe628/bots/e951b8e0-f2e7-f011-8406-6045bd 9b845¢/publish s

DoO0OR@2PD & =0

_— . . Environment
iii @ Copilot Studio & Ondrej Vysek (default) &7

_F’:a % Compan‘y Support (DEMO) @ Overview Knowledge Tools Agents Topics Activity Evaluation Analytics Channels Q Publish Settings
ome
I ” @ Because you chose Microsoft authentication, only the Teams + Microsoft 365 and SharePoint channel is available. To use other channels, change your authentication settings.
Agents
o é\‘ Review the following before publishing: 2items
+0
Flows
Published agent status
ot,
oo o - .
T ) Published by Ondrej Vysek 1/5/2026, 10:33 AM
- Share a preview Microsoft channels
@s
an . an Teams and .
umg Demo website 6 SharePoint
e # Microsoft 365 Copilot
Other channels
a Web app I:B Native app o Facebook 1)) WhatsApp 'll. Slack o Telegram
@ Twilio @ Line \.:E.o GroupMe QJ Direct Line Speech é Email
Customer engagement hub
Connect to a customer engagement app to enable your agent to hand off a chat session to a live agent or other agent.
. o
D 365
' ynamics ) Telephony o Genesys LivePerson @ Salesforce ServiceNow
Customer Service (@)
AW Custom
L
=ygF engagement hub




hd B Agents - Microsoft 365 admin « X @ Channels - Company Suppert (| X ar — O w

* @0 6 © 0 R » I L 0O

« - C 25 copilotstudio.microsoft.com/environments/Default-de75336e-4743-4a6a-ac89-18%fdcbbe628/bots/e951b8e0-f2e7-f011-8406-6045bd 9b845¢/publish

@ Copilot Studio Teams and Microsoft 365 Copilot X
@ . ) o _ ) Microsoft 365 is your cloud-powered productivity solution and includes Outlock, Word, Excel,
e lo Company Support (DEMO) ] Overview Knowledge Tools Agents Topics  Activity  Evaluation  Analytics  Channels PowerPoint, and OneDrive. Learn more

When you publish your agent to Microsoft 365, we'll publish it to Teams too. You'll get all of your

@ Because you chose Microsoft authentication, only the Teams + Microsoft 365 and SharePoint channel is available. To use other channels, change your authenticatig
agent's advantages in Teams: meeting summaries and transcripts, pointers to open issues or

| O

Agents
unresolved guestions, and more effective collaboration.
fc Draft agent status
Flows Turn on Microsoft 365

é\‘ Review the following before publishing: Make agent available in Microsoft 365 Copilot

Tools

Your agent is shared with all users in the organization Agent preview
Allowing anyone in an organization to chat with your agent allows them to access content added to your agent. Learn more
Company Support (DEMO) Z Edit details
This is Company onboarding and support agent

Preview model selected
Preview models might not have gone through our full testing process yet. They can have variation in performance, latency, quality of responses and mess
and availability. This model should not be used for production purposes and preview terms apply. Availability options ® See agent in Microsoft 365 B See agent in Teams

Published agent status

() Published by Ondrej Vysek 1/5/2026, 10:33 AM

Share a preview Micresoft channels
ﬁ Teams and
-:‘- Demo website $ SharePoint

e Y Microsoft 365 Copilot

Other channels

-

d Web app Iﬁ Native app 0 Facebook | WhatsApp

[ —_—

@ Twilio @ Line g GroupMe \!} Direct Line Speech

Remove channel

Customer engagement hub
Connect to a customer engagement app to enable your agent to hand off a chat session to a live agent or other agent.




v B Agents- Microsoft 365 admin ¢ X @ Channels - Company Support (| X ar

<« > C 2% copilotstudio.microsoft.com/environments/Default-de75336e-4743-4a63-ac89-1859fdcbbe628,/bots/e95 1b8e0-f2e7-f011-8406-6045bd9b845¢/publish h+d g o © 0 @ » ) )= e
L < Teams and Microsoft 365 Copilot X
() Get a link
Overview Knowledge  Tools  Agents Topics  Activi Evaluation  Analytics  Channels
Home % Company Support (DEMO) ° g g i Y n Users you select can open your agent in Microsoft Teams with this link. Manage sharing
| ‘» © Because you chose Microsoft authentication, only the Teams + Microsoft 365 and SharePoint channel is available. To use other channels, change your guthenticatig [ Copy link
Agents
2 o Draft agent status Download a file
Flows Use your downloaded file to add your agent to the Microsoft Teams or Microsoft 365 store. Learn
o é\‘ Review the following before publishing: more
(i]m]
TETE 1 Download zip

Your agent is shared with all users in the organization

Allowing anyone in an organization to chat with your agent allows them to access content added to your agent. Learn more
Show in the store

Preview model selected Decide who you want to show your agent to:

Preview models might not have gone through our full testing process yet. They can have variation in performance, latency, quality of responses and mess

and availability. This model should not be used for production purposes and preview terms apply. Show to my teammates and shared users

Appears in Built with Power Platform

Published agent status
— ) ) . Show tq everyone in my org .
() Published by Ondrej Vysek 1/5/2026, 10:33 AM Appears in Built by your org after admin approval

(@) Waiting for approval |

Share a preview Micresoft channels
=9
3 Teams and
--E Demo website ub 6 SharePoint
Ve Y Microsoft 365 Copilot

Other channels

a Web app Eﬁ Native app 0 Facebook 1Y) WhatsApp H

[ —_—

@ Twilio @ Line \f.v GroupMe .\!} Direct Line Speech

Customer engagement hub
Connect to a customer engagement app to enable your agent to hand off a chat session to a live agent or other agent.




dminc X & Channels - Company Support (| X ar

copilotstudic.microsoft.com,

Jefault-de75336e-4743-4aba-ac

Share "Company Support (DEMO)"

he followin e publishing:

Your agent is shared with all users in the organization

n an organization to cha

Preview model selected

-f011-8406-6045bd9b845c/publish

This agent is configured for Microsoft Teams and Microsoft 365 Copilot. Make sure your users are in security groups

that can access the agent in Teams. Learn more

MNew Users

an add multiple

Existing users (1)

Sort by name

My organization

User permissions

ct a user to set their permissions

Cancel

(¥ Update




v B Agents- Microsoft 365 admin ¢ X @ Channels - Company Support (| X ar

/]

Took

=

(&) 25 copilotstudio.microsoft.com/environments/Default-de75336e-4743-4a6a-ac89-18%fdcbbe628/bots/e951b8e0-f2e7-f011-8406-6045bd 9b845¢/publish

#' Copilot Studio

’0 Company Support (DEMO) ] Overview  Knowledge Tools Agents  Topics

Activity

Evaluation Analytics

Channels

-~
,u!
(o]

w O o6 0 0@ » O L

¢ Teams and Microsoft 365 Copilot X

Get a link
Users you select can open your agent in Microsoft Teams with this link. Manage sharing

@ Because you chose Microsoft authentication, only the Teams + Microsoft 365 and SharePoint channel is available. To use other channels, change your authenticatig

Draft agent status
é\‘ Review the following before publishing:

Your agent is shared with all users in the organization

Allowing anyone in an organization to chat with your agent allows them to access content added to your agent. Learn more

Preview model selected

Preview models might not have gone through our full testing process yet. They can have variation in performance, latency, quality of responses and mess

and availability. This model should not be used for production purposes and preview terms apply.

Published agent status

() Published by Ondrej Vysek 1/5/2026, 10:33 AM

Share a preview Micresoft channels
= @
1 Teams and
A-=‘. Demo website ub $ SharePoint
Ve Y Microsoft 365 Copilot

Other channels

a Web app l:ﬁ Native app o Facebook

@ Twilio @ Line \ﬁ- GroupMe

Customer engagement hub
Connect to a customer engagement app to enable your agent to hand off a chat session to a live agent or other agent.

WhatsA
1/ PP

""r} Direct Line Speech

-

[ —_—

[ Copy link

Download a file
Use your downloaded file to add your agent to the Microsoft Teams or Microsoft 365 store. Learn

moaore

1 Download zip

Show in the store
Decide who you want to show your agent to:

Show to my teammates and shared users
Appears in Built with Power Platform

Show to everyone in my org
Appears in Built by your org after admin approval

(@) Waiting for approval |
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v B Agents- Microsoft 365 admin ¢ X @ Channels - Company Support (| X ar

« => C 2% copilotstudio.microsoft.com/environments/Default-de75336e-4743-4aka-ac89-18%fdcbbeb28/bots/e951b8e0-f2e7-f011-8406-6045bd9b845c/publish s g o © ® @ » 3} t = e :
@ Copilot Studio < Show in Teams app store for org X
@ (0 Compa ny Support (DEMO) 0 Overview Knowledge Tools Agents Topics Activity Evaluation Analytics Channels
Roee @ Your agent is submitted and waiting for approval from your Teams admin. Refresh
‘4 @ Because you chose Microsoft authentication, only the Teams + Microsoft 365 and SharePoint channel is available. To use other channels, change your au‘[hen‘[icatig
l Agents Microsoft Teams + submission status
b Draft agent status Company Support (DEMO)
Fows Version 1.0.39
o é\‘ Review the following before publishing: © Waiting for approval
(i]m]
Tools Company Support (DEMO)
Your agent is shared with all users in the organization Version 1.0.28
v Allowing anyone in an organization to chat with your agent allows them to access content added to your agent. Learn more ~" Published by your organization

Preview model selected ﬁ Open agent |T_‘| Copy link

Preview models might not have gone through our full testing process yet. They can have variation in performance, latency, quality of responses and mess

and availability. This model should not be used for production purposes and preview terms apply. Get your agent ready

Admins can feature your agent prominently as an app in the Built by your org section of

Published agent status Microsoft Teams, pre-install for users in your org, and more. Learn more

Before submitting, make sure to:

() Published by Ondrej Vysek 1/5/2026, 10:33 AM
() Published by Ondrej Vysek 1/5/ * Ensure your agent is ready for release and in compliance with company standards, rules, and
policies.
Share a preview Micresoft channels * Coordinate with your teammates. Once the agent is submitted, it can't be resubmitted by
others until an admin approves or rejects it.
= @
Y . an Teams and )
e Demo website S i . & SharePoint Teams Authentication SSO Configuration
1 icrosoft 365 Copilot . o . ) . ) .
When using Manual authentication with Azure Active Directory options, you can cenfigure Teams

for S50, You will need this App ID to construct the correct configuration information. Learn more

Other channels
App ID

ce21ef58-d656-47592-8d94-e3daebbcf55e 0 copy

d Web app I_.ﬁ Native app 0 Facebook ) WhatsApp H

[ —_—

@ Twilio @ Line g GroupMe \f} Direct Line Speech
Customer engagement hub Submit for admin approval

Connect to a customer engagement app to enable your agent to hand off a chat session to a live agent or other agent.




v B Agents - Microsoft 365 admin ¢ X +
< (& %

admin.cloud.microsoft/#/agents/all/requested

12t Microsoft 365 admin center

¥

= Home
fit Home
M Copilot v All agents # Agent 365
lf Agents ~
Monitor and control all the agents in your ation powered by Microsoft Entra. Manage in Entra Learn more about managing_agents
Overview
I ok Ul Map | Frontier Registry Requests Catalog
Tools -
Settings
I
Q. Users o () Refresh
BT & ~ . .
eams < groups Filters: State Publisher Channel
Ifl Marketplace
Name State Last modified | Supported in
B Billing N
@ Settings S Company Support (DEMO) @ Pending update January 10, 2026 T Copilot € Microsoft 365
Help employees stay informed, productive, and connected. Create a... W Teams

i Setup
k"  Reports ~

Admin centers

i=  All admin centers

f Customize navigation

Show all

0o 00 Q@ >»® O

&) cCopilot [& 0
) Enable Dark mode
Titem | O Search
Owner Publisher

Ondrej Vysek




v @ Agents- Microsoft 365 admin « X & Channels - Company Support (| X ar - O *

« = ¢ 2% admin.cloud.microsoft/#/agents/all/requested b d g o © ® @ » } t = e

Microsoft 365 admin center 4 Search Copilot [& Q £

Company Support (DEMO)

T, Update & Reject

L

Overview Data & to@ls ecurity & compliance

Description
Help employees stay informed, productive, and connected. Create agents and add important topics for your organization using an intuitive,
graphical interface. Mo code required. Create your own at https://aka.ms/microsoftcopilotstudio.

Availability Publisher

© Pending update Ondrej Vysek
Deployment Agent type
Mot deployed Published by your org
Channel Platform

T Copilot €8 Microsoft 365 & Teams None

Last updated Owner
January 10, 2026 Ondrej Vysek
Sensitivity

MNone

Version

1.0.39




Q) Agents - Microsoft 365 admin « X

W Channels - Company Support (| X

% All agents | M365 Copilot x <+

= 25 m365.cloud.microsoft/chat/?auth=2&origindomain=0ffice&client-request-id=01e58814-0297-4dd6-a3bc-6d6d7a13b9bc

] @

(D New chat

Q Search

Iy Library

&y Create

Frontier

Agents

& Researcher

.4 Analyst

@' App Builder (Frontier)
AMAZING: Quiz Tutor
. Onboarding Buddy

(Jo New agent

+++ All agents

Notebooks

B Demo Notebook

+ All notebooks

Chats Q

Creating an Onboarding Buddy fr...

B Apps
ov Ondrej Vysek

M365 Copilot ®

Built by Microsoft

O

Workflows (Frontier)

Build agent flows with natural
language, no code needed.

Learning (Frontier)
Upskill in Al and other areas with
personalized learning...

Skills (Frontier)

Find experts, areas to upskill, and
more

Built by your org

Company Support (DEMO)
Home Development

This is Company onboarding and
support agent

g

¢

SharePoint page agent
Transform conversation results
into SharePoint pages.

Workforce Insights (Fro...

Real-time insights into your

organization's people, structure....

Researcher
With Researcher, now every

employee has access to expertis...

* 0 o6 © 0 R » O & 0O

See more Vv -

“ee

oo People (Frontier)

w Build connections, prepare for
meetings, and find people in you...

Surveys
Surveys agent automates survey
creation, distribution, and analysis. |

Analyst |
Perform complex data analysis |
over files in a variety of formats

See more v




Microsoft Entra Agent ID

Secure access for Al agents

Register and manage Govern agent identities Protect agent access to
agents and lifecycle resources

s

« AgentID » Lifecycle management » Conditional access
* Registry « Sponsors and managers * Identity Protection
» Access governance « Traffic filtering

- -




How Microsoft Entra manages agent identity and
access

Natively integrated with Copilot Studio and
Microsoft Foundry

Microsoft
Security Copilot

Adaptive access and permissions management

v
S
c

w
E
(@)
(2]
o
-
(8
.é

Prevent agent compromise and manage lifecycle




Microsoft Entra admin center

P Search resources, services and docs

L

%

B & X © 60 ¢

M e & O E €@ Pk B a

an @ 0 & &

3

pe)

Home

Entra agents

Favorites

Entra ID

Overview

Users

Groups

Devices

Agent ID

Enterprise applications
App registrations

Roles & admins

Identity Protection
Conditional Access
Authentication

External Identities
Custom security attributes
Certificate authorities
Cross-tenant synchronization
Microsoft Entra Connect
Domains

Custom branding
Mobility

Monitoring & health

dantity anvernance

Home

@ Agent ID | Overview

© Overview
B All agent identities
@ Agent registry

[F] Agent collections
Activity
B Audit logs

2] sign-in logs

Q search for agent identities by name or object ID

Agents in your tenant

6,053 T A 3% Lasr 7y

Gain full visibility into agent identities in your
tenant, and secure them by default with policies
and lifecycle controls. Learn more

View all agent identities

Agent blueprints

Blueprints are parent templates that power agent
identities in your tenant.

Agent blueprints @

342 /_,/—/—f 1 28%

View all

Recently created
Created in last 30 days

74 % View
Active

Enabled for access

S ,016 View

Recently created blueprints

Sales Agent blueprint

¥ Finance agent

g Orion Pulse

Unmanaged
No awners or sponsors

29 v View

No identities
Agents without identities

141 View

13 agent identities
124 agent identities

69 agent identities

Types of agents
Breakdown of different types of agents in the tenant

Agent identities (Non-users) Agent Identities {Users)
P 4 I 4,011 I 892
( 6,053 b e
?, I Agents with service principals I Agents with no identities
1,009 141
View View

Agent collections overview
Automatically or manually-created groups of agents in your tenant.

Global
I 1210 agents

Custom
I 122 agents

Quarantined
| 0 agents

View all




Microsoft Entra admin center

#

*

B & 2 ©x @ ¢

B O & & M B & % 8 & o B A

)

L3

P Search resources, services and docs

Home Home * Agent ID
Entra agents L Ag ent ID
Entra ID
Favorites o
B overview
Entra ID ~ B All agent identities
¥ Agent registr
Overview g gistry
'-_FI Agent collections
Users
Activity
Groups
B Auditlogs
Devices .
B d Sign-in logs
Agent ID

Enterprise applications
App registrations

Roles & admins

Identity Protection
Conditional Access
Authentication

External Identities
Custom security attributes
Certificate authorities
Cross-tenant synchronization
Microsoft Entra Connect
Domains

Custom branding

Mability
Monitoring & health s
Idantity Aanvernanre e

» Agent registry

| Agent registry

> Refresh 55 Columns

Q search by name or object ID

= add filter ~

Showing 6,053 items

Mame

M Image Recognition Agent

F  Inventory Management Agent
(0} Procurement & logistics

[*2 Content Generation Agent

B HR Actions

@ Deal advisor

B Conditional Access Optimization Agent
Bty Manus

¥ HR self-senvicve

%@ Finance optimizer

@) Zava Assist

[ Sales Forecasting Agent

W Genspark Super

WLl Test HR 123

- Customer Assist

D Stock moanitar

Registry 1D

ipig5gtp-hr5o-ig9s-me2r-ledt2ndpé...

58b744c1-e3b9-4205-8016-dbcd194..

microsoftCopilotStudio_055beb02-87 ..

10314218-d641-48aa-aalc-e9e2eaba...

microsoftdzureFoundry_088beb02-8...

microsoftCopilotStudio_055beb02-87..

becef3a5-8a8b-4b6b-87b5-bace1fbs...

0a52a0fb-5b3b-4ebc-b231-5cc98f7h...

microsoftCopilotStudio_055beb02-87 ..

microsoftCopilotStudio_055beb02-87...

microsoftdzureFoundry_088b0eb02-8..

84e24f35-b19-4e39-b700-bbae2cch...

41d8d132-7546-4b%c-8589-f2a5d 16. .

microsoftCopilotStudio_055beb02-87...

e97c3dcd-17c0-4236-ale1-3451ccBE...

micrasoftCanilatStudia 058keb02-87.

Platform

PixelMova Al

Adatum

Copilot Studio

BrightMind Systems

Microsoft Foundry

Copilot Studio

Security Copilot

Manus Al

Copilot Studio

Copilot Studio

Microsoft Foundry

FutureCast Labs

Genspark

Copilot Studio

Kasisto

Canilot Studio

Has Agent ID

2 No

2 Mo

@ Yoz

2 Mo

& Yoo

& Yes

@ Yes

@ Yes

Q Yoz

@ Yes

@ Yes

2 No

@ Yoo

@ Ves

@ es

8 ves

¥ Copilot

Source 1D

default 055beb02-87cc-48e1-bdab-7...

ab9chads-9da3-4610-bd2f-TdbSdedc...

default_bd1aeech-6e85-41aa-90ab-e3...

default_ble53276-403b-49dd-9720-c...

783beb02-87cc-48e1-bdab-784588%d...

default_282beb02-87cc-48e1-bdab-78...

376f8eee-0fcE-4345-9182-6e3bceaRs. ..

95deblcd-6d3d-441d-9ace-5b1c5he3 .

default_675ref02-87cc-48e1-bdab-784. .

default_426117dc-2180-4057-9939-3¢...

2900dfd4-b521-480b-8125-79293609...

default 055beb0Z-87cc-48e1-bdab-7..

db6f078d6-feeb-4dd3-933d-eB7573be ..

default_055beb02-87cc-48e1-bdab-78...

Tal65927-bbcT-4aa2-bdae-429d8582. ..

default N055hahil2-87cc-48a1-bdab-78,

WView mare

View more

View mare

View more

View more

View more

View more



Microsoft Entra admin center P Search resources, services and docs ¥ Copilot

Home » Agent D
#ft Home -

@ AgentID | All agent identities

& enia agents
Entra ID

% Favorites ~ “ [N * Download O Refresh = Columns B view agent blueprints
0 Overview
~ B All agent identities . E
o B Q search by name or object ID Status; All ~ 2 Add filter ~
. ¢ Agent registry
L e e . Showing 5912 items
£ Agent collections
B Users
G Activity ] Mame Status Created on Object ID
roups
B Audit logs - .
= De [[] @™ HR Self-Service Agent © Active 10/14/2025 a5ab672c-af21-4B84e-8dc8-93104c TeelDd (]
evices 2] sign-in logs
] g
| Agent ID [ € ZavaAssist @ Active 10/13/2025 eefiic249-c54d-4888-b27b-103dd%a842de [0
& Enterprise applications [] @ Procurement & logistics @ Active 10/13/2025 15139328-96c2-4058-b936-eb2ff4698556 o
H App registrations [] #g Finance optimizer @ Active 10/13/2025 c5O88f7c-0533-4ce1-9f69-d3442 1780621 o
& Roles & admins
[] B Conditional Access Optimization Agent @ Active 1041042025 1{7531ak-2568-4ea7-b2a3-8cf80223e5hb o
@ Identity Protection
- [ 4l Stock monitor @ Active 1041042025 2964b7a6-20d7-4dfe-9bes-b13e0aac832.. [
Conditional Access
£ Authentication [[J B HR Actions Agent O Active 1071042025 d41234e9-9988-47da-9724-d51cdbdgfdod... [0
]
g8 External Identities [] @ Manus Agent @ Active 10/10/2025 cbB80b16-54bf-4db1-a5de-07629904252f... [
B Custom security attributes (] € peal advisor © Active 10/10/2025 8a061d40-75b7-4cd6-blde-872d980ecBed.. [
— o= .
¥ Certificate authorities [ & Genspark Super @ Active 1041042025 d3813e44-2115-4a%-bd26-e932e1fa62b4... [
(B1 Cross-tenant synchronization
[ & Customer Assist O Active 1070872025 acedf?55-393d-4796-9a8c-e7625bd36440... [
“§ Microsoft Entra Connect
A doma [ @ MNowhssist O Active 1070972025 677064 7e-1ceb-4643-ae31-3dcd308fbced.. [
omains
B Custom branding [ @ Glean @ Active 10/09/2025 bafc7b68-d937-4d4d-9fd9-56e3912d2ebd... [
& Mobility [ REY Test HR 123 O Active 09/19/2025 1611e33-2b9b-4cat-bdf0-79831faec0294 o
e L
% Monitoring & health e ] @ Genie Space @ Dizabled 09/19/2025 bec40574-Bebh-46d6-bbaf-81b4353820e4 [0
FES Il e o e teericr st . [ @& Stock monitor & Disabled a9/19,/2025 Tecacdf7-5613-4697-bb47-Be263449dfe.. |



Microsoft Entra admin center 12 Search resources, services and docs T Copilot

Home > Agent |D | all agent identities

A Home

& Entra agents

g HR-Self-Service Agent | Overview

Agent i

&

+ Favorites v %) Disable 27 Got feedback?
D Overview
> EntralD o~ E Custom security attributes
. Agent identity's access ;
. HR-Self-Service Agent 9 ty View
@ OUE'VIEW A“%S iew "I'|:¢'II"'|'| 15, FOWES |:II\.|Il'\::..I(I"|"lu:"'i\ |1|J:I'I"| |I|I\|I(:\"\.'||I)
Agent identity
R Users s Owners and sponsors
Agent identity's access Permissions Entra roles
A Groups & Ad I = Answers HR policy guestions, initiates HR cases when needed. 4 0
0= Devices Activity Status - @ Active
E Audit logs
I Agent ID ¢ Sponsors : a Lawrence Gilbertson
2| sign-in logs
& ? ? Oweriers -
] Enterprise applications -
Blueprint ID . ch8BUb16-54bi-ddb1-aSde-07620004355 (0 Policies & 1D Governance
App registrations Usetul links to policies and 1D Governance teatures for this agent identity
ﬁ PP reg Object ID o aSabBT2e-al21-4840-8ded-93104c Teel0s ([ !
& Roles & admins Agent Blueprint . HR Self-Service Agent Blueprint )
CA policies View
@ |d!.>l‘1tit'f Protection Created on L 104/2025
Access packages Wiew

Conditional Access

Re R =i

Authentication

External Identities

B =

Custom security attributes

#

Certificate authorities

Cross-tenant synchronization

Microsoft Entra Connect

Domains

@ 0 &«

Custom branding

)

Mability

L3

Maonitoring & health ~

2 Idantitv novernanra N



Microsoft Entra admin center L Search resources, services, and docs (G+/) Eh”.dr Zava.ms

Home
f* Home .

Policies X
- Agents
IL P v =T New policy -+ New policy from template T Upload policy file 2 whatif () Refresh 55 Preview features A Got feedback?

Microsoft Entra Conditional Access policies are used to apply access controls to keep your organization secure. Learn more &

| enrap ~
- N H ) . - .
E' Conditional Access Optimization Agent Microsoft-managed policies User created policies
® overview P 9 ] ged po aA p
R Users Policies created () Policy suggestions @ Policies created (&) Policies created (i)
A% Groups 6 20 4 74
Manage agent
K3 Devices
E3  Agent identities ‘ L search ‘ Y Add filter Actors: Agents (Preview) X & Reset filters
@ Enterprise apps 4 out of 84 policies found
B  App registrations Policy name Created by State Alert Creation date Modified date
3. Roles & admins Allow HR approved agents to access resources USER On 11/6/2025, 11:55:57 AM 11/7/2025, 5:56:28 PM
o Delegated admin partners EB - Test Risky Agent Block USER Report-only 10/16/2025, 7:39:11 PM 10/16/2025, 7:42:08 PM
High Risk Agents Template USER Off 10/23/2025, 3:38:44 PM 11/7/2025, 5:56:57 PM

Domain services
Review all high risk agents from accessing all resources Report-only 10/27/2025, 3:48:50 PM 11/7/2025, 5:57:20 PM

& 0O

Conditional Access

Multifactor authentication

Identity Secure Score

Authentication methods *

6 3 w @

Password reset

Custom security attributes

m @

Certificate authorities

i,

External Identities

&o

Cross-tenant synchronization

&

Entra Connect



Defend against emerging Al threats + vulnerabilities

Defender - Al Security Posture Management
Azure Al Foundry - Red Teaming

Defender for Cloud, Defender XDR

Azure Al Foundry - Content Safety Prompt Shields

Defender for Cloud

N\\CTOSOﬁQDe fender

Microsoft
Security Copilot

Microsoft Entra - risk-based conditional access




Agents need same protection as users and more

A2LLM - Inference
O A2H — Response

H2A - Prompt

Data Sources

&—

® ®

A2App - Invocation

Tools

200 06 0

Data Sources




Agents need same protection as users and more

A2LLM - Inference
O A2H — Response

H2A - Prompt

Data Sources

&—

® ®

A2App - Invocation

Tools

200 06 0

Data Sources




Microsoft Defender g ? Vukasin Mihajlovic @

(@ Home AI Agents COHtOSO ASSiSt

© Covered | | published ' g Platform: Azure Al Foundry

Exposure management D2 All (551) Azure Al Foundry (142) Copilot Studio (409)
e () Open agent page O Go hunt (@ View on map
@  Investigation & response 2 Security Posture for Agents
This feature is currently in preview and included with your Microsoft Defender CSPM license at no extra cost. Licensing requirements might change when the fea .
& Threat intelligence v you'll be notified should you wish to re-enable it under the new license. Agent info A
ID
5 Assets ~

= Last 7 days asst_D5FvPArwjVOj4GOmsuDjR4Kx

Devices
Name Creation time
iti i 2% iri i 400%
Identities Discovered agents Agents requiring attention + P ey o Oct 16, 2025, 1:26 PM
e 142 5
Applications .
*—o——0—0—— 06 5o Account Project
Cloud infrastructure O\O/D/O_O—o d4ai-foundry D4Al-Foundry/Dev-project
I Al Agents Deployment Model
gpt-4.1 gpt-4.1 version 2025-04-14
@ Microsoft Sentinel v () Refresh 4 Export
Attack paths
Identities N Filter set: 18
Account: Any Project: Any Model: Any Deployment: Any Agent Name: Any Y Add filter Risk factors
£ Endpoints e Agent name Status ID Creation time Deployment Account Grounded With Sensitive Data
B Email & collaboration R it Published asst_D5FvPArwjVOj4GOmsuDjR4Kx Oct 16, 2025, 1... gpt-4.1 d4ai-foundry Recommendations ~
\ZJ Covere:
& Cloud apps v Agent780
£ 9ecn - Published asst_e1ITVCx9xPCAYCWdcjenMIcR Nov 3, 2025, 7:... gpt-4.1 foundry145
& Covere .
2 Recommendations
© Cloud infrastructure v Agent217
e Published asst_ZAbVJBOS6YysloSRARWEUIDr Nov 3, 2025, 7:... gpt-4.1 foundry145 = — |
J Covere:
W Crtical: 0 ] High: 0 B Medium: 0 B ow:?2
@) Security Copilot A
Agent629
STE— Published asst_cRFtoC50JXG83e1H1FTLOO75 Oct 30, 2025, 8... gpt-4.1 foundry145
L) overe:
Agents )
> Agent487
Security Store gecn Z Published asst_IdE1svKmaGephgFUa21ErkAK Oct 19, 2025, 5... gpt-4.1 foundry145
< Covere
[ Cases #M coordinator R SR AR st T
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©

Home

Exposure management

Investigation & response

Incidents & alerts

Incidents

Alerts

Hunting

Actions & submissions

Partner catalog

@) Threatintelligence
& Assets

Microsoft Sentinel

[ Identities

L3 Endpoints

1 Email & collaboration
& Cloud apps

@ Cloud infrastructure
@ Security Copilot
Agents

Security Store

Microsoft Defender

Incidents > Attack on Procurement Agent

Attack on Contoso Assist Agent

mmm High @ Active 2 Unassigned Agents  CriticalAsset

Attack story  Alerts (3)  Activities  Assets (2)

Alerts <
[> Play attack story

@ Nov6 2025402AM @ New
A user phishing attempt was detected
on an Al agent (Preview)

@ procurementagent BN

@ Nov620251003AM @ New
A Jailbreak attempt was blocked on
an Al agent (Preview)

@ procurementagent =

. Nov 0, 2025 2:19 PM @ New
DLP policy (Exfiltration to external
recipient blocked) matched for email
with subject (Procurement details for
QOrion)

Q. Abbi Atkins PN

Investigations (0)  Evidence and Response (3)

Summary

Incident graph = Layout @ Group similar nodes

— Communication == Association

{& A user phishing attempt was detected on an... | X

-

e _-\“-.
|
; 'i\@/l

Procurement Agent

.~
(e )

40.68.199.203

{& A Jailbreak attempt was blocked on an Al a...

Similar incidents (1)

X

What happened

There was 1 blocked attempt of a Jailbreak attack on Al agent
Procurement Agent on an Azure Al Foundry project
procurementagent. A Jailbreak attack is also known as User Prompt
Injection Attack (UPIA). It occurs when a malicious user manipulates
the systemn prompt, and its purpose is to bypass a generative Al's
large language model's safequards in order to exploit sensitive data
stores or to interact with privileged functions. Learn more at
https://aka.ms/RAl/jailbreak. The atternpts on your Al Agent were
using direct prompt injection techniques and were detected by
Azure Responsible Al Content Filtering. To get detailed information
on the prompt injection attempts, refer to the ‘Supporting evidence
events' section in the Azure Portal.

This alert is triggered by MDC detection
View alert page in MDC

Activities

Activity details  Related activities

!

[ ]

Vukasin Mihajlovic @

(P Copilot ﬁi Tasks

& Back to incident details

A Jailbreak attempt was
g blocked on an Al agent
(Preview)

mmm Medium Unknown
® New

(3 Openalert page ¢ Manage alert  +++

Details Recommendations

INSIGHT

Quickly classify this alert

Classify alerts to improve alert accuracy and
get more insights about threats to your
organization.

Classify alert

Alert state a

Classification Assigned to
Not Set Unassigned

Set Classification

Alert details a

Alert ID Category

decdcd5e5ae-2bab- Privilege escalation



Wrap-up

And btw, there is a lot more, e.g.,
Power Platform, Viva Analytics,
MCP servers,...




Copilot is more than just Al chat - It's a
comprehensive ecosystem that spans
productivity, security, governance, and
automation.

. Copilot Agents are the future of scalable IT -
With Agent 365 and Copilot Studio, but
admins have control.

. Security and compliance are built-in, not
bolted on - Tools like Microsoft Purview,
Entra, and Defender ensure Copilot usage
aligns with Zero Trust.

. Oversharing is the #1 risk - Use DSPM for Al
and oversharing assessments to identify and
mitigate data exposure.

. Insights drive adoption and ROI - The Copilot
Dashboard and Viva Insights help measure
usage, impact, and business value.
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Microsoft Copilot for Admins: Ondrej Vtsek
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