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The Risks We Don’t Fully Understand Yet
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What is Microsoft 365 
Copilot
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+

Microsoft 365 
Copilot

Copilot Chat

• Secure AI chat and agents with web access

• AI-powered creation (standard access)

• Ability to work with open files in Microsoft 

365 apps

• Custom agents based on your data, pay-

as-you-go

• Standard access to GPT-5

Microsoft 365 Copilot license

• AI chat s Work IQ

• Search with AI

• AI Notebooks

• AI-powered creation (priority access)

• GPT-5 Priority Access

• Copilot in Microsoft 365 apps

Enhanced capabilities and editing directly 

in the app

• Comprehensive approach to agents

• Pre-built Microsoft agents

• Advanced analysts and research agents for 
deeper analysis

• Custom agents based on your data

• Advanced management and analytics

Powered by Work IQ

1. Learn about standard and priority access here. 2. Available in Word, Excel, PowerPoint, Outlook, and OneNote. 3. Applies to assistive agents built by you on the Microsoft 365 Copilot agent platform deployed on Microsoft 365 surfaces 

M365

https://support.microsoft.com/en-us/topic/standard-versus-priority-access-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f#bkmk_standard_priority_access
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Copilot Control System 
(CCS)
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Copilot Control System

Copilot + Agents

Security & Governance

Data security

AI security

Compliance & privacy

Management Controls

Licensing & metering

Customization

Measurement & Reporting

Impact & ROI metrics

Robust prebuilt reports

Custom reporting included



365/CoP DE 06.24.25 

Tools to secure and govern your Copilot use

Address oversharing 
concerns

 Gain visibility into 
overshared content

 Remediate excessive 
permissions

 Prevent Copilot from 
processing sensitive files

Protect against data 
loss and insider risks

 Get alerts and reports of 
risky behavior and AI use

 Protect sensitive files and 
interactions

 Dynamically apply security 
policies based on risky 
actions

Govern AI use to meet 
regulations & policies

 Inspect interaction content 
and audit logs 

 Investigate for compliance 
and ethical violations

 Enforce lifecycle policies 
and legal holds 

Secure Govern
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Microsoft 365 Copilot 
MAC walkthrough
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Network requirements

• Most features can be managed in 
Microsoft 365 admin center (MAC)

• Microsoft doesn't recommend and 
cannot support attempts to manage 
Microsoft 365 Copilot Chat and 
related settings through network-
level restrictions 

• M365 Copilot is deeply integrated 
with applications, such network-
level restrictions can lead to 
unpredictable results

Microsoft 365 URLs and IP address ranges - 
Microsoft 365 Enterprise

https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
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Where to start

• Common Settings 
under the Copilot 
Section

• Detailed Agent 
Settings -> Agent365

• Specialized features 
are set in the product 
Admin portals 
(Defender, Purview, 
Entra, Power Platform)
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Copilot Settings #1: User Access

• Common Settings 
under the Copilot 
Section
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #2: Data Access – Data Security and Compliance
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Copilot Settings #2: Data Access - PowerPlatform
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Copilot Settings #2: Data Access – Anthropic subprocessor
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Copilot Settings #2: Data Access – 3rd party model providers
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Copilot Settings #2: Data Access – Agents
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Copilot Settings #3: Copilot Actions
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Copilot Settings #3: Copilot Actions - Teams
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Copilot Settings #3: Copilot Actions - Disclaimer
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Copilot Settings #4: Other Settings
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Copilot Settings #5: https://config.office.com
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Copilot Settings #6: Service Health
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Copilot Settings #6: Message Center
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Data Discovery 
Configuration
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Copilot Settings: SharePoint Advanced Managemend

• At least one Copilot 
License – you have 
access

• Strong Copilot 
Readiness toolkit

• Tenant-wide visibility 
and content insights

• Copilot-ready data 
governance and 
quality control
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Copilot Settings: SharePoint – Site Level Restrictions
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Copilot Settings: SharePoint – User Access Report
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Copilot Settings: SharePoint – Site Permissions

Reports to help identify overshared sites and provide recommended actions to mitigate risks.
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Security Best Practices
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Evolving threat map with the rise of (agentic) AI

AI usage

User interaction with generative AI-based apps Generative AI extended risks

Sensitive 
information disclosure

Shadow IT/harmful third-party 
LLM-based app or plugin

AI agents & 
applications

Generative AI-based agent & app lifecycle AI insider risk,
excessive agency 
and overrelianceIntent breaking, 

misbehavior & 
malfunction

Tools misuse & 
exploitations

Memory and context 
poisoning

Prompt injection 
UPIA/XPIA

Data leak/
exfiltration

Insecure MCP servers 
& extensions

AI platform and 
model

Foundation model and training data 

Training data poisoning Model theft
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Zero Trust with Microsoft 365 Copilot

                               
              

            

                     

             

       

               

     

         
      

         

             

         

          

          

              

     

                  

          

       
        

       

                    

     

    

         

      
        

          

               

           

              

                     

                 

• Data protection

• Identity and access

• App protection

• Device management and 

protection

• Threat protection

• Secure collaboration 

with Teams

• User permissions to data
How do I apply Zero Trust principles to Microsoft 365 Copilot?

https://learn.microsoft.com/en-us/security/zero-trust/copilots/zero-trust-microsoft-365-copilot
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Oversharing assessments in DSPM for AI

Oversharing assessments help identify overshared sites and content and provide recommended actions to mitigate risks.Oversharing assessments help identify overshared sites and content and provide recommended actions to mitigate risks.
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Prevent Copilot from using sensitive content

Purview DLP for Microsoft 365 Copilot policy can prevent Copilot from using sensitive data to generate responses. 
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• Prevents Copilot from responding to 
prompts, connecting to internal data 
sources, and performing web 
searches, if the prompt contains 
sensitive data

• Extends to Copilot Chat, M365 
Copilot, and agents built in Copilot 
Studio that are published to 
Microsoft 365 Channel.

Rollout start to Public Preview Nov 2025 Project Wingtip is on the organization’s sensitive information block list

Microsoft Purview DLP to safeguard prompts
Reduce data leakage and oversharing risks with real-time protection for sensitive data in prompts
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Microsoft Purview Data Security Posture Management for AI 
reports

DSPM for AI helps security teams understand AI usage and discover data risks.
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Copilot and Purview

https://learn.microsoft.com/en-us/purview/ai-m365-copilot
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Copilot Data Privacy and 
Security
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ChatGPT vs Microsoft 365 Copilot Chat

Copilot (Chat & Paid)ChatGPT (Business)ChatGPT (Pro)

Use of data for model training Data is used unless the user explicitly 

opts out

Not used. Data may be used for 

operations, security, and detection

Not used. Data may be used for 

Microsoft 365 telemetry

Who operates the service
OpenAI OpenAI Microsoft

Where the service is operated
Global OpenAI infrastructure. Region not 

configurable

Global OpenAI infrastructure, no 

guarantee of a specific region

Azure datacenters in the region of your 

M365 tenant, within service boundaries

Data residency
Not available. Data may be stored 

globally

Not available for Business. Data 

residency only for ChatGPT Ent / Edu

Yes. Governed by Microsoft 365 tenant 

settings / Preferred Data Location

Security and compliance Shared multi-tenant OpenAI service
Multi-tenant OpenAI service with data 

encryption and basic administration

Uses the same identity, encryption, DLP, 

audit, and compliance controls as M365

Administration and retention
Managed by the end user. Retention 

governed by OpenAI consumer policies

Managed by workspace admin and 

users. Retention by OpenAI for Business

Managed by M365 tenant admin. 

Retention by existing M365 policies
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• Process Microsoft 365 Copilot 
interactions in-country to keep data 
local and safeguard privacy and 
integrity.

• Enables compliance for regulated 
industries by keeping data local and 
meeting legal requirements.

• Available by end of 2025 customers in 
Australia, UK, Japan, and India and an 
additional 11 countries1 throughout 
2026.

Rollout start Dec 2025 

1. UAE, Canada, Germany, Italy, Malaysia, Poland, South Africa, Spain, Sweden, Switzerland, US

Local Processing for prompts and responses 
In-country data handling for secure, compliant Microsoft 365 Copilot experiences
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• Process Microsoft 365 Copilot 
interactions in-country to keep data 
local and safeguard privacy and 
integrity.

• Enables compliance for regulated 
industries by keeping data local and 
meeting legal requirements.

• Available by end of 2025 customers in 
Australia, UK, Japan, and India and an 
additional 11 countries1 throughout 
2026.

Rollout start Dec 2025 

1. UAE, Canada, Germany, Italy, Malaysia, Poland, South Africa, Spain, Sweden, Switzerland, US

Enterprise ready AI

Local Processing for prompts and responses 
In-country data handling for secure, compliant Microsoft 365 Copilot experiences
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Reporting & Monitoring
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Copilot and Agent Analytics 
Measure the impact of Copilot and agents on your business

Admin Center

Usage & Adoption
See Copilot and Agents usage 

and adoption trends

Copilot and Agent Dashboards

Impact & Productivity 
Explore how AI transforms 
the way your teams work. 

Advanced Reporting (Insights)

Business value & ROI
Measure the value of Copilot and 

Agents on your business processes
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Analyze Microsoft 365 Copilot Chat adoption in the Copilot Dashboard

• View total users, adoption 
trends by group, usage 
intensity, and retention.

• Understand how different 
groups use Copilot Chat across 
the Microsoft 365 apps.

• Spot trends and identify top 
groups to accelerate adoption 
by filtering on usage with 
organizational attributes.

Rollout start to general availability Nov 2025
for customers with 50+ M365 Copilot licenses

Copilot Chat reports
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Delegate and scale Microsoft Teams administration tasks with dedicated agents

• Delegate tasks like meeting 
monitoring and scale your expertise.

• Stay in control while the agents 
accomplish the tasks autonomously 
and securely.

• Focus on what matters most with 
intelligent prioritization and 
remediate issues proactively.

Rollout starts to Teams Admin Center (TAP) Nov 2025

Teams Admin Center
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Measure the adoption and impact of agents across your organization

• View performance metrics for all 
agents, including your custom-built 
agents, Microsoft agents, and third-
party agents.

• Understand agent adoption trends 
across teams, functions, and more.

• Identify your most popular 
agents and dive deeper into how 
specific agents are used.

Rollout start to Public Preview Jan 2026 Rollout start to 
worldwide Feb 2026

Enterprise ready AI

Agent Dashboard
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Audit logs for Copilot 
and AI applications

• Copilot User interaction and 
admin activities are part of 
Audit Standard

• Non-Microsoft AI 
applications are billed pay-
as-you-go

Audit logs for Copilot and AI 
applications

Auditing solutions in Microsoft 
Purview 

https://learn.microsoft.com/en-us/purview/audit-copilot
https://learn.microsoft.com/en-us/purview/audit-copilot
https://learn.microsoft.com/en-us/purview/audit-solutions-overview
https://learn.microsoft.com/en-us/purview/audit-solutions-overview
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Audit logs on steroids> eDiscovery
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Copilot Reporting: Basics
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Copilot Dashboard features and capabilities

License requirement

Microsoft 
or Office

365

Copilot for 
Microsoft or 
Office 365*

Viva 
Insights**

Readiness
Tenant level visibility into Copilot eligibility, licensing, and activation status. ● ● ●

Microsoft 365 app usage and supporting research to help assess potential impact. ● ● ●

Adoption

Visibility into adoption trends, such how many people are using Copilot, in which 
apps, and in what ways.

● ●

Apply scopes and filters to adoption trend reports for deeper organizational views. ● ●

Tailorable advanced capabilities to create custom reports for additional 
visibility into adoption trends.

●

Impact

Understand the impact of using key Copilot features on key metrics and 
workplace behaviors.

● ●

Apply scopes and filters to compare Copilot usage and key workplace metrics between 
groups of Copilot users and between Copilot users and non-Copilot users.

● ●

Tailorable advanced capabilities to create custom reports for 
additional visibility into Copilot impact and return on investment.

●

Sentiment

Tenant level visibility into employee feedback about the value and benefits
of Copilot.

● ●

Visibility into how Copilot user sentiment differs across teams (heatmap). ●

Learning Research and best practices to help throughout the AI journey. ● ● ●

Egress
Ability to export Copilot data via Microsoft 365 Reporting Graph APIs. ● ●

Ability to export Copilot data via Viva Insights Analyst Workbench. ●

** Viva Insights, Workplace Analytics and Employee Feedback, or Viva Suite SKUs

* Copilot Dashboard will be included in the Copilot for M365 SKU/service plan (Starting FY25 Q1)

Viva Insights customers can use analyst 

workbench capabilities to dive deeper 

with custom reports, including 

incorporating data from other relevant 

sources.

For a limited time only, Copilot for 

Microsoft 365 customers will be eligible 

for a promotional offer that will provide 

access to all of Viva Insights, including 

Copilot Dashboard, as well as access to 

advanced insights and manager and 

leader insights.

Advanced Copilot analysis with Viva Insights

https://aka.ms/VivaInsights
https://aka.ms/VivaInsights
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/WAEF
https://aka.ms/Viva
https://aka.ms/Viva
https://www.microsoft.com/microsoft-viva/insights
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Microsoft 365 Copilot for 
admin center

Copilot in Microsoft 365 Admin Centers

https://learn.microsoft.com/en-us/copilot/microsoft-365/copilot-for-microsoft-365-admin
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Copilot for admins in Microsoft 365 admin centers
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Copilot for admins – Sample prompts (read only)
Recap

• Recap relevant info from across the admin center

Get Help

• How do I view Copilot usage across my organization?

• How do I restore a deleted user?

• How do I set up multifactor authentication?

Service Health

• Show me the health of Teams?

• Are there any service issues right now?

Licensing Information

• Show me users without a Copilot license?

• How many Copilot licenses are available?

• What available licenses I have - format table

Search

• Show me users in Australia with an assigned Teams license?

• Identify all groups in my organization with an owner.

• Show me all the users who are not using Copilot in the last 30 
days.

Teams

• Search and return a list of all policies where the meeting 
recording is turned Off.

• Analyze the call quality of for their meeting with Meeting ID. 
Were there any quality issues?

• List the most common quality issues in meetings for the last 
30 days.

SharePoint

• Find sites with external sharing on
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M365 Copilot Agents
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AI agents are software 
systems that use AI to 
pursue goals and 
complete tasks on behalf 
of users. 

The Set-and-Forget 
approach is not the right 
one; AI agents need to be 
monitored and maintained.
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A range of tools for agent creation

No code Pro code

For end users

Copilot Studio 
Lite

For makers

Copilot Studio
Full

For developers

VS Code, Copilot Studio, 
Azure AI Foundry
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Simple Advanced

Retrieval Task Autonomous

View agent starters and scenarios based the level of agent complexity. 
Ranging from Simple → Advanced.

Agents vary complexity and capabilities depending on your need

Simple agents can be made in the Copilot Studio 
lite version in Copilot Chat + M365 Copilot

Advanced agents need to be made in the Copilot Studio full version
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The control plane for agents

Microsoft Agent 365
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Agents are a new type of identity

User AgentApp Device
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Unlock agent productivity –

Extend the tools you already use 

to secure & enable people

Microsoft 365 for employees, Agent 365 for agents

Employee Agents

Identity Policies Permissions Governance

External systems Productivity apps Business data Security

Every agent gets

• An identity

• Access to productivity tools, 

systems and data

IT gets

• Total observability and 

visibility

• Control, security and 

governance
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Microsoft Agent 365
The same Microsoft's management, security, and productivity solutions are tailor-made for your agents.

Microsoft Defender
Extend comprehensive security 
posture and advanced threat 
protection to agents.

Microsoft Entra
Protect agent identities, and 
secure their access to any app 
or resource, from anywhere.

Microsoft Purview
Manage, protect and govern 
data that agents use and create 
across your entire organization.

Work IQ
Enable agents to use your 
organization’s unique data and 
context to seamlessly join 
workflows and effectively 
complete tasks.

Microsoft 365
Enable agents to access and 
work in Word, Outlook, Excel 
and other productivity apps.

Microsoft Power Apps
Enable agent workflows with 
access to Power Apps and 
power Automate.

Microsoft Power BI
Enable agents to create 
analytics and Power BI 
dashboards to support 
collaboration.

Microsoft 365 
Admin Center
Centralized hub to manage 
users, apps, and settings 
securely across your Microsoft 
365 environment.
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Access control settings
Agent 365

• Set guardrails for who 
creates, onboards, and 
manages agents.

• Choose how broad agents 
can be shared. 

• Manage agents and limit 
their access only to the 
resources they need.

Product images subject to change
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Single agent registry
Agent 365

• Start with a single registry 
for all agents.

• Quarantine unsanctioned 
agents to block discovery 
and connections.

• Use the Agent Store for easy 
agent discovery in Microsoft 
365 Copilot and Teams.

Product images subject to change
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Agent observability & usage
Agent 365

Admins can gain insights to guide agent 
management and adoption strategy. 

Sample metrics:

• Total active users & agents

• Active users and agents by publisher type

• Line-level consumption details per user, 
agent, billing policy, and user-agent pair

• High-consumption alerts to prevent over-
spending

Product images subject to change
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Agent Store

Agent Store is an agent marketplace 
featuring agents from Microsoft, partners 
and customer organizations. You can also 
share agents with colleagues via Copilot 
Chat or other Microsoft 365 Copilot 
endpoints to boost collaboration. 

All agents, whether developed by Microsoft 
or partners, undergo strict validation 
processes to meet enterprise standards 
for functionality, security, and 
compliance.  

IT admins have full visibility and control 
over how agents are deployed in their 
organization.

Consider which 3rd party agents will be 
available to users
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Agent Store

Agent Store is an agent marketplace 
featuring agents from Microsoft, partners 
and customer organizations. You can also 
share agents with colleagues via Copilot 
Chat or other Microsoft 365 Copilot 
endpoints to boost collaboration. 

All agents, whether developed by Microsoft 
or partners, undergo strict validation 
processes to meet enterprise standards 
for functionality, security, and 
compliance.  

IT admins have full visibility and control 
over how agents are deployed in their 
organization.

Consider which 3rd party agents will be 
available to users
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Microsoft Entra Agent ID
Secure access for AI agents

Register and manage 
agents

• Agent ID
• Registry

Govern agent identities 
and lifecycle

• Lifecycle management
• Sponsors and managers
• Access governance

Protect agent access to 
resources

• Conditional access
• Identity Protection
• Traffic filtering
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Microsoft Purview

Microsoft Defender

Microsoft Intune

Microsoft 
Security Copilot

How Microsoft Entra manages agent identity and 
access

Get a directory of your AI agents
Natively integrated with Copilot Studio and 
Microsoft Foundry

Control agent access to resources
Adaptive access and permissions management

Protect and govern agent identities
Prevent agent compromise and manage lifecycle
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Microsoft Purview

Microsoft Sentinel

Microsoft 
Security Copilot

Microsoft Intune

Defend against emerging AI threats + vulnerabilities

Discover and prevent risks
Defender - AI Security Posture Management
Azure AI Foundry - Red Teaming

Defend and block AI threats
Defender for Cloud, Defender XDR
Azure AI Foundry - Content Safety Prompt Shields

Gain complete attack visibility
Defender for Cloud

Enforce identity guardrails
Microsoft Entra - risk-based conditional access
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Data Sources
H2A - Prompt

Agent

Apps

A2H – Response

A2A – Invocation

A2LLM – Inference

LLM

A2App – Invocation

Tools

MCPs APIs

Data Sources

Agents need same protection as users and more  
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Data Sources
H2A - Prompt

Agent

Apps

A2H – Response

A2A – Invocation

A2LLM – Inference

LLM

A2App – Invocation

Tools

MCPs APIs

Data Sources

AI threats

Data integrity & 
exposure risk

Collusion & 
propagation risk

Model interaction 
& prompt 

injection risk

Action & execution 
risk

Agents need same protection as users and more  
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Contoso Assist

Zava Assist
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Demo

Contoso Assist Agent
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Wrap-up
And btw, there is a lot more, e.g., 
Power Platform, Viva Analytics, 
MCP servers,…
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1. Copilot is more than just AI chat - It’s a 
comprehensive ecosystem that spans 
productivity, security, governance, and 
automation.

2. Copilot Agents are the future of scalable IT -  
With Agent 365 and Copilot Studio, but 
admins have control.

3. Security and compliance are built-in, not 
bolted on - Tools like Microsoft Purview, 
Entra, and Defender ensure Copilot usage 
aligns with Zero Trust.

4. Oversharing is the #1 risk - Use DSPM for AI 
and oversharing assessments to identify and 
mitigate data exposure.

5. Insights drive adoption and ROI - The Copilot 
Dashboard and Viva Insights help measure 
usage, impact, and business value.
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Q & A Ondrej Vysek
Unlocking Infinite Possibilities Through

Technology | SoftwareOne | Microsoft MVP
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