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What is Microsoft 365 
Copilot
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+

Microsoft 365 
Copilot

Copilot Chat

ÅSecure AI chat and agents with web access

ÅAI-powered creation (standard access)

ÅAbility to work with open files in Microsoft 

365 apps
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Microsoft 365 Copilot license

ÅAI chat s Work IQ

ÅSearch with AI

ÅAI Notebooks

ÅAI-powered creation (priority access)

ÅGPT-5 Priority Access

ÅCopilot in Microsoft 365 apps

Enhanced capabilities and editing directly 

in the app

ÅComprehensive approach to agents

ÅPre-built Microsoft agents

ÅAdvanced analysts and research agents for 
deeper analysis

ÅCustom agents based on your data

ÅAdvanced management and analytics

Powered by Work IQ

1. Learn about standard and priority access here. 2. Available in Word, Excel, PowerPoint, Outlook, and OneNote. 3. Applies to assistive agents built by you on the Microsoft 365 Copilot agent platform deployed on Microsoft 365 surfaces 

M365

https://support.microsoft.com/en-us/topic/standard-versus-priority-access-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f#bkmk_standard_priority_access
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Copilot Control System 
(CCS)
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Copilot Control System

Copilot + Agents

Security & Governance

Data security

AI security

Compliance & privacy

Management Controls

Licensing & metering

Customization

Measurement & Reporting

Impact & ROI metrics

Robust prebuilt reports

Custom reporting included
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Tools to secure and govern your Copilot use

Address oversharing 
concerns

¶Gain visibility into 
overshared content

¶Remediate excessive 
permissions

¶Prevent Copilot from 
processing sensitive files

Protect against data 
loss and insider risks

¶Get alerts and reports of 
risky behavior and AI use

¶Protect  sensitive files and 
interactions

¶Dynamically apply security 
policies based on risky 
actions

Govern AI use to meet 
regulations & policies

¶ Inspect interaction content 
and audit logs 

¶ Investigate for compliance 
and ethical violations

¶Enforce lifecycle policies 
and legal holds 

Secure Govern



365/CoP DE 06.24.25 

Microsoft 365 Copilot 
MAC walkthrough
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Network requirements

ÅMost features can be managed in 
Microsoft 365 admin center (MAC)

ÅMicrosoft doesn't recommend and 
cannot support attempts to manage 
Microsoft 365 Copilot Chat and 
related settings through network -
level restrictions 

ÅM365 Copilot is deeply integrated 
with applications, such network-
level restrictions can lead to 
unpredictable results

Microsoft 365 URLs and IP address ranges - 
Microsoft 365 Enterprise

https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide


365/CoP DE 06.24.25 

Where to start

ÅCommon Settings 
under the Copilot 
Section

ÅDetailed Agent 
Settings -> Agent365

ÅSpecialized features 
are set in the product 
Admin portals 
(Defender, Purview, 
Entra, Power Platform)



365/CoP DE 06.24.25 

Copilot Settings #1: User Access

ÅCommon Settings 
under the Copilot 
Section
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #1: User Access
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Copilot Settings #2: Data Access   Data Security and Compliance
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Copilot Settings #2: Data Access - PowerPlatform
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Copilot Settings #2: Data Access   Anthropic subprocessor
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Copilot Settings #2: Data Access   3rd party model providers
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Copilot Settings #2: Data Access   Agents
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Copilot Settings #3: Copilot Actions
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Copilot Settings #3: Copilot Actions - Teams
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Copilot Settings #3: Copilot Actions - Disclaimer
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Copilot Settings #4: Other Settings
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Copilot Settings # 5: https://config.office.com
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Copilot Settings # 6: Service Health
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Copilot Settings # 6: Message Center
































































