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Directory Services Internals

N ———
DSInternals PowerShell Module and Framework

DISCLAIMER: Features exposed through these tools are not supported by Microsoft and are therefore not intended to be

used in production environments. Improper use might cause irreversible damage to domain controllers or negatively
impact domain security.

The DSInternals project consists of these two parts:

® The DSInternals Framework exposes several internal features of Active Directory and can be used from any .NET
application. The codebase has already been integrated into several 3rd party commercial products that use it in scenarios
like Active Directory disaster recovery, identity management, cross-forest migrations and password strength auditing.

¢ The DSInternals PowerShell Module provides easy-to-use cmdlets that are built on top of the Framework. The main
features include offline ntds.dit file manipulation and querying domain controllers through the Directory Replication
Service (DRS) Remote Protocol.
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WARNING

The following presentation features demos
performed by professionals, so for your safety
and the protection of those around you, do not
attempt to re-enact any activity you are about

to see. @
= -\

> -

v L 4




Database Mounting Tool

o\ Administrator: Command Prompt

C:\>dsamain —dhpath C:\$SNAP_2008030608849_ UOLUMECS\Windows\NTDS\ntds.dit —ldappo

rt 160389
EUENTLOG {Informational)>: NIDS General / Service Control : 1888

Microsoft Active Directory Domain Services startup complete, version 6.0.6801.18

51515

EUENTLOG {Informational): NIDS General / Service Control : 1084
Active Directory Domain Services wvas shut down successfully.

Disadvantages

Read-only

Hides secret attributes




Dumping AD Secrets

ey Administrator Windows PowerShell

1‘5:_-':1 3.3 094ph-4ae0-9cha-ad 35y I_JI_n:'IJI_JLI
untMame: Irbtqf
_“”?TTEE User

UzerPrincipalName:

PrimaryGroupId: 513

SidHistory:

Enabled: FjT:E

Givenhame:
SUrname:
lescription: Key Distributic Servilce Account

MTHash:
LMHash:
MTHashH1story:
Hash O
Hash 02:




Export Formats

ey Administrator Windows Powershel|
5 Cilx Get-ADDEACcount

41e34661faa0dla2 182 faddfofocaddl |
Format-Custom HashcatMT

sdmindstrator :adff974 3hddadE4%9-h2 108d2 cab5c5h5
SuestT:

krbtgt:9bh17hetc3B00dT21baachiadaeedhdtd

Hazem:92937945h518814 341de3f726500d4FF
Gudmundur :929379450518814 34 1de 372650004+
Mano]:92937945h518814 34 1de3T726500d4 T+
C1gdem:929379450518814341de3+726500d4 11

Wi chael:929379450518814341de3f726500d4Ff
James 1929379450 518814 34 1de3f726500d4
Christen:929379450518814341de 3726500441




Auditing AD Passwords




Auditing AD Passwords

2 Directory Services Internals (D5Internals) — O X

PS5 > Get-ADDBAccount ntds.dit acdbabdai929261bbde5270cief9/3ct |
»» Test-PasswordQuality . \pwned-passwords-ntlm-ordered-by-count.txt

Active Directory Password Quality Report

Passwords of these accounts are stored using reversible encryption:

LM hashes of passwords of these accounts are present:

These accounts hawve no password set:

Passwords of these accounts have been found in the dictionary:
Adeline
Sergio

These groups of accounts have the same passwords:
Group 1:
Abbi
Abbie




Auditing AD Passwords
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Auditing AD Passwords

\b [
— Thomas Eklund '
. ‘ Follow
@limp 15000

Replying to @MGrafnetter @SwiftOnSecurity @haveibeenpwned

Thanks for the great script #DSInternals Just
convinced a customer for a quick check...
Results are appalling, can't get too specific
but more than 50% are in @haveibeenpwned
and don't get me started on admins who
have the same password for their normal
account and domain admin..

4:08 PM - 1 Oct 2018
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Enabling/Disabling Accounts

2 Windows PowerShell —_ []
PS C:\> Enable-ADDBAccount April -

>3 Antds.dit
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O AD Group Membership
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Well-Known Global Group RIDs

Domain Admins 512
Domain Users 513
Domain Guests 514
Domain Computers 515
Domain Controllers 516
Cert Publishers 517
Group Policy Creator Owners 520




Offline Group Membership Modification

e Administrator; Windows Powershell

hacker
> Cihvkindows\NTDS\ntds.dit
'Sy Start-Service ntds

WARNING: Walting for serwlce '"Active Directory Domaln Services {(ntds)’

e -
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O Forging SID History

—

Hacker Properties 7| X

Publizhed Certificates I kember OF I Pazzword Replication I Dial-in I Object

Security I Ervvironment | Seszions I Femote control
General I Address I Account I Profile I Telephones | Organization
Remate Desktop Services Profile | COM+ | Attribute Editor

Attributes:
Attribute Walue ”
zIDHistary 5-1-5-21-3180365339-80077 367 2- 37677026

Eh <nok zet>

Attribute: gl D Higkory

Walues:

5157 33 752645500
5-21-3180365335-8007 7367 2-3767 752645512
5-21-3180365339-8007 736723767 752645517
5-21-3180365335-800773672-3767752645-520

5-
5-
5-




Forging SID History

£y

"S> Stop-Service ntds
PS> (Get-ADDBDomainController
S5-1-5-21-3180365339-800773672-
'S Add-ADDBES1idHistory

e

3767752
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eryice nids

Administrator Windows PowerShell

C:vWindowsy\NTDSYntds.dit).Domain5Sid. Yalue

65

1

(u k]

M PRI M2 RO

i

ﬁ'HHiﬂdﬁHf\NTDE\ﬂfdf dit
':"l'll'l?]":"-.h]'}l AF6FI52645-5HAA
WA FI3G -3 767572645 -512
AN AR -3 TR 752045 -517F
SRR T30 2-3707752045-520

¥

L o O Y 0 oy O A |

0 B I B

L R R B W

.
e

LI I Y B Yy Y Y
ll'_l

E

i

|

|
i
I I"l

-,

.
e
p—

0 % & &
L R R A I B W

o e

.
[}

-,




Forging SID History

o Select Command Prompt =0 X
Hacker Properties ?
:\Users\hacker>whoami /groups
Remaote control Remote Desktop Services Profile COM+
i N " . General Address Accourt Profile Telephones Organization
OUP NFORMA O
GROUP - INFORMATION Member Of Dialdin Environment Sessions
Member of:
Mame Active Directory Domain Services Folder
BUILTIN\Users
AUTHORITY\REMOTE INTERACTIVE LOGOM
AUTHORITY\INTERACTIVE
AUTHORITY\Authenticated Users
AUTHORITY\This Organization
LOCAL oy || =
ADATUM\Domain Admins T
ADATUMACert Publishers
ADATUM\Group Policy Creator Owners Primary group:  Domain Users
AD ATUM\*'ﬂ"dm inistrator There is no need to change Primarny group unless
Authentication authority asserted identity you have Macintosh clients or POS[X-compliant
ADATUMADenied RODC Password Replication Grol spplications.
Mandatory Label\Medium Mandatory Level
C:\Users\hacker>
0K | | Cancel
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O SID Filtering?

N

- —

Authentication Requests

Domain and Forest-wide
futhentication Enabled All Fequests coming

"'-.IIIl over the trust are

— | authenticated and
L routed by OC1

ser 1 ser 2 ser 3

Fileserverl Fileserver?

Trusted Forest Trusting Forest




Offline Password Reset

2 Windows PowerShell

PS > Set-ADDBAccountPassword Administrator
> JA\ntds.dit
> acdbat4a3929261bB84e5278c3ef973ct

cmdlet Set-ADDBAccountPassword at command pipeline position 1
Supply values for the following parameters:

NewPassword: #*®Fx®+ix*

PS >




Hash/Key Derivation and Encryption




Password Hash Cloning

2 Windows PowerShell

PS > Set-ADDBAccountPasswordHash
>>
>
>>
>>

Administrator °

A\ntds.dit °

acdbab4a3929261bb4e5278c3ef973cf

¢other.NTHash °

tother.SupplementalCredentials_




Offline AD Database Modification

e |



Replication Metadata

4. Select Command Prompt

- \>repadmin /showobjmeta lon-dcl "CN=April Reagan,OU=IT,DC=Adatum,DC=com”

29 entries.
Loc.USN Originating DSA Org.USN Org.Time/Date Ver Attribute

91193cfa-6dd8-4591-abaa-d32f0a8+9d59 : 2013-16€
91193cta-6dd8-459f-abaa-d32f0a8+9d59 : 2@13—1H
Default-First-Site-Name\LON-DC1 EVEEN015-09-12 21
91193cfta-6dd8-459f-abaa-d32f0a8+9d59 ' 2013-18-22 98-
91193cfa-6dd8-459f-abaa-d32t0a8+9d59 ' 2013-18-22 98-




Replication Metadata
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Replication Metadata

ey Select Windows PowerShell
PS> Get-Help Add-ADDBSidHistory

NAME
Add-ADDBSidHistory

SYNTAX
Add-ADDBSidHistory [-SamAccountName] <string> -SidHistory <Secu

[EL et i WLEY= ] [-LogPath <string>] [<CommonParameters>]




AB,3586:
AB,3639:
AB,8784:

AB,8785:

AB,8786:

[DCeB1l] *logonCount['116°=>"117"], *lastlLogon['1368525182867794851L =>"1360852535716737649L" ]
[RID Set] *rIDNextRID[®1153'=»"1154"]

[A:[gc]/B:[gc DEL:346bf199-8567-4375-acl5-7%ec4b42b270])] +isDeleted,

*name["u'gc' "=>"u"gc\\nDEL:346b+199-8"], *dc["u'gc'"=>"u'gc\\nDEL:346bf199-8"]
[A:[DomainDnsZones]/B: [DomainDnsZones DEL:58b2962b-788c-4c93-99ff-Bb7e16313119]]

+isDeleted, *name["u'DomainDnsZones’'"=>"u'DomainDnsZonesi\\nDE"],

*dc["u'DomainDnsZones” "=>"u'DomainDnsZones\\nDE" ]
[A:[ForestDnsZones ] /B: [ForestDnsZones DEL:87f7d8a2-4de5-48d6-8283-9abbB84584478]]
+isDeleted, *name["u’'ForestDnsZones'"=>"u'ForestDnsZones\\nDE"],

*dc["u’ForestDnsZones’ "=>"u'ForestDnsZones\\nDE" ]
@

[snorky insomnihack]
[gc]
[DomainDnsZones |
[ForestDnsZones )

AIRBUS

T DEFENCE & SPACE

Table [datatable]: 7636 records checked, @ disappeared, 4 appeared, 5 changed
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[} DPAPI-NG (AKA CNG DPAPI)
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* NCryptProtectSecret(Descriptor, Data,...)

* NCryptUnprotectSecret(ProtectedBlob,...)

Protected Data Blob

Enc:yptéd with
KEK
CEK RECIPIENT INFO | |
é * KEKRecipientinfo
g * Encrypted CEK
Encrypted with

#W




¢ cﬂ)‘

PFX/PKCS

12 File Protection

—

L% Certificate Export Wizard

Security
To mainkain security, wau musk prakect the private key booa security principal or by
using a passwaord,

[ iaroup or user names (recommended);

hld

Remove

[]Password:

Confirm password:

et | Ganca |
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O KDS Root Keys

B Active Directory Sites and Services -

\‘-—--"
File  Action  View Help
e 2EHE = HE 2

Eie Active Directory Sites and Services [LOMN-DCLA|| Mame Type

> L] Sites _:29091:141:-3::!23-?202-.391?-4??19014?1&3 rskds-ProvRootkey

v L Services o | cd192630-dafb-code-a337-702c e 1dTabs rnsKds-ProvRootKey
> AuthMN Policy Configuration

» || Claims Configuration
v || Group Key Distribution Service
| Master Root Keys
> || Server Configuration
» | Microsoft SPP
» | MsmgServices
w | MetServices
| Public Key Services
| RRAS
| Ehadow Principal Configuration
| Windowes WT

b



Extracting KDS Root Keys

-
PS> Get-ADDEKdsRootkey Chntds . dit

Id: 746ed3c0-1a76-336d-6d3b-25921032b41F0
version: 1
Creation Time: 24, B. 2016 19:24:1E8
Eftfectiwve Time: 3. 9. 2016 19:24:1E
Domain Controller: CHN=LOM-DCZ1,0U=Domain Controllers,DC=Adatum,DC=com
e
}-;2 3159h3h7e2 2655597 e2bhdfdac190781792 40dh 3647 co? 729 Fd9062 3459352 Galc
B44376a4033cc395tc038ad3aB402 Fhedcte2 41dbth2 70762902 cde
key Deriwvation Function
Algorithm: SPEOO_108_CTR_HMALC
Farameters: {[0, SHaG1z]}
Secret Agreement
Algorithm: DH
Fublic Key Length: 2048
Priwvate Key Length: 512

Far ameters
(=01 A T 2 A = St A D L L =10 el T ST Y
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Understand Credential Security:

Important Things You Need to Know About Storing Your laentity

MM\ Paula Januszknewmz
' | CQURE: CEC 3 sster / Security Expe
CQURE Academy raine
MVP F e Security, MCT

.

@paulacqure
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|| Credential Roaming
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O Credential Roaming - Storage

Credential Roaming Properties

—

¢ Not Configured
(¢ Enabled

¢ Disabled

NOTE: Not for environments with Vista clients.

See Explain tab for more details.

Specific Credential Roaming settings:

Maximum tombstone credentials lifetime in days: [2 __,::'
Maximum number of roaming credentials per user: |2000 =
Maximum size (in bytes) of a roaming credential: |85535 :_;,

Erevious Setting Nezt Setting |

oK Cancel | Lpnly

CN=Jim Kim Properties _"qu

Attibute Editor | Securiy |

[V Show mandatory attributes
IV Show optional attributes
[ Show only attributes that have values

Attributes:
Attribute | Syntax | Value ]
mSMGDigestsMig Octet String <Not Set>
mSMOSignCertificates  Octet Sting <Not Set>
mSMQSignCertificate... Octet Sting <Not Set>
msNPAllowDialin Boolean <Not Set>
msNPCallingStationlD  |45-Sking <Not Set>
msNPSavedCallingSt...  1A5-String <Not Set>
msPKlAccountCrede... DN Binary S y
msPKIDPAPIMasterK... DN Binary 3
msPKIRoamingTimeS... Octet Sting 0x10 0xf2 0x6b OxBe Dx6l
msRADIUSCallbackN... 145-Sting <Not Set>
msRADIUSFramedIP... Integer <Not Set>
msRADIUSFramedRo... 1A5-Sting <Not Set>
msRADIUSServiceTv... Integer <Not Set> =
A | ;l'j

Edit
OK Cancel I Boply
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|_J Credential Encryption using DPAPI

\\/ Encrypted Master Key Backup Master Key CE—

N . —

Domain
Controller

Key

Recovery

e ,,._,,,A_L&,H,E,nt__i_cate .

T

Encrypt R

User
Password

SHA-1
PEKDF2

PEKDF2

Encrypt/
ALthenticate

PEKDF2
Encrypt!
A thenticate

Session
key

Encryptf
o thenticate

Prﬂteﬂed
Data Blob




N\

O DPAPI Domain Backup Key
N— =
N

File  Action  Wiew Help

o HE e Ec:= BHE PRETER

| Program Data  ~ || Mame Type
b =] Research | AdminSDHolder Container
I (2] Sales @ElCHLIF'HEH’_?EEEh2I.'.'IE-Elﬁef--ih:ES-aEhQ-HEfdcchthEE mecret secretf
4 [ System @BCHLIF'HET_Mc5533e-ddf?-41dd-aEfE-MaEedE?aQﬁd mecret  secret

p [ Admin3DHo || = BCKUPKEY P Secret secret

b [ ComPartitiol || [ peKUPKEY_PREFERRED Secret secret
b T Aarm P aritia —c=

] > £ ]
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Extracting Roamed Credentials

S =

2 Windows PowerShell

PS > Get-ADDBBackupKey .\ntds.dit acdba64a3929261b04e5270c3ef973cf | Save-DPAPIBlob ..\Output\
PS > Get-ADDBAccount .\ntds.dit | save-DPAPIBlob ..\Output\

Reading accounts from AD database
126+ accounts




Decrypting Roamed Private Keys

v g Output @ Select mimikatz 2.1.1 x64 (0e.e0)
v | Abbi
v @, Crypto
v o RSA
@ 5-1-3-21-4534338-1127018997-2609954386-1304

[ %)

@

dwsiPubli
v o Protect dtan' Y

@ 5-1-3-21-4334338-1127018997-260%994386-1304

@

v @ SystemCertificates

N pUniguelame
@ Certificates pHash
. pSiPublic
v @ Administrator pSiPri
@ Crypto >
g Protect

v @ SystemCertificates

@ My
v & Request

'Hr«lun
guidProv
o Lara rh a

o Certificates

@ Logan
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Exctracting and Decrypting Roamed Credentials

e |



Bonus: Bootable Flash Drive

.4 Windows PE 10
PS C:\> Get-WmiObject Win32_OperatingSystem | select SystemDevice.Version

SystemDevice Version

\Device\Ramdisk{d9b257fc-684e-4dcb-ab79-03cfa2f6b750} 10.0.10240

:\> Set-ADDBPrimaryGroup -DBEFPath C:\Windows\NTDS\ntds.dit °
samAccountNamre john.doe °
512




Bonus: DSInternals € Commando VM

COMMANDOVM

COMPLETE MANDIANT OFFENSIVE VM



Restore From Media: Motivation

Ooops, your important files are encrypted.

If you =see this text, then your files are no longer acceszible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’t waste your time. MHobody can recover your files without our
decryption service.

Ue guarantee that you can recover all your files =safely and easily. #All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:
1. Send 5300 worth of Bitcoin to following address:
1Mz7?153HMuxX TuRZR1t 78nG3dzantNbBUX
. 3end your Bitcoin wallet ID and personal installation key to e-mail
wowsmithlZ34560posten.net. Your personal installation key:

8lUe iNr-ngRtrs-NFx836-CylugF-wnEnF3-d=UL?g-PLtmUn—ggEolWa—ubECnf -NAEYf T

If you already purchased your key, please enter it below.
Key:

=]
} Backup Mode

Choose what data you want to backup from this computer.

Backup Mode
Files
Destination
Local Storage
Schedule

Summary

Backup mode:

() Entire computer (recommended)
Back up your entire computer image for fast recovery on any level. Deleted, temporary and
page files are automatically excluded from the image to reduce the backup size.

() Volume level backup

Back up images of selected volumes, for example only data volumes. Deleted, temporary
and page files are automatically excluded from the image to reduce the backup size.

® File level backup (slower)

Back up individual files and folders by mask. This mode produces an image-based backup
with only selected files included in the image .

Nexd > Cancel




Install From Media (IFM) Backup

Administrator Command Prompt

tswrntdsutil
tdsutil: activate instance ntds

ictive instance set to "ntds'.

tdsutil: ifm

ifm: create full C:=~IFM

reating snapshot...

SEnapshot zet {3645bhhZ2d-Hdf8-4eBB8-—2c1?-63475ebebeld? generated successfully.
Cnapshot {d4fab257-bhl13-4deS5—-a%eb—6cA3bBaecab9c? mounted as C:~$SHAP_2A15A3A11449

UOLUMECS:
Snapshot {d4fab257-hbl13-4de5—-aTeb—-6cHIbHaeab?c} iz already mounted.

Initiating DEFRAGMENTATION mode...
Source Database: C:%5SHAP_2A1583A11448_UVOLUMECS“Windows~NIDS~ntds.dit

Target Database: C:“IFM“~Active Directorysntds.dit

Defragmentation Status < completel

opying registry files...

opying C:~IFMsregistruy~S3YSTEM

opying C:xIFMsregistruysSECURITY

Snapshot {d4fab257-bhbl3-4de5—-a?eb—-6cH3IbHaeab?c? unmounted.

IFM media created successfully in C:~IFM
ifm: guit
tdsutil: gquit

TN
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O RFM Script

\\/ 1 Rename-Computer -MewName 'LON-DC1' -Force -Restart C—
5 # rebootr G

“h.. 3

4 dcpromo.exe Jfunattend /ReplicadornNewDomain:Domain /MewDomain:Forest /NewDomainDMSMame:"adat

5 # Reboot

3]

7 # Re-encrypt the DB

8  Ser-ADDEBDOTKey -DBPath "C:“WsershadministratorDesktopi\NTDS\ntds.dit”

9 -OldBootkey 61d45c669e9ad2cfaf9le5e202blasta

10 -MewBootkey 9d2045c35acad5d556FbTe3348019258

11

12 Stop-service -Name WTDS -Force

13

14 # Clone DC machine account password
15 fdcaccount = GeL-ADDBACCOUNT -SamAccourmthName LON-DC1E ©

16 -DEPath C:‘\Wwindows\NTDS\ntds. dit ~

17 -BootkKey 9d2045c35acad5d556ThTe3348019258

18

19 set-ADDBACCOUNTPasswordHash -samaccountWName LOM-DCL1$

20 -NTHash %dcaccount.NTHash °~

21 -supplementalcredentials fdcaccount. SupplementalCredentials ~
22 -DEPath "c:xUSersxAdminﬁstratur&nesktanNTDSKntds.dit“ )

23 -BootKey 9d2045c35acad5d556TbTe3348019258

24

25 # Inject old domain info (5ID, GUID)
26 Set-LsaPolicyInformation -DomainMame ADATUM

27 -DnsDomainMame adatum. com

28 -DhnsForestName Adatum. com ~

29 -pomainGuid c2fdf&9d-bB8da-4fcd-b068-1911eb0485F0 °
30 -Domainsid 5-1-5-21-3623811015-3361044 34B-30300820
31

32 # Force Invocation ID change
33 reg.exe delete "HELM\System\CurrentControlset'Services\NTD5\Farameters” /v 'DSA Database E

35 # Replace ntds.dit
36 facl = GEt—AF]I—EathIC:&Windpwg&NTns




Restore From Media Script

e |



Mesure of Last Resort

)

')
{

Help me, Obi-Wan Kenobi. You're my only hope.




Conclusions

 Virtualization, SAN and Backup admins are AD admins

* Enable BitLocker on DCs

* Deploy read-only domain controllers (RODCs)

e Perform AD security assessments (including password audits)

* Monitor security-related changes in AD

* Regularly change passwords (users, computers, service accounts, krbtgt)

* Plan for disaster recovery



Contributing




Disclaimer

No Domain Controllers were harmed
during the making of this presentation.

‘t

AMERICAN
Y HUMANE
ASSOCIATION
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O Questions
N, _ ——
Twitter.

Blog: www.dsinternals.com

Email: michael.grafnetter@outlook.com
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