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Generative Al technology is here

Time to reach 100M users

100M

Mobile phones: 16 years ChatGPT: 3 months
50M

Internet: 7 years

Facebook: 4.5 years

16 years 3 months



“Autopilot” “Copilot”

A transformation in how we worlk




Research shows developers...

. 889 are more productive
Copilot boosts
pI‘Od UCtiVity O 74%> can focus on more

GitHub satisfying work

o spend less time searching
17% . :
for information or examples
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Copllot for Microsoft 365
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Copilot for Microsoft 365

Natural Language
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Experiences

Cross-app
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Copilot for Microsoft 365

In-app




Copilot for Microsoft 365
foundational principles

Microsoft's comprehensive approach
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Security Compliance Privacy Responsible Al
Permissions model to protect data Guided by a

core set of principles
at all levels of the org princip

Fairness

Reliability & safety

o2 ®
‘ ... Privacy & security
. - Inclusiveness

Tenant GI"OUp Individual Transparency
Accountability



Copilot for Microsoft 365 System

Microsoft 365 Apps

E @ O

Microsoft 365 Trust Boundary

Azure Open Al
Customer data is nstance is

not stored or used ¢ Larg e Lang u age maintained by

to train the model

Microsoft. Open

M d ' Al has n0 access
o e 10 the data or the

Grounding

Microsoft Graph

RAI 15 performed
on input prompt
and output resyits

Semantic K‘/
Index @ Groundmg
s Data flow (€ = all requests are encrypted via HTTPS)

Your context and content o User prompts from Microsoft 365 Apps are sent to Copilot
emails, fl|eS meetmgs, chats, e Copilot accesses Graph and Semantic Index for pre-processing
calendars and contacts g

e Copilot sends modified prompt to Large Language Model
) ) o Copilot receives LLM response
Customer Microsoft 365 Tenant 0 Copilot accesses Graph and Semantic Index for post-processing

e Copilot sends the response, and app command back to Microsoft 365 Apps
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Welcome to the new Bing

Your Al-powered copilot for the web

< Ask complex questions Get better answers % Get creative inspiration

"What are some meals | can make for my
picky toddler who only eats orange-colored

[ ]
4 seiling pet vacuums?' space In the voice of a plrate”
I n g food?

Let's learn together. Bing is powered by Al so surprises and mistakes are possible. Make sure to check the
facts, and share feedback so we can leam and improve!

‘What are the pros and cons of the top 3 “Write a halku about crocodiles in outer

Terms  Privacy

. Stop Responding

9 (=) Ask me anything &



Copilot

Get answers to complex guestions

FOr example, you could psk  Helo me plar

my ishing Irlg

Take actions on your PC

Lontrod your Windows ervaranment with

schians ke “Adjust ry settings a0 1 ¢an foo

Wark across documents

Summarize and comp

s text frorm any 2pp

Atart by copnying te Apbcard

©
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Microsoft 365 Copilot

works alongside you in the apps you use every day

5 A =1
** L* E*+
Unleash creativity Unlock productivity Uplevel skills
Harness the power of Let Al summarize Be better at what you're
Al so you never have to actions for you and good at and master what
start from scratch optimize your time you've yet to learn



How to prepare for Microsoft 365 Copilot



Technical requirements and recommendations

Microsoft 365 E3 or E5 are licensing prerequisites.
AAD - based account is required’.
Several features require users to have a OneDrive account.

Copilot in Word, Excel, and PowerPoint: first available in the web versions at https://microsoft365.com and later expand to desktop

For Outlook: Users need to be using the new Outlook for Windows (which is publicly called “the new Outlook for Windows"” and
it is currently in Preview. Users can load the new Outlook by toggling or Outlook Mobile. Getting started with the new Outlook
for Windows — Microsoft Support.

For Teams: Users need to be using Teams desktop client or the web app. Both current and the new versions of Teams supported.

For Loop: Tenants must have Loop enabled. Learn more how to enable Loop. (only required if customer want to use Copilot in Loop)

The richness of the cross-app experience will depend on the data sources indexed by Microsoft 365. Tenants with the richest data
in Microsoft 365 (Exchange, OneDrive, SharePoint, Teams) will get the best results.

OECIONONCIOIONS,

Some Copilot experiences require a websocket connection from the device where the Microsoft 365 app is running to a Microsoft service.


https://microsoft365.com/
https://support.microsoft.com/en-us/office/getting-started-with-the-new-outlook-for-windows-656bb8d9-5a60-49b2-a98b-ba7822bc7627
https://support.microsoft.com/en-us/office/getting-started-with-the-new-outlook-for-windows-656bb8d9-5a60-49b2-a98b-ba7822bc7627
https://techcommunity.microsoft.com/t5/microsoft-365-blog/learn-how-to-enable-the-microsoft-loop-app-now-in-public-preview/ba-p/3769013

How to prepare for Microsoft 365 Copilot

(1) Understand file permissions:

e Qverview of sharing and permissions available in SharePoint in Microsoft 365

e Sensitivity labels from Microsoft Purview

(2) Implement data loss prevention policies:

e Learn about data loss prevention

e Watch: automatically classifying and protecting documents and data and
data loss prevention in Microsoft Purview

@ Use reporting to stay updated:

e Usaqge reports in the Microsoft 365 admin center

e Data access governance reports in SharePoint admin center

Review this blog post on getting tenant ready for Microsoft 365 Copilot or watch this Microsoft Mechanics video.


https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=o365-worldwide
https://www.youtube.com/watch?v=v8LqmzBUaOo
https://www.youtube.com/watch?v=hvqq8L_0kgI
https://go.microsoft.com/fwlink/p/?linkid=2074756
https://learn.microsoft.com/en-us/SharePoint/data-access-governance-reports
https://aka.ms/M365CopilotAdminGetStarted
https://aka.ms/M365CopilotAdmin

Unleash creativity | Unlock productivity | Uplevel skills

o Copilot in Word

Copilot writes, edits, summarizes,
and creates right alongside you.

Some example prompts you can ask Copilot:

» Draft a two-page project proposal based
on the data from [document] and
[spreadsheet].

* Make the third paragraph more concise.
Change the tone of the document to be
more casual.

» Create a one-page draft based on this
rough outline.

la .'
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« O Q  https://onedrivelive.com/w./t/EaCKkPsBAChIwlULn3060f4BvbBlyIAFWrk1ZbSCBLIaZwTe=CMaggn!

Document! Saved ~ £ Search (At + Q)

File Home insert Layout References Review View Help

Dv v & Apos@ody) v 11~ B I Uv Zv Av - Sy

(i1}
<

o Create content with Copilot

| Ajab description for... | | 10 dess for. | | A press refesse for.. |

v Pv B 8-

A project proposal about . | | (3|

C’ Cormments

& #~

Describe what you'd like to create, and Copitot will generate a draft

% 2

Paga 1 of 4 Z56words- Englsh (US)  Test Predictons: On

B Page View [[§ webview —

A~ Catch Up

(53 Copitot = B8] v

-

100% [1F

(7 Editing v

Give Feedhack 1o Microsoft



Unleash creativity | Unlock productivity | Uplevel skills

‘o Copilot in Excel

Copilot works alongside you to help s IR s
analyze and explore your data. : A

.D-—IM.MW M-ﬂ-nmho.lﬂc'ﬂ-’ .U—I‘. .Ihl—'l .w-. .COM
Tranew A e Boagwgradatin Cwervrg Products Lvw e LAl | 300 Vamae LLLS ) mavaes '
Some example prompts you can ask Copilot: " s S A o I I )
 Give a breakdown of the sales by type o iy o — o - T
and channel. Insert a table. - B mastresg o - T T G R
una WA ekt Compintatin Foct Paitugry  iow e (8] o LR RS LI s
* Project the impact of [variable] and o e e e = e R e Lo Bt M
generate a Chart to help Vlsuallze Aaowiu [ N— Namarre Parsonsd Cars Procucrs  Meahuny Vios e 2063 114 124200 wens x
‘. U VANAY MM Compoarates Fon Matagry S max 18] a0 L | Sk LA Sertl
* Model how a change to the growth rate o Bsilie it ': e e

for [variable] would impact my gross e o P g e Lo - o e ww mew
margin.



@ Q1 Performance » Saved v £ Search

File Home Insert Formulas Data Review View Automate Help Q f&. ¥ CSCommonxs A~ CatthUp /7 Editing ~
00

'ov ﬁjv < Aptos(Body) v 11 v B v v Av “es ) 1%} "'_.g 20 &v Zv in /Ov L‘—z @ @COP*’O!

fx  Country

2 Customer (% Discount Band g9 Units Sold g9 Manufacturing Price i Salo Price Gross Soles 9 Discounts 9 Sales COGS
Biodegradable Cleaning Products Low $1,529,440 $15,294 $1,514,146
Biodegrodable Cleaning Products Low $1,494,240 $14,942 $1,479.258
Biodegrodable Cleaning Products  None $1,451,648 $0 $1.451.648
Biodegradable Cleaning Products  Medium $1,391,808 $83,508 $1,308,300
Biodegradable Cleaning Products Low $628,904 $6,289 $622,615
Recycled Can Low $622,681 $6,227 $616,454
Natural Personal Care Products  Low $590,108 $5,901 $584,207
Biodegradable Cleaning Products $600,980 $84,137 $516,843
Compostable Food Packaging $476,520 $4.765 $471,755
Natural Personal Care Products $442,430 $28,548 $415,884
Sustainable Snack Packaging i $425,820 $400,271
Natural Parsonal Care Products i $413,438 $388,632
Compostable Food Packaging $399,760 $375,774 k
Compostable Food Packaging $372,400 $368,676
Sustainable Snack Packaging $391,996 $368,476
Compostable Food Packaging  None $362,520 $362,520
Biodegrodable Cleaning Products Low $353,695 $350,158

Data +

Calculation Mode: Automatic @ Generd! Workbook Statistics v Give Feedback to Microsoft




Unleash creativity | Unlock productivity | Uplevel skills

€3 Copilot in PowerPoint

into stunning presentations.

6] d m = @
(8] D) VanAssdel Proposal - Saved v L s
L] L] -
Cop||ot helps you turn your ideas B e ow i D Tssss o SH04 S5 A Vieh Wl ¥ comviete | (- co e | [ b 1o 2 $aiin >
@ ) v Bv 5 avy 2 By @ Aptos (Body) v 11 v A A B Av v iTv Ev l:v O~ 3 (' E,E-Co;>‘1o: 28
@
[}

Some example prompts you can ask Copilot: | B

Create a five-slide presentation based

on a Word document; include relevant ClICk (o) add tltle

stock photos.
Click to add subtitle

Consolidate this presentation into
a three-slide summary.

Reformat these three bullets into
three columns, each with a picture.
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Stock Images - Create with Copllot  comr  Cotout poople  Stickers  Videoe  Ulustranons

D rttw the jREtarm sou want € Svasts LT 2 e z

}\ phota of » teckdy in times square
2 |-

e i Add original art to your presentation with Al

Al genarated Content luls you easly Crate CusTom mages and ilkstrations fram a test déscription
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Unleash creativity | Unlock productivity | Uplevel skills

o Copilot in Outlook

] = e wer
Copilot works with you in cleaning & s [
your inbox and messages. ’ — T e -
Some example prompts you can ask Copilot: - TN
‘ Maove Dol
« Summarize the emails | missed while | . T T T S T e ST
was out. Flag important items. o b s
» Draft a response thanking them and ¢ B i
asking for more details; shorten this draft
and make the tone professional. ; ¢ -
* Invite everyone to a “lunch and learn” P
about new product launches next
Thursday at noon .




Q. Search
= Home View Help
New Mal il Delete ~ =] Archive < Sweep g Moveto v € &, .

¥ Favorites T Focused Other = Filter

7] Family Photos v Today

Add favorite Amari Rivera

Fw: Flight details for Catherine's gr. 943 AM

# katri@contoso.com | should arrive with enough time to attend.
> 4 Inbox 4 5 Jessie lrwin

5 February 2023 Financial Results 307 PM
# Su Favorites 5 Hi all, Yesterday afternoon we announced...

b Catherine Lanco.. 3
27 Drafts
(@ sent Items
[ 8 acion _shorc o
3 Junk Email
=1 Archive
New folder

@
Add account
-

v Yesterday
Hayden Cook K
' Update on manufactunng plant.. 1035 AM
Hi you two, I'm hoping you can help me

Isobel Macintyre
Contract details for work on... (3) 357 "m
Got it, thank you for clanifying! In that case..

Jie Qui
Request for student résumé review 316 PMm
Helle Christian, | am a junior studying busi_

. ' Omar Bennett 4
Tallwinds (New Client) Contr.. (6) 142pPM
Sharing a preliminary draft of the latest co...

@ [DRAFT] Taitwi...

w Rodngo Botas

Plical TA bl cbicasat S4.%% A62

{* Quick steps -

B a 9

OReadinresd O v B~ 2 Qv 2 B @ - "

'
P o




Unleash creativity | Unlock productivity | Uplevel skills

o Copilot in Teams

Copilot helps you run effective
meetings, get up to speed, organize
key discussion points, and summarize
actions.

Some example prompts you can ask Copilot:

e Summarize what I've missed in the
meeting.

» Create a table of pros and cons for [topic].

 What decisions were made, and what are
some suggested next steps?




Teams Premium: Intelligent Meeting Recap

Sumar
Zapis
Ukoly
Zaznam
Preklad

H2 2023
EN Ano
CZ 3. vlna

Sales Analysis Review Chat Files Details Recap

Jan 21, 10:30 AM v [©> Open in Stream

Aadi Kapoor
. Y

# Topics = Chapters
a Mona Kane
—— —————4 - aEY o

@ Babak Shammas
1

a- Daniela Mandera
' — L]

Q Search

Close

Meeting content

B Sales report Q4... & Capacity stats list... @+ VanArsdelPitchDe...

LEVAELEE]

i

@ Notes @ Mentions

‘\__} Your personal Al suggested notes and tasks

& Transcript ® Chat

M| Share to Notes [

v
®
¥ Danielle Booker
[ N
; g » ) Serena wants to look at the sales report before she and Beth spend 5:00

Suggested notes

more budget on the campaign.

» ' Beth explains that they are on track for new product release in 5:05
December. But they will need to keep an eye on advertisement
budget. She will follow up on that.

e
¥ Q ks
- e
i v -

€@ 1x €3 ;
b » " Beth explains that they are managing the capacity well. They could be ~ 5:34

a problem if they get more popular. Babak is going to double check
on that

Suggested tasks

‘,, Beth will follow up on advertisement budget.

&= o= ) Jon Shammas will double check with Amanda regarding the ETA for the

release of the new product.



Q Sales Analysis Review Chat Details Scheduling Assistant Attendance Recordings & Transcripts -+ Close
Activity
ﬁe ? Tentative ~» &2 Copylink —> Forward v~ Showas:Busy v Category:None ~ = Tracking
Chat ¥
900 ; Daniela Mandera
<o)} Learn more | Meeting options v Organiser
Teams
_ 0 Aadi Kapoor
) Accepted
s B ] Sales Analysis Review @ @ % - X & Ray Tanaka
% Accepted
s Agenda a Mona Kane

Tentative

i

© CXEUpdates from Tues meeting ot hac-40min

Meeting notes

* Leverage agile frameworks to provide ews.
‘+' Suggestion:

Apps * Show more demos about the new fee

ting transcript, at

* Consider to limit the price increase w

@ Hide context

* Add meeting notes AIUTRAPOOT SO

We changed the file's headers

Follow-up tasks Daniela Mandera 150 PM

Show demos about new features

Task Aadi Kapoor 150 PM date

5 ¢ P dittom

O Follow up with Dave on files asRsETOROme at, May 31 (1d left)
Mona Kane 150 PM

O Check on incoming shipments at, May 31 (1d left)

' Show demos about new features T Accept

elect date

@ +  Add a task @ Remove



Unleash creativity | Unlock productivity | Uplevel skills

O Business Chat

Copilot works alongside you to bring o

together data from your documents,
presentations, email, calendar, notes,
and contacts.

Some example prompts you can ask Copilot:

e Summarize the chats, emails, and
documents about [customer].

* What is the next milestone on [project].
Are there any risks?

* Write a planning overview in the style of
[file A] that contains the timeline from
[file B] and incorporates the project list in
the email from [person].

4
o
i

0 = O ‘ovr i -
X Al Koguar
Can v e & o ¢
Thowe @t Wy gy e e - ot Vo
” Mame 40 Prepers Your gy
’ a L ape > ey
@ '
—
- -
. Thee Borwrte) o Digy
[T T—
H Do
& 5
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Ay Netehoak neNMe A '\ A . ) Umar Banmett ' '/ | .
Home Insert Draw History Review View Help Pl R Share v

Antos (Body 1" B ‘f U a3t ps A . ¢ Y " ,";. Stvles W () Email Page 'u

O Copilot rapvaw .

Company Overview Company Overview

Overview

fabnkam y sustainabie hausing provider and green bulider that produces tech-enab bu | " iNnd gxceadn
world's most stangent sustainability standards, Thoy ate distupting the world’s largest addressable market by inging how
Duilehing are buit

The mpany Lui ing spact ALl the ¢ \ nt testrating rather tf V disrupting the landscape, The

Give me an overview of Fabnkam

company

v | W |'~] iy !
mpayy, add 0 s pags
¥
¢
"

We understand that inatility top priority bnkar ovelo Nt projocts that it car p reduce costs an
(=1 &l | J Wit ) Stron mrsitment 10 Dty and vironmentally n y lunon Wido World A
mport in the ideal It for Fabrika ne Qur con rodu tfolia, ressn ind develo 1. and
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Marketing Brainstorm

N
[ serma 0o

O 4

o

Marketing Bearistorm

6 088008 - =

2ITVTA

o® DG - =

N

& 1we% &

Serena Davis

-~

Leave meeting




365 Copilot

Grounded in
your business data

Connecting cutting-edge Al to your business data
In a secure, compliant, privacy-preserving way.

Comprehensive
security, compliance, & privacy

Copilot inherits your security, compliance,
and privacy policies set up in Microsoft 365.

Protected with
secure data partitions

Your data never leaves its secure partition,
and it is never used for training purposes.

Integrated into the
always in control

Word, Excel, PowerPoint, Outlook, Teams, and more.

Designed to
learn new skills

As Copilot learns about processes, it can perform
more sophisticated tasks and queries.
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Copilot for Microsoft 365

Microsoft 365 E3 a E5:
« Copilot Semantic Index

Placené pridavky (Copilot Plans)
e Microsoft Search (ChatGPT)

« Teams (ChatGPT)

« PowerPoint (ChatGPT + DALL-E)
« Outlook (ChaptGPT)

« OneNote (ChatGPT)

« Word (ChatGPT + DALL-E)

o Excel (ChatGPT)

« PowerBIl (ChatGPT)

e Access (ChatGPT)

« Viva Learning (ChatGPT)

« Whiteboard (ChaptGPT + DALL-E)
« Adalsi...

Semantic Index

*Sales reports are produced
by Kely, on the finance team
and pubhshed each month
as an Excel fie.*



Microsoft Al Services

Integrované v existujici aplikaci
« Bing

« Windows

« Microsoft Search

» Microsoft Designer

« GitHub Copilot

« Teams Premium

» Microsoft Copilot
« Copilot for Microsoft 365 (Teams, Microsoft 365 Apps, Power Bl, Power Apps, ...)

« Copilot for Security
« Copilot for Sales (Dynamics 365, Finance, ...)



Microsoft Al Services

Pro vlastni dalsi vyvoj a rozvoj

Azure OpenAl Service
Power Platform Al Builder
OpenAl Components (.NET)

~ Azure App Space

Query -> Knowledge

App UX
~ App Code
1 ?-_'J’j <
|
o DDD

11 M

Azu T Azure

Container Apps ' Kubernetes Service Prompt + Knowledge -> Response
'

~ Intelligence

L 4
~ Search
Azure Cognitive Search
*
'
)
Index content
~ Storage

. ®

Azure OpenAl

'
Output & distributed caching

-

Azure Storage Account
(Text/PDF)

. &

Azure Redis Cache




Podpora jazyku

Podporované jazyky
Podporované konverzacni jazyky
Podporovane Copilot jazyky

Supported languages in Viva Sales | Microsoft Learn



https://learn.microsoft.com/en-us/viva/sales/supported-languages




Act as a virtual assistant for a content creator. Your boss is about to be out of the office for a
trip to the Bahamas. Write an OOO email for your boss that is lighthearted and concise with
a witty subject line. Give instructions about whom to contact instead.

Subject: See You Later, Alligator! 3
Hi there!

Thank you for reaching out! | am currently out of the office and basking in the sun (and rum)
on a trip to the Bahamas. Don't worry, | left the laptop behind, so there will be no working

during this vacation.

If you need assistance during my absence, please reach out to my colleague [Name] at

[Email]. They will be happy to assist you with anything you need.
Thank you for your understanding, and I'll see you soon!

Best regards,



Microsoft Security Copilot

@ Microsoft ~» Microsoft

Defender > Purview
Microsoft
Securi
Microsoft o ty = Microsoft
Sentinel C0p||0t “°7 Priva
” Microsoft Microsoft bl
~ Entra Intune



BER Microsoft Security Copilot / Untitled investigation Vv

O

¥, Analyze incident 583909: OneNote initial access alert da654601065406

This alert indicates that a device belonging to Devon Torres, a user of the contoso.com domain, was
targeted by an emerging, financially motivated activity group that uses OneNote attachments to deliver
remote access malware. The alert provides details about the suspicious process (ONENOTE.EXE) that was
launched from a downloaded file (SalesLeads (1).onepkg) and its parent process (explorer.exe), as well
as the device’s hostname (workstation8), OS version (Windows 21H2), and risk score (High). The alert
also shows the device's last seen time, external and internal IP addresses, and antivirus status. The device
has a user-defined tag (ContosoDemo) and is onboarded to Microsoft Defender for Endpoint (MDATP).

©—[F

Devon Torres Workstation8

'/_/
& —®— [

Explorer.exe OneNate exe Salesteads (1) onepig

H S

Sources

1. Microsoft Sentinel

() Confirm @ Off-target = Report <7 Pin

[F Malware impact analysis [#} General incident analysis

% Type “/" or ask anything about security



BR  Microsoft Security Copilot / Alert on compromised account and device on Contoso.com Vv

O~

["F Email: Look for presence of compromise

Promptbook to scan emails (sent and received) looking for the presence of a compromise,
determine if receivers or senders are compromised, and see how far the issue has spread.

Show me who sent and received emails with the exploit link or attachment in the weeks around

the incident.

Have we seen any suspicious logins for users that sent the messages over the 10-day period
before the alert?

as uploaded by Ellis Turner :

cE

GBI Pin board ® Share & Export

Alert on compromised account and device on
Contoso.com

OneNote WMI PowerShell AMSI Kinsing Muhstic

Sabsik Wacatac

. Summary £? Pinned items (5)

Alert Summary

This alert indicates that a device belonging to Devon Torres, a user of the
contoso.com domain, was targeted by an emerging, financially motivated activity
group that uses OneNote attachments to deliver remote access malware. The alert
provides details about the suspicious process (ONENOTE.EXE) that was launched
from a downloaded file (SalesLeads (1).onepkg) and its parent process (explorer.exe),
as well as the device's hostname (workstation8), OS version (Windows 21H2), and risk
score (High). The alert also shows the device's last seen time, external and internal |P
addresses, and antivirus status. The device has a user-defined tag (ContosoDemo)
and is onboarded to Microsoft Defender for Endpoint (MDATP),

Attack Steps

The account dtorres@contoso.com was involved in a series of suspicious actions on
the workstation8 host, indicating a possible compromise by a malware campaign.

The following attack steps were observed:
» Malicious OneNote package file downloaded
» Malicious scripts executed via WScript.exe
» Attempted AMSI tampering and process injection
» Suspicious Microsoft Defender Antivirus exclusion and startup folder addition
« Suspicious LDAP query and process discovery
» Suspicious WMI process creation

» Suspicious PowerShell command line and script execution

Attack Details
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Create a single PowerPoint slide outlining the incident and the attack chain.

The following PowerPoint was generated for you. Verify its content before sharing or pinning to your

investigation.

Ransomware Attack Investigation and Response

Summary
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Alert Summary

This alert indicates that a device belonging to Devon Torres, a user of the
contoso.com domain, was targeted by an emerging, financially motivated activity
group that uses OneNote attachments to deliver remote access malware. The alert
provides details about the suspicious process (ONENOTE.EXE) that was launched
from a downloaded file (SalesLeads (1).onepkg) and its parent process (explorer.exe),
as well as the device's hostname (workstation8), OS version (Windows 21H2), and risk
score (High). The alert also shows the device's last seen time, external and internal |P
addresses, and antivirus status. The device has a user-defined tag (ContosoDemo)
and is onboarded to Microsoft Defender for Endpoint (MDATP).

Attack Steps

The account dtorres@contoso.com was involved in a series of suspicious actions on

the workstation8 host, indicating a possible compromise by a malware campaign.

The following attack steps were observed:
» Malicious OneNote package file downloaded
» Malicious scripts executed via WScript.exe
+ Attempted AMSI tampering and process injection
« Suspicious Microsoft Defender Antivirus exclusion and startup folder addition
+ Suspicious LDAP query and process discovery
+ Suspicious WMI process creation
» Suspicious PowerShell command line and script execution

Attack Details
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ChatGPT plugins

o * Teams message
Microsoft 365 Copilot extensions

Plugin support

Power Platform
connectors



Coming soon

Create plugins with
Teams Toolkit for Visual Studio



O appjs - repais-apl [Codespaces] - Visual Studio Code

ttps//pierceboggan-zany-space-succotash-jjpg6x979cpdxr.github.dev
TEAMS TOOLKIT New project

) . . ’ %ﬁel@(t an option
Jump right into Teams Toolkit and ¢ !

overview of the fundamentals. B Plugin for Copilot
Create a plugin to extend Copilot using your APls
@ Bot

Create a project or explore our sam -

Get Started

N\ ationa

D

Tat
Create a New App Embe

wur own web content i

ed Vi
== Message Extension
search or initiate actions from the chat compose area of Teams and Outlook arch for both

1 Outlook add-in
Customize the ribbon and Task Pane with your web content ssignedTo?.tolowerCase

View Samples

Walk through the steps to build a n
Teams app.

-

Documentation 57
58 res.status(200).json(filteredRepairs);

59

60

61 .post('/repairs', (req, res) => {

62 const { title, description, assignedTo, date, image } = req.body;
63 const id = maxId;

64 maxId++;

65 const newRepair = { id, title, description, assignedTo, date, image };
66 repairs.push(newRepair);

67 res.status(201).send('New repair created');

68  });

69

70 app.patch('/repairs' reg

How-to Guides
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https://microsoft.sharepoint.com/:v:/t/TeamsPlatformBuild2023/EU2Bch4PiDFNjq2ISly0-5YBO1hnv8oLZeT4oYv45BDN3Q?e=xqhzxk

O

Microsoft 365 Copilot

Plugins

Extend with
industry standard plugins

Existing investments in Teams and
Power Platform are plugins

Easily create plugins with
custom user experience

Deploy once, extend
copilot & host apps



&

Microsoft
Graph

Ground prompts and
copilot answers in your data

Data stays in customer’s tenant
boundary "Hhot used for training

Inherits and enforces
security & permissions at runtime

Enables contextual search through
Semantic Index for Copilot
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Home Insert Layout References Review View Help {J Comments A» Catch Up
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(1) repair or replace such Goods (or the defective part) or (ii) credit or refund \
p ¥ . N pé ‘ 3 0 COpllot PREVIEW

the price of such Goods at the pro-rata contract rate provided that, if Seller so

requests, Buyer shall, at Seller's expense, return such Goods to Seller. Summarnze changes

(g) THE REMEDIES SET FORTH IN SECTION 10(f) SHALL BE THE
BUYER'S SOLE AND EXCLUSIVE REMEDY AND SELLER'S ENTIRE LIABILITY
FOR ANY BREACH OF THE LIMITED WARRANTY SET FORTH IN SECTION o i S

Partios Buywr

Sure, here is a summary of the changes

10. Limitation of Liability,
(a) EXCEPT FOR OBLIGATIONS TO MAKE PAYMENT UNDER THIS e
AGREEMENT, IN NO EVENT SHALL EITHER PARTY BE LIABLE UNDER THIS Claune
AGREEMENT TO THE OTHER PARTY FOR CONSEQUENTIAL, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, PUNITIVE OR ENHANCED DAMAGES Dlosrunt
ARISING OUT OF, RELATING TO, OR IN CONNECTION WITH ANY BREACH OF
THIS AGREEMENT, REGARDLESS OF (A) WHETHER SUCH DAMAGES WERE
FORESEEABLE, (B) WHETHER OR NOT IT WAS ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES AND (C) THE LEGAL OR EQUITABLE THEORY
(CONTRACT, TORT, OR OTHERWISE) UPON WHICH THE CLAIM IS BASED. Document Intelfigence

(b) IN NO EVENT SHALL SELLER'S AGGREGATE LIABILITY ARISING
OUT OF OR RELATED TO THIS AGREEMENT, WHETHER ARISING OUT OF OR
RELATED TO BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE) OR
OTHERWISE, EXCEED FIVE TIMES THE TOTAL OF THE AMOUNTS PAID TO
SELLER FOR THE GOODS SOLD HEREUNDER.
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Azure OpenAl Service

GPT + Enterprise data | Demo Chat Ask a question Q Azure OpenAl + Cognitive Search

§3 Settings
Vlastni data pro trénink

Napojeni Azure sluzeb "

£ Q

[

M M According to ', Northwind Health Plus offers coverage for vision exams, glasses, and
O n Ve rza C n I S u Z y contact lenses. Northwind Standard only offers coverage for vision exams and glasses.
Citations: 1. Benefit Options-2.pdf

Ovladani propojeni

| have the plus plan

+, 0 B

If you have the Northwind Health Plus plan,
exams, glasses, and contact lenses.

states that you have coverage for vision

Citations: 1. Benefit Options-2.pdf



Azure OpenAl Studio
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Point-and-Click Al solutions
Add intelligence to your business

PowerApps

Enhance your business with Al

il Add intelligence to your business, Create tailored Al models 1o automate processes and find insights. Learn mo
. Leam - -
e A 03 134
I APP3 Make your own Al model
1 ~ale
e
B Dat -
B ] :
o L "@ . '
o Business logic 4: | B 0909090 O =3 N 0900 Y ‘,*, +
Al Builder (pre
Binary Classification Form Processing Object Detection Text Classification
I Build =" Predictior @ Vision & Vigon [=) Languags
"



Binary classification

Predict yes/no business outcomes based on

. historical data patterns with historical outcomes.
.1.®
+

Examples
« Will this customer churn (yes/no)?
« Which loan risk profile for this customer (low/high)

Binary Classification

" Prediction



Form processing

Digitize your Forms to extract information,
store or process them

Examples
e Extract tax form information from PDF files
e Extract invoice information from camera

Form Processing

< Vision



Object detection

ey Identify, count and locate objects in images
-
if_ﬁf‘_'@,tr Examples

 Retail: product inventory detection from
smartphone camera

Object Detection
« Manufacturing: recognize parts of a machine

< Vision



Text classification

Automate text tagging to improve processes and

@ extract untapped value from your data
+
Examples
Text Classification  (Classify product feedback from customers

B Language * Route customer requests



Business card reader

— Pre-trained Al template to extract contact information
| < Edit contact \/ from Camera

Example
« Automate lead gathering during trade events




Diskuse

Petr Vik

Microsoft MVP
Enterprise Architect
KPCS CZ
vik@kpcs.cz
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