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SQL Server Authentication – Out of Scope



Windows Integrated Authentication – Our Scope



AAD Integrated Authentication – Out of Scope 



Agenda

▪ Windows Integrated Authentication Overview

▪ WIA Under the Hood
− NTLM

− Kerberos (Security Best Practices, Delegation)

▪ SQL Server Identity
− Built-In Identities

− Service Accounts

− Group Managed Service Accounts

▪ Common Misconfigurations and Attacks
− SQL Server MITM

− NTLM Relay

− Dumping LSA Secrets

− Kerberoasting



WIA Overview



Windows Logon



Single Sign-On (SSO)



Run as Different User



Run as Different User



Run as Different User



Run as Different User – Network Only



Server Authentication Mode



SQL Server Logins



SQL Server Logins – Users/Groups



SQL Server Logins – Server Roles



Creating New Logins



Database Users



Mapping Database Users to Roles



Current Connection Properties



View master.sys.login_token – Local Logon



View master.sys.login_token – Network Logon



View master.sys.user_token



WIA Under the Hood



Windows Integrated Authentication

▪ WIA = IWA = Negotiate = SPNEGO = NEGO

▪ Authentication Packages

− Kerberos

− MSV1_0

 NTLMv2

 NTLM

 LM



The Bigger Picture

Image Source: https://docs.microsoft.com/en-us/windows-server/security/windows-authentication/credentials-processes-in-windows-authentication



NTLM Authentication – Challenge-Response

Image Source: https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-apds/5bfd942e-7da5-494d-a640-f269a0e3cc5d



NTLM Weaknesses

▪ Legacy Password Hash Function (MD4)

▪ Deprecated Encryption (HMAC-MD5, DES)

▪ Lacks Mutual Authentication



NTLM MITM – Traffic Capture



NTLM MITM – Traffic Capture



NTLM Traffic Cracking



DEMO: SQL Server MITM with Responder  



Solution: Enforce Encryption on Client

Connection String: Encrypt=True;TrustServerCertificate=True



Server-Side Enforcement Insufficient



Deploy a Proper Certificate



NTLM Relay Attack

Image Source: https://www.helpnetsecurity.com/2019/06/11/microsoft-ntlm-vulnerabilities/



Extended Protection for Authentication



Kerberos Authentication

Image Source: https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-kile/b4af186e-b2ff-43f9-b18e-eedb366abf13



Kerberos Ticket Cache in Windows



DEMO: Kerberos Ticket Cache



Enabling Kerberos for SQL Server in AD



Enabling Kerberos for SQL Server in AD



DEMO: Configuring SPNs for SQL Server



IP Address NTLM Fallback (99% Cases)



NetBIOS Name NTLM Fallback (Sometimes)



Restricting NTLM Traffic



Web App Authentication



Using WIA in Connection Strings



Application Identity



Granting Application Access



Kerberos Delegation



WIA Without Delegation

User
Web Server SQL ServerPC

Identity: User Identity: Web ServerLogon Session



WIA Without Delegation



Configuration a Web App for WIA



Requirement: Local Intranet Zone



WIA With Delegation/Impersonation

User
Web Server SQL ServerPC

Identity: User Identity: UserLogon Session



WIA With Delegation/Impersonation



Configuring a Web App for Delegation



Not That Simple



Kerberos Constrained Delegation



DEMO: Kerberos Delegation



Protocol Transition Security Risks



Unconstrained Delegation Security Risks



Per-Account Countermeasure



Countermeasure – Windows Server 2012 AD



Resource-Based Constrained Delegation



Resource-Based Constrained Delegation



SQL Server Identity



Built-In Identities



Virtual Service Account



Dedicated Service Accounts



Dedicated Service Accounts



Manual Service Principal Name Management



Accepted SPNs



Risk of Permanent Passwords



Risk of Over-Privileged Service Accounts



Risk of Credential Harvesting



DEMO: Dumping Service Credentials



Credential Harvesting Permissions



Risk of Credential Reuse



Configuring Kerberos Encryption Types



Misconfigured Kerberos Encryption Types



Kerberos RC4 Encryption



Kerberoasting Attack



Kerberoasting Attack



DEMO: Kerberoasting



Mayhem: Misconfigured Service Identity



Mayhem: Misconfigured Service Identity



Mayhem: Misconfigured Admins



Risk of Interactive Logon



Countermeasure: Deny Logon



Always Use Password Generators



Group Managed Service Accounts



GMSA Requirement: KDS Root Keys



Managed Password Retrieval



Configuring SQL Server for GMSA



Automatic Password Management



Password Still There



Service Principal Names



DEMO: GMSA



Note: Linked Servers

Image Source: https://techcommunity.microsoft.com/t5/sql-server-support/linked-server-performance-heterogeneous-databases/ba-p/316167



Note: Linked Servers
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