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NIS2
nZoKB

1. listopad 2025
 Vstupuje v platnost a startuje nam 60 a 365 dni

Zakonna povinnost
* Neznalost firmy a povinné osoby neomlouva

Prima odpovédnost a povinnosti vedeni
* Primé zapojeni do kyberneticke bezpecnosti

Organizacni a technicka opatreni nejen v IT
« Smernice, postupy, procesy, lidé, sluzby, krabicky




Ptate se proc?

Network Information Security
Directive 2 (NIS2) v EU

Ceské transpozice do nového
Zakona o kybernetické
bezpecnosti (a podobne v EV)

Zajisténi minimalni drovné odolnosti
proti Utok(m v kybernetickém
prostoru napric clenskymi staty.

DORA, CER, Digitalni sluzby...

© —

Rizeni kybernetické bezpeénosti
a aktivni ochrana pred Gtoky

Detekce a zvladani
bezpecnostnich incidentt

Minimalizace dopadu
bezpecnostnich incidentl




Co je NIS2?

NIS2 je novou direktivou EU v oblasti kybernetické bezpecnosti, vstoupila v platnost
17. ledna 2023 a nyni maji clenske staty provést transpozici do lokalniho prava
Jejim cilem je zavest povinneé minimalni bezpecnostni standardy napric¢ dulezitymi
ekonomickymi subjekty a kritickymi sluzbami v EU

Vysledkem ma byt snizeni rizika vzniku a omezeni dopadu bezpecnostnich incidentu a
zvyseni kybernetické bezpecnosti v celé EU

Poskytuje voditka, politiky, procedury, standardy pro technicka a organizacni

bezpecnostni opatreni nejen v oblastech detekce, reseni a hlaseni incidentu, zvysovani

bezpecnosti systému, zavadeéni krﬁptocfgrafickych prostredku, bezpecného ovérovani,
ikace sluzeb a

skoleni uzivateld, certif alsich oblasti informacnich systéemu

Prinasi nove povinnosti pro organizace a povinnost jejich aplikace, kdy nesoulad muze
byt trestan pokutou az 10 milionu euro nebo 2 % z Cistého obratu (dle toho, co je
vyssi) nebo odnetim licence k provozovani sluzby nebo pozastaveni vykonu
statutarniho organu

Rozdeluje subjekty jako ,poskytovatele regulované sluzby” do dvou skupin a to
.Essential” (vyssi povinnosti) a ,Important” (nizsi povinnosti).



nZoKB: NIS2 a Ceska republika?

Byl zcela prepracovan Zakon o kybernetické bezpecnosti

— Zakon podepsan prezidentem, zverejnen, vstoupi v platnost 1. listopadu 2025

— Obsahove kopiruje metodiky, postupy a opatreni ISO 27001, vyhlasky jeste chybi
Subjekty urcene jako Kll budou vzdy v rezimu Essential

— Budou na ne kladeny nejvyssi naroky
— NUKIB ziskava sirsi pravomoci a kontrolni mechanismy

Nasledné zacina subjektum ze strany regulatora bézet prechodné obdobi pro
implementaci zmén (Ihdta pro zavedeni) od transpozice v délce 12 mésicu od
sebeurceni nebo urceni ze strany regulatora ¢i odbératele a 60 dnii do
evidencniho hlaseni po platnosti zakona

Nutnost urceni dopadu a aktivni spoluprace s regulatorem, nova evidence
subjektu a povinnost soucinnosti (poskytnout zdroje) pri reseni incidentu a
stavu ohrozeni

Propaguje vyjimky pro konkrétni subjekty, povinnosti a Fizeni dodavatelu,
sledujete napriklad varovani a ochranna opatreni obecné povahy?



nZoKB a NIS2 a mozny dalsi postup?

= Sebeurceni nebo urceni spolecnosti

— Velikost organizace a regulovana sluzba (ohrozeni zdravi, dopad na chod dne...)
— Explicitni povinnosti pro konkrétni subjekty (domény, DNS, hostingy...)

= Logicky se nabizeji dve moznosti reseni a pripravy:
— Evolucni rozvoj dotcenych oblasti

» Nastartovani sméerovani systemu rizeni bezpecnosti, technickych opatreni a
procesu spolecnosti, tak aby v roce 2025 az 2026 byla spolecnost v souladu s

novou verzi Zakona o kybernetické bezpecnost (a tedy vybranych standardu
ISO 27001)

— Odstartovani projektu/programu zajisteni souladu s NIS2

+ Zadani komplexniho projektu/programu, kdy jeho odpovédnosti bude zajistit
nastaveni souladu v jednotlivych oblastech tj. od frizeni bezpecnosti az po
zmény procesU spolecnosti a implementaci technologii



Smernice, procesy, technologie, opatreni...

= Nové NUKIB bude disponovat siln&jimi kontrolnimi mechanismy.

— Jakymi jsou kontrola na pracovisti, bezpecnostni audity, nutnost certifikace klicovych
komponent a systemu moznost vyzadani si informaci k posouzenl stavu opatreni a stavu
kybernetické bezpecnosti organizace, aktivni skenovani, vyzadani si dukazu a soucinnosti v
ramci Setreni a reakce na kybernetické incidenty, finalné dle zakona a vyhlasek.

— Projdeéte si zakon a jeho vyhlasky na dalsi povinnosti a konkrétni nalezitosti.

= Opatreni Smerléfl na spravnou implementaci technologii, procesu a postupu
pro zajisteni jednotlivych kontrol:
— Analyza rizik a dopadu
- Bezpecnostni politiky
— Sifrovani a sprava kryptografickych kli¢i (HSM a MIP)
— Ochrana dat a pristupu k informacim (MIP a DLP)
- Bezpecna autentizace a MFA (Azure AD MFA)
— Logovani a audit pristupti a aktivit (SIEM)
- Analyza chovani uzivatell, aplikaci, zafizeni, procesu (EDR)
- Bezpecnostni procedury a postupy (EDR, MDO, DLP, MIP)



NIS2 a Microsoft

= V cloudu v dobrych rukach
= Ale na cloudu nezalezi
= A cloud to nevyresi...

= Zavisi na kontextu
= Zavisi na nastaveni
= Zavisi na organizaci

NIS2 principle

Governance

Risk management

Asset management

&0 Supply chain

. Service prﬂtectmn

@J Identity & access

Encr;rptmn
System security

Resilient networks

=] Staff awareness

Securlty mumtnrmg

. Proactive seu::urltj,.r

Response and recovery

Incident reporting

Microsoft solutions

Microsoft Defender C3PM, Entra,
MIEFDSDHZ Purwew Ccrmplla nce Manager

MIEFDSDﬂ D-efender IDR

Microsoft Purview Insider Risk Management

MIEFDSDHZ D-efenn:ler IDR
Microsoft Purview Data Lifecycle Management

Microsoft Defender XDR, Entra, Microsoft DevOps

Microsoft Defender XDR

Entra

Microsoft Purview Information Protection

Microsoft Defender XDR

bzure Metwork Security

Office 365 Phishing Simulation and Learning Paths,

Microsoft Purview in- app nohf cation Eit p-nlll:les

Mll:rn:m:rﬂ' Sentlnel

Microsoft Purview Insider Risk Management

Microsoft Defender XDR

Microsoft Defender XDR, Azure Backup and Recovery,
Microsoft Purview Insider Risk Management (Adaptive Scopes)

Microsoft Purview e-Discovery 8 Audit



Rizeni bezpeénosti: Zero Trust

u NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Policies on risk analysis and information system security

>> Explanation

Effective security policies must be implemented consistently across the organization to protect information systems
and customers. Security policies must also account for variations in business functions and information systems to be
universally applicable.

Posture Management
Zero Trust Framework |
)) Zero Trust architecture recommends continuous risk Identities Applications
assessment in the digital world where attacks happen - I i T P -
at cloud speed. Each request shall be intercepted and o 5,
verified explicitly by analyzing signals on user, 0’3 Zero Trust %, Data
location, device compliance, data sensitivity, and - policy enforcement 101010
application type. foloia
g > ~
Infrastructure
Endpoints Microsoft Conditional
icro OACC:;; itiona -
Network

B,

Q |

Microsoft Sentinel



Incidenty: Detekce a reakce

NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Incident handling B | Manage incident

0] Multi-stage inci

e . . . ip ) fasign ta
Security incident handling is the process of identifying, Waarschuwinger Q’L",K,,m =
managing, recording and analyzing security threats or B Opspaseg .
incidents in real-time. It seeks to give a robust and R} Ackes & nobein
comprehensive view of any security issues within an IT A Dedeeiinginomet
. D e score Classifieation
infrastructure. - T pasties - Mult taged teck

abserved
¥ prosfabonnement Comment
H H H H P 243 & Add comment
» Incident handling with Microsoft Defender e —— Suspiciaus behnior b cmdexe vas

The standard Microsoft Defender security incident homepage
allows staff to assign, label, classify and comment on the
incidents.

Incident tasks (Preview)

)) Incident handling with Microsoft Sentinel

Microsoft Sentinel is the Microsoft SIEM (Security Information

Status - Al

Overview Entities
and Event Management) solution. Sentinel analyzes the ) Irvastiqute i cxber andpoints are effectud in Asvanced Hur,.
signals from all different sources in the organization and A | i b | B
allows for full incident and event management, creating and [
assigning tasks, activity logs, etc. o R
n:;“: L ﬂ.slliﬂlllmli.. .

1 —

Sirvilar inwidersts (Prewiew] 0

More information on




Kontinuita: Zalohovani

C

NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Business continuity — Backup management (1)

Business continuity is the capability of your enterprise to stay online
and deliver products and services during disruptive events, such as

natural disasters, cyberattacks and communication failures.
Aspects of business continuity are Backup management, Disaster
recovery and Crisis management. We will cover each topic in a
separate slide, this is the slide on Microsoft 365 backup
management.

»

»

Microsoft 365 Backup

Microsoft 365 backup is a feature that allows you to recover your
OneDrive, SharePoint, and Exchange data in case of data loss or
corruption. You can backup all or select sites, accounts, and mailboxes in
your tenant, and restore them to a prior point-in-time. You can access
Microsoft 365 backup directly in the Microsoft 365 admin center or
through a partner’s application built on top of the Backup APIs1.

Microsoft 365 Archiving

Microsoft 365 Archive gives you a cold data storage tier that enables you to
keep inactive or aging data within SharePoint at a cost-effective price point
matching the value of that data’s lifecycle stage. Because the content is
archived in place, it retains Microsoft 365's valuable security, compliance,
search, and rich metadata.

More information on

&

Microsoft 365 Backup

Reliable, secure, and scalable native backup solution for Microsoft 365 content across SharePoint, OneDrive.

and Exchange

Micrmsodt Svovided Application

or arbunce reston coversge for
ot 365 Content

Key Capabilities

Coment Backups Brermin or Search

In-place backups of
e 365 coment st
service defned bequences

Content decovery ook 1o
webect what 1o resbone

Biestone conberd from backups Aadit changes and restores.

»
-
g |

Platborm for Parsner Solusion
A AP Platiomn bor
0 b

© |

Rustorn Manitering

at depred geardarity ool viorage ussge

Site weareh 88% active storage used

T se——

178K SharePaint fles




Kontinuita: Zalohovani

C NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Business continuity — Backup management (2)

Business continuity is the capability of your enterprise to stay online and
deliver products and services during disruptive events, such as natural
disasters, cyberattacks and communication failures. :
Aspects of business continuity are Backup management, Disaster recovery & northwindt-RecVault1 | Backup *
and Crisis management. We will cover each topic in a separate slide, this is SENSOIAREES WO

the slide on Microsoft Azure backup management.

Home > northwindt-RecVault1

A\ The storage replication is set to Geo-Redundant. This option canno

Immutable Vault X
northwindt-RecVault1 a
= Where is your workload running?
Microsoft Azure Backup E On-Premises
A\ Enabling this property helps you ensure that recovery points once created cannot be

The Azure Backup service provides simple, deleted before thelr intended expiry. Wihile this helps prevent data loss, you would not be

secure, and cost-effective solutions to back able to perform certain operations on this vault and its protected items. Learmn more. What do you want to backup?
'

up your data and recover it from the The immutable vault property would further need to be ocked" in order to make it [0 selected
. permanent, after which it cannot be reverted to a disabled state. Hence, it is recommended [ J il d fold
Microsoft Azure cloud. that you take a wellInformed decision before enabling and then further locking this iles and folders

Azure Backup helps protect your critical B

business systems and backup data against a

D Hyper-V Virtual Machine

ransomware attack by implementing Enble voult bomitabily. © L] ¥MWese Vel Machine
preventive measures and providing tools (] Microsoft SQL Server
that protect your organizat.iop from every Lock immutability for this vault @ ] Microsoft SharePoint
step that attackers take to infiltrate your D) (o T

systems. It provides security to your backup l [ Microsoft Exchange
environment, both when your data is in Confirm locking immutability. Once locked, it cannot be disabled [] System State

transit and at rest. e
U Bare Metal Recovery

What is




Kontinuita: Zotaveni

NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Business continuity — Disaster Recovery

Business continuity is the capability of your enterprise to stay online

: . . . . Home > Recovery Services vaults > Recovery | Site Recovery >
and deliver products and services during disruptive events, such as o TeeenEy e e Feon T e
natural disasters, cyberattacks and communication failures. Enable replication
Aspects of business continuity are Backup management, Disaster Hyper-V machines to Azure
recovery and Crisis management. We will cover each topic in a @ Source environment @ Target environment @ Virtual machine selection

separate slide, this is the slide on Microsoft Disaster Recovery.

6 Only those machines which can be protected using managed disk are visible in this list. Unable to view/select other y

> Microsoft Azure Site Recovery more

Azure Site Recovery is a service that helps you keep your
business running during IT outages. It allows you to replicate
your workloads to Azure or another location, and fail over @ Finished retrieving data.
and recover them when needed. You can use it to protect
Azure VMs, on-premises VMs, physical servers, and
databases. Azure Site Recovery offers simple deployment and
management, cost savings, reliable recovery, and security
features

Filter itemns...

o

[7] pcserver
(] Navision
[ Backupserver
[[] server-2022
U

SERVER1-2012R2-Ess

More information on




Bezpecnost dodavatelu: Microsoft

Supply chain security

Digital supply chains are becoming more complex, more digital, and more
interdependent, which means that any vulnerability or attack in one part of the
supply chain can have a ripple effect on the entire chain. One example of this is
how Microsoft is showcasing their compliance.

Portal

) Compliance (3rd party assurance/SOC verklaring)

Learn how Microsoft cloud services protect your
data, and how you can manage cloud data security Certifications, Regulations and Standards

and compliance for your organization.
p Y g @ ¢ =) o

) External Access (technology)

Entra ID Connect is an on-premises Microsoft
application that's designed to meet and accomplish z
your hybrid identity goals. Use Entra ID Connect to sian irap
benefit from a modernized Active Directory and . ek
benefit from security features such as single sign on
and conditional access policies.

Get started with Entra ID

0
24



Bezpecnost informacnich systému

H Theat&

Exposure score e

Security in network and information systems " - .7
acquisition, development and maintenance M mm— -

From acquisition to maintenance, ensuring network and information

systems security is paramount. Ongoing maintenance demands - -
constant monitoring, timely patches, and regular security e
assessments to safeguard data integrity and operational stability.

)) Defender Vulnerability Management

Defender Vulnerability Management (DVM) delivers asset visibility, intelligent
assessments, and built-in remediation tools for Windows, macOS, Linux,
Android, iOS, and network devices. Leveraging Microsoft threat intelligence,
breach likelihood predictions, business contexts, and devices assessments,
Defender Vulnerability Management rapidly and continuously prioritizes the
biggest vulnerabilities on your most critical assets and provides security =
recommendations to mitigate risk. —

» Cloud Security Posture Management ) O m e A1
Cloud Security Posture Management (CSPM) provides you with hardening guidance o So. i 2Tm

that helps you efficiently and effectively improve your security. CSPM also gives you _—
visibility into your current security situation. =

Security posture

Get started with DVM and CSPM




Bezpecnost provoznich technologii

H NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Security in network and information systems acquisition, development and
maintenance

From acquisition to maintenance, ensuring network and information
systems security is paramount. Ongoing maintenance demands
constant monitoring, timely patches, and regular security
assessments to safeqguard data integrity and operational stability.

Home > Defender for loT
» Defender for 10T )i Defender for loT | Sites and sensors =
Defender fc'r IDT i5 a Security SOIutiCIn that Search [ Refresh +) Onbeard sensor Sensor settings 2 Sensor update ) Threst intelligence update (Preview)
protects loT and OT devices from physical and Generl prrr—
cyber threats. It provides asset discovery, e
vulnerability management, and threat detection @ ek penieny R 81 %0 i0 %0 %0

O Alerts Ml sensors  ElaT O7- Cloud connected ~ OT - Locally managed  Unhaalthy  Unsupported

for complex, digital, and interdependent B e P

environments. It also integrates with other p — Showing ane senser
security tools such as Sentinel, Splunk, and

Defender for Endpoint

@ Firmware analysis Preview) ] »  Sensorname Sermor type Zone Subscription e Sensor .. Semsor version

Maragemet =
~ 42 Enterprise-network - Enterprise network

& Sites and sensors

I1OT-CerBlesch-SiteT3 BisT default HORTHWINDT10-20 @) Per

O 0O

T Phans and pricing
Troubleshasting + Suppert

4* Diagrose and sobve problers

Get started with




Bezpecny vyvoj a akvizice

NIS?2 COMPLIANCE IS A ZERO TRUST IOURNEY
. NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Security in network and information systems acquisition, development
and maintenance

lencies for Cloud

Microsoft Defender for Cloud | DevOps security (preview)

From acquisition to maintenance, ensuring network and information

systems security is paramount. Ongoing maintenance demands ©
constant monitoring, timely patches, and regular security () hekesn | Guides o Fosdnc
assessments to safeguard data integrity and operational stability. Sonert
©//Overeici @ DevOps Security
& Gettrg started
= Dedender for [ ps acdresses the mtersect

please refer 12 the documentation

>> Defender for DevOps i

Defender for DevOps uses a central console to empower

security teams with the ability to protect applications and S e S
resources from code to cloud across multi-pipeline S

environments, such as GitHub and Azure DevOps. Findings 2 Disgnase and e problems

from Defender for DevOps can then be correlated with other Cloud Securty

contextual cloud security insights to prioritize remediation in © Securty posture

code.

9
0\
o
" Fienall Manager

© DevOps securty (preven)

resou
Defercler for Cloud

Management

! Emvronment settings

i Securty
i 1. Connect DevOps environments

Worflow sutomabon “ ¢
3 Workflow sutomatio Create a connector

Mcrosof

Get started with ——

scurce code management systems. Discover DevOps resources and onboard them to




Rizeni kybernetickych rizik

H NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Policies and procedures to assess the effectiveness of cybersecurity risk-

management measures (1)

Although there are many methods and frameworks for policies,
procedures and assessing the effectiveness of cybersecurity risk-
management measures, common steps are:

* Understand the security landscape of your organization,
including its assets, systems, vendors, and regulations

+ Identify gaps in your current cybersecurity controls, such as
outdated software, weak passwords, or phishing vulnerabilities

» Create a team of qualified and experienced cybersecurity
professionals who can monitor, respond, and improve your
security posture

* Determine the informational value of your assets and prioritize
them based on their importance and sensitivity

+ Analyze and address the risks that pose the most threat to your
assets, using tools such as penetration testing, risk scoring, and
mitigation strategies

More information on

‘Organization exposure score
Exposure score
you

27/100

W w09 [l Mesem 3069

B Hgh 70100

Exposure score over time

werall comphance soore

Your compliance score: 59%

/

22458/37783 points achieved

fiar pints achiewed

I 359/ 15,108

Key impravement actions

Mot completed | Completedt | Cut of scope
1450 14 ]

Imprcesmant scticn It

Ideniify senvsitive documents via built in an.. +100 parts

Crasts data minimization poboss 15 suppe... 108 perks

Create customized DLP policies for compa... +108 poirts
Block wrvuail application from craating el <5 points
Biock outdated ActiveX controls +F1 paints
Disable Domain mribe: Dissbibe machin. <5 points
Enable ‘Tonsistent MIME Handling’ <l paints

Enable ‘Safe DLL Search Mods' 1 points

Enable Explorer Data Exscution Privention. +H points




Rizeni kybernetickych rizik
P

Policies and procedures to assess the effectiveness of cybersecurity risk-
management measures (2)

This slide focusses on how you can understand the security Secure Score: 50.43%
landscape of your organization. Microsoft Secure Score helps N ———

posture, and your cppartunity ta imprave it.

organizations by reporting on the current state of the organization's
security posture; Improve security posture by providing

discoverability, visibility, guidance, and control and compare with _
benchmarks and establish key performance indicators (KPlIs). J

Identity T116%

) Microsoft Defender Secure Score

B8.59%

The Microsoft Defender Secure Score is applicable for Microsoft SaaS Data

workloads, such as Microsoft 365, Identity, Devices and Apps. It Device

evaluates your configuration settings and behaviors and gives you a —
score based on the alignment with security standards. —

38.72%

) Microsoft Defender for Cloud Secure Score T

i i [+ ] Microsoft Defender for Cloud | Security posture
The Microsoft Defender for Cloud Secure Score applies to Paa$, e st Ko sberpin |
laas, hybrid and multi-cloud workloads. It assesses your cross-
cloud resources for security issues and gives you a score based on
the implementation of best practices. Defender for Cloud can
provide recommendations for Microsoft Azure, Amazon Web
Services, Google Cloud Suite, etc.

More information on




Rizeni kybernetickych rizik

NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Top wulnerable software

- - -
Policies and procedures to assess the effectiveness of — R
H 2 Wik 11 X1 -_ —
cybersecurity risk-management measures (3) = — — =
This slide focusses on how you can identify gaps in your current i R ' v
cybersecurity controls, such as outdated software, weak passwords, Show e
or phishing vulnerabilities.
Top exposed devices
Microsoft Defender Exposure Score Micrasoft Secure Score for Devices Secty emmistons Do ittt o
Microsoft Defender exposure score is a metric that reflects how Your score for devices: 5... ““f”"n {
vulnerable your organization is to cybersecurity threats. Your exposure S5 s S i S50y st s o o
score is influenced by factors such as weaknesses, threats and security L anhandresd ‘ s Memam
alerts on your devices. e —
B/ &
> Microsoft Defender for Identity N5 st ¥ e e
Defender for Identity can detect accounts with unsecure attributes e ———— — sl D D R,
that expose a security risk, such as PasswordNotRequired. It can e s - P— p—
also detect weak cipher usage on devices and accounts, such as Securty conil 10a /2 0 Vet e documases i b s A8 e PS——
RC4 or DESZ. Additionally, it can alert you of credential access Clrane g enimizsson poies 1o seppor pva.. 08 e C———
attempts by malicious actors. Score for devices over time TR T A ———
L Biock small appbeation feom craating <hild proces_ 131
» Compliance manager - I e oo
Compliance score measures progress towards completing v e P ——— PR
recommended actions that help reduce risks around data 1 Enable St AL Saarch

protection and regulatory standards. | Entbie ExporsData ExcutonPrvenion €7

lors o weanning of downioaded fla and attsch 401

Enabée WIME Srifting Salety Fashue

More information on et




Vzdélavani uzivatell a bezpecnostni hygiena

Basic cyber hygiene practices and
cybersecurity training (1)

Cybersecurity training is the process of educating yourself and T e - )
others about the risks and best practices of cyber hygiene.

Training can help you develop the skills and knowledge to Microsoft Learn, Spark possibility. u

protect yourself and your organization from cyber threats. e - e -

>> Microsoft 365 Learn - - :L _

Microsoft Learn offers learning paths for Microsoft 365, Security and
Microsoft Teams, as well as virtual training days and a community to
connect with other learners and professionals. Microsoft Support
provides video training, templates, quick starts, cheat sheets, g L °
infographics, and more for Microsoft 365. " i — d .

» Defender for Office 365

On of the key features of Defender for Office 365 is the Attack
simulation training, which allows you to run realistic attack scenarios
in your organization and identify vulnerable users. By using Attack
simulation training, you can educate your users on how to recognize
and report phishing, malware, and ransomware attacks, and improve
their security awareness and behavior.

Get started with




Vzdélavani uzivatell a bezpecnostni hygiena
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Basic cyber hygiene practices and D
cybersecurity training (2)

Cybersecurity training is the process of educating yourself and N T /{ B
others about the risks and best practices of cyber hygiene. ' - SR BN ‘

Training can help you develop the skills and knowledge to
protect yourself and your organization from cyber threats.

)) Your cybersecurity weather forecast " -
Defender Threat Intelligence

Microsoft Defender Threat Intelligence (Defender Tl) is a
platform that streamlines triage, incident response, threat
hunting, vulnerability management, and cyber threat
intelligence analyst workflows when conducting threat

infrastructure analysis and gathering threat intelligence. ——
Analysts spend a significant amount of time on data
discovery, collection, and parsing, instead of focusing on
what actually helps their organization defend themselves--
deriving insights about the actors through analysis and
correlation.

2R R
{

Get started with e
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Policies and procedures regarding the use of cryptography and, where
appropriate, encryption
Encryption is an important part of your file protection and information protection strategy. Encryption by itself doesn't

prevent content interception. Encryption is part of a larger information protection strategy for your organization. By
using encryption, you help ensure that only authorized parties can use the encrypted data.

)) Purview Information Protection Sensitivity Labels @ % € 88 cuepre-
Microsoft Purview Information Protection to help you discover, classify, — B =
and protect with the use of encryption the sensitive information wherever sensitivty Palicy - | Resd | TOIOW P
it lives or travels. Sensitivity labels let you classify and protect your Retention Policy
organization's data in-rest and in-motion, while making sure that user Retain contracts (10 years)
productivity and their ability to collaborate isn't hindered. Non-Business o Retain shipment orders (5 years)
Public Retain vehicle records (7 years)
' General Use Folder Policy
)) Data Lifecycle Management - More Retention Policies..
Microsoft Purview Data Lifecycle Management provides you with tools Confidential ? D et Folder Policy..
and capabilities to retain the content that you need to keep and delete Highly Confidential > [ iew ltems Expiring Soon
the content that you don't. Retaining and deleting content is often @ Leam More
needed for compliance and regulatory requirement, but deleting ;

content that no longer has business value also helps you manage risk
and liability



Kryptografie

NIS2 COMPLIANCE IS A ZERO TRUST JOURNEY

Policies and procedures regarding the use of cryptography and, where
appropriate, encryption

B Search resources, services, and docs (G+/) Wi ft Intune admin center

Home storage accounts E e Enc II:I: e ”"I'.r.l Disk
A Home C .
reate profile
Create a storage account B} Dashisoard
= Al services
Basics  Advanced  Networking Data protection Encryption  Tags  Review L Devices @ gasics @ Configuration settings
=2 Apps 4 BitLocker
Encryption type * (D) - .
B Microsoft-managed keys (MME) W Endpoint security Require Device Encryption i "
- = Reports
:_.-' Customer-managed keys [CME] =
& users Allow Warriing For Other Disk Encryption | Enabled v
Enable support for customer-managed i:’ Blobs and files only 2 Groups
keys &
® X . § 3 Terant adivniztation
) All service types (blobs, files, tables, and queues) Configure Recovery Password Rotation (0 | Redresh on for Azure AD-joined devices w
) # Troubleshooting + suppert
£ This option cannot be changed after this storage account is created.
Enable infrastructure encryption (& B #« Administrative Templates
£ This option cannot be changed after this storage account is created Windows Components > BitLocker Drive Encryption

ENCRYPTION SETTINGS IN A MICROSOFT AZURE STORAGE ACCOUNT ENFORCING HARDDISK DRIVE ENCRYPTION THROUGH DEVICE POLICIES



Rizeni pfistupu a lidskych zdroj

Human resources security, access control policies and asset management (1)

Microsoft Entra ID Governance allows you to balance your
organization's need for security and employee productivity
with the right processes and visibility. It provides you with

capabilities to ensure that the I’Ig ht people have the rlg ht Microsaft Entra admin center [y ey “
access to the right resources. 3 identity ™ & Home > Idenity Governance | Lifecycle workflows > Lifecyce workliows | Overview
Select a template to get started
&£ Protection W
> Microsoft Entra Lifecycle Management _— A7 Got feedoack?
(&} identity governance -~
& Joiner & Jainer
Entra lifecycle management is a feature of Microsoft Entra DI Onbaard pre-hire employee Onboard new hire emplayee
ID Governance that helps you manage users by D cntemer anogemers i | | ot e i
automating their joiner, mover, and leaver processes. @ Acoess reviews
You can create and manage workflows that consist of g Prvleoed ey
tasks and execution conditions to perform actions on b
users based on their attributes, group memberships, or 19 tieorceworions
status changes. ) _
. . . . &, verifiable credantials e
Lifecycle workflows can even integrate with the ability of
Microsoft logic apps tasks to extend workflows for more R A Joiner FHER) § Ondemand
complex scenarios that require integration with existing Post-Onbassding of s employes Real-time employee change
systems and procedures. B = v Canfigure anboarding tasks for an emplayee after Exacute rask-ime tasks for emgloyes job changes
- thir first dary of wark
£ Leam & support ~

What are Microsoft Entra




Rizeni pfistupu a lidskych zdroj

Human resources security, access control policies and asset management (2)

With the new Entra ID (Azure Active Directory) Governance features
organizations have more control over standard procedures as well
as timed access reviews.

Microsoft Entra admin center B Search resources, services, and docs (G+/) I
> identity & lome > ldentity Governance | ACCEss reviews
Microsoft Entra Access Reviews New access review
& Protection e
Also a feature of the Microsoft Entra ID Governance, Microsoft |«
. & Identity L "Reiaw type R Settl * Ren + Creat
Entra access reviews helps you manage the access to your e geemn Frewlps TR ewnas ey
resources, such as groups and applications, by reviewing them & Dashboard Detemine review stages, reviewers. and timeline below
regularly. You can create and perform access reviews for users or £ Entitlement mansgement Mol stage review * O
guests, and ask them or a decision maker to confirm or revoke } ) L
- N N & Aocoss roviews Specify reviewers
their access based on their needs. You can also use access reviews S R S — -
. .. . . . T y Select reviewer Group owner|
to comply with policies, audit requirements, or security best % Mansgement
practices. () T e Fallback reviewars W Krijnen
Specify recurrence of review
B Verifiable credentials e -
Duration fin days) * &
#  Permissions Management Revienw recurmrence * Cuarterly e
Start date * Q842023
@ Global Secure Access cr
[Preview) v End ®) Never
() End on spacific date
£  Leam & support ~ -

< Previoais Mext: Settings
«

What are Microsoft Entra




Rizeni pfistupu a lidskych zdroj

Human resources security, access control policies and asset management

Microsoft Conditional access and Microsoft Privileged Identity Management help organizations to limit access to
administrative roles until that access is needed and only when conditions are met.

>> Privileged Identity Management

Privileged Identity Management (PIM) is a service in
Microsoft Entra ID that enables you to manage, control, and
monitor access to important resources in your organization
(Microsoft Entra ID, Azure, Microsoft 365 and other
Microsoft Online Services).|

It provides time-based and approval-based role activation to
mitigate the risks of excessive, unnecessary, or misused
access permissions on resources that you care about.

0 o s g ey Friseged ity Mansgesen expsience o Anuee AD roes, =

Whatsnes et started

& »
-3 / X .

Trsbieshaosng + Fuppen

X Toubleshoot

(P :‘“";Q

Discover and monitar

& e mpport request




Bezpecna komunikace a druhy faktor

COMPLIANCE IS A ZERO TRUST JOURNEY

The use of multi-factor authentication or continuous authentication
solutions, secured voice, video and text communications and secured
emergency communication systems within the entity

.

»
»

»

Explanation
The modern security perimeter extends beyond an organization's network perimeter to include user and device
identity. Organizations now use identity-driven signals as part of their access control decisions.

Zero Trust Mapping

Zero Trust requires that every transaction between systems (user identity,
device, network, and applications) be validated and proven trustworthy
before the transaction can occur.

Conditional Access

Azure AD Conditional Access brings signals together, to make decisions, and enforce organizational policies. Conditional Access is
Microsoft's Zero Trust policy engine taking signals from various sources into account when enforcing policy decisions. This feature
helps organizations to align their identities with the three guiding principles of a Zero Trust architecture: verify explicitly, use least

privilege and assume breach.

Risk based Conditional Access

Most users have a normal behavior that can be tracked, when they fall outside of this norm it could be risky to allow them to just sign in.
You may want to block that user or maybe just ask them to perform multifactor authentication to prove that they're really who they say
they are. A sign-in risk represents the probability that a given authentication request isn't authorized by the identity owner.




Bezpecna komunikace a druhy faktor

A Home View Authentication Strength x

&) Authentication methods | Authentication strer

The use of multi-factor | i 00 5 :
authentication or continuous — T m—
authentication solutions S — ] -

|§i' Authantication methods { Cortilicne- b Authinscat fac
Token interception through an Adversary-in-the- S i
middle attacks is the most common way to bypass o |

MFA and allow attacks to leverage a token replay to
gain full access. Microsoft Entra Authentication
Strengths can help to mitigate these attacks.

Grant ®

) Microsoft Entra Authentication Strengths

The new Entra Authentication Strengths (a feature of Microsoft B oua 13 viow potey emation
Entra ID) allows you to specify which combination of —
authentication methods can be used to access a resource. For
example, you can require phishing-resistant methods (FIDO2 o
keys, Windows Hello, Smartcards for sensitive resources.

Target resourTes

Acress controls
> Enforce Authentication Strengths through CA N
You can use authentication strengths in conditional access policies to define
a minimum level of authentication strength required for access, based on
factors such as the user’s sign-in risk level, the sensitivity of the resource
being accessed, the user’s location, and more —
Fapert-arty (EEED  Off

Get started with Entra ID




Organizacni opatreni

Povinneé role v organizaci (manazer, architekt, garant, ...)

Povinnost vrcholového managementu a jeho zapojeni do
kybernetické bezpecnosti a jeho vzdelavani

Vedeni a rizeni aktualizované dokumentace
Rizeni aktiv a rizik

Rizeni dodavatel(i

Rizeni kontinuity ¢innosti

Prijeti povinnych bezpecnostnich opatreni

Hlaseni incidentu



Organizacni opatreni v detailu

= Systém fizeni bezpecnosti informaci (ISMS, neustalé zlepsovani, ...)
= Povinnosti vrcholového vedeni, zajisténi zdroju, vzdelavani se

= Bezpecnostni role a jejich zajisteni

= Rizeni bezpeénostni politiky a bezpeénostni dokumentace

= Rizeni aktiv (primarni a podpdirna)

= Rizeni rizik (hrozby, zranitelnosti, dopad, ...)

= Rizeni dodavatel(

= Bezpecnost lidskych zdroju a jejich vzdélavani

= Rizeni zmén

= Akvizice, vyvoj a udrzba

= Rizeni pfistupu a privilegovaného pfistupu

= Zvladani kybernetickych bezpecnostnich udalosti a kybernetickych bezpecnostnich incident(
= Rizeni kontinuity ¢innosti, z&lohovani, plan obnovy

= Audit kybernetické bezpecnosti



Bezpecnostni politiky a technicka opatreni

= Politika systému fizeni bezpecnosti informaci

=  Politika organizacni bezpecnosti

= Politika rizeni aktiv

=  Politika fizeni rizik

=  Politika zvladani kybernetickych bezpecnostnich udalosti a incidentd
= Politika fyzické bezpecnosti

=  Politika detekce kybernetickych bezpecnostnich udalosti

=  Politika pro sbér a vyhodnocovani kybernetickych bezpeclnostnich udalosti
= Politika bezpecnosti komunikacni sité

= Politika bezpecného pouzivani mobilnich zarizeni

= Politika bezpecnosti lidskych zdroja

=  Politika fizeni pristupu

=  Politika bezpecného chovani uzivateld, administrator( a osob zastavajicich bezpecnostni role:
= Politika fizeni dodavatell

= Politika pro zaznamenavani udalosti

= Politika rizeni zranitelnosti a aktualizaci aplikacniho vybaveni

= Politika akvizice, vyvoje a udrzby

= Politika rizeni zmeén

= Politika pouzivani kryptografie

= Politika fizeni kontinuity c¢innosti

= Politika dlouhodobého ukladani, zalohovani a obnovy



NUKIB a prvni kroky...

= Registrace?
= Doporuceni, Varovani, Reaktivni Opatreni, Ochranné opatreni

= Audit nebo plan zajisteni souladu
— Podpora vedeni pri procesu sebe/urceni

= Kontrola aktiv, dokumentace, smernic, procesu, technologii
— Zranitelnosti, aktualizace, sprava identit a MFA
— Segmentace siti, VPN, zalohovani a obnova, logovani, incidenty
- Sifrovani, $koleni uZivatelt a vedeni, krizové postupy a kontinuita
— Podpora partnera pri konzultacich, analyze souladu nebo nasazeni



Kam dal?

= NUKIB

— https://portal.nukib.gov.cz/pruvodce-novym-zakonem-o-kyberneticke-
bezpecnosti

— Zakladni a prvni misto pro dalsi studium

= Cybrela
— https://cybrela.com/
— Potrebujete se nachytrit organizacne

= KPCS CZ

— https://www.kpcs.cz/
— Potrebujete se nachytrit technologicky
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Ze uz pouzivate a platite za sluzby Microsoft 365?
Vyuzijte jejich benefitll na maximum!

O

Definujte priority bezpecnosti: Zero Trust Workshop by KPCS
Overte si realitu IT prostredi: Security Risk Assessment by KPCS




Dotazy a diskuse

Petr Vik

Microsoft MVP

Microsoft 365 Enterprise Security Architect @ KPCS CZ
vik@kpcs.cz
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