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Permissions requested
Review for your organisation

B File Share
B unverified

This application is not published by Microsoft.

This app would like to:
Read and write user mailbox settings
Sign in and read user profile
Send mail as a user

Have full access to all files user can access

If you accept, this app will get access to the specified resources
for all users in your organisation. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here




B Microsoft

Update Microsoft Edge

Microsoft Edge is the only browser with built-in tools to help you
save time and money when shopping online.

Update Microsoft Edge

1995-2021 Microsoft Edge
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Verify You Are Human

Please verify that you are a human to continue.

‘ I'm not a robot
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Business E-mail
Compromise (BEC)

@ o ® @

E-mail Zarizeni Identity SaaS Data Cloudova
aplikace infrastruktura

Kradeze
dat a vydirani

Human-Operated
Ransomware




Ochrana nikdy nebyla narocnejsi

Narustajici frekvence, rychlost
a také sofistikovanost utoku

Nove systéemy postavené
na starych zakladech

Vytizeni IT operativou
a chybejici kompetence

Kritické zranitelnosti
se objevuji kazdy den

Chybéjici konfiguracni
standardy a logovani

Mala adopce pokrocilych
nastroju pro obranu

©060




Jak je vase organizace schopna...

Detekovat a zastavit Efektivné se branit Provést obnovu
pohyb uUtocnika ransomware a BEC systému a jeho
prostredim v realném atokdm na nastaveni i dat ze
case? zaméstnance? zaloh?

Kontinualné sledovat
hrozby a zranitelnosti
systému i aplikaci
v prostredi?




Plan ochrany vasi organizace

9,

Méjte pripraven
Incident Response Plan

> Adoptujte principy Zero Trust a pripravte
postupy pro krizové situace

> Nasadte zalohovani systém( a dat a
trénujte jejich obnovu

Doporucené technologie:

> Microsoft Entra ID
> Microsoft 365 Backup
> Microsoft Azure Backup

E

Zvladnéte zakladni
bezpecnostni navyky

> Zavedte konfiguracni standardy a
eliminujte zakladni mezery v nastaveni

> Zvladnéte vcasné aktualizace systém,
aplikaci a komponent

Doporucené technologie:

> Microsoft Exposure Management
> Microsoft Defender XDR
> Microsoft Intune

A1

a

L

Chrante sensitivni data,
identity a systémy

> Minimalizujte prostor Utocnika pro
pohyb prostredim a elevaci prav

> Kilasifikujte citlivé firemni informace
spolecné s fizenim pristupu

Doporucené technologie:

> Passwordless & Phishing Resistant MFA
> Microsoft LAPS & PIM
> Microsoft Purview




Nebo minimalne...

= Nez jste to nasadili...
= ... UtocCnici uz to umi obejit.

Microsoft Entra ID Protection Weekly Digest

New risky users detected New risky sign-ins detected
(in real-time)
@
4 Wa 214 A

Microsoft Entra ID Protection Weekly Digest

New risky users detected New risky sign-ins detected
(in real-time)

O:IA 45)}

Bez MIFA




Mala pripadova studie

Volaji nam uzivatelé...

Do systému se nelze prihlasit?!

Na stanicich se objevuje ransomware vyzva

Na webovém féru se objevuje zminka utoku na organizaci

Jak moc je organizace v h
Zaplatit Ci nezaplatit?

/oo

aji?

Impact Severity

Impact Characteristics

Severe disruption or complete unavailability of critical
systems; significant portion of infrastructure or services

Attack Examples

Ransomware, destructive malware (e.g.,

Critical . o .
rtiea are non-functional; high financial losses; lengthy recovery | NotPetya, WannaCry)
period (months).
) I\..ﬂa!or systc—:fms.l_mpacted, thm.Jgh not er.1t|re |nfra.struct.ure; Targeted attack such as APT (Advanced
High limited availability of key services; considerable financial Persistent Threat), large-scale data breach
losses; extended recovery period (weeks to months). 1218
. e Mal ffecti ts of th twork
Part of the infrastructure or specific critical systems or (ea W:::;effn:;%tﬁ]:r rSn?.lIti Fer;jee\:,\ilsesrs)
Medium devices affected; limited impact on availability; shorter B ) . P o
) server compromise, successful phishing
recovery period (days to weeks). leading to data compromise
Limited-scope incident affecting only a small number of s ) )
) . . - | Malware on individual endpoint devices,
Low devices or users; minimal impact on availability; very rapid minor password leaks P
remediation (hours to days). P
Negligible Minimal or no real impact; incident managed within Short-lived DDoS attack without real impact,

minutes or hours; no visible damage.

unsuccessful phishing




Co chybeélo

Plany, procedury, postupy

Znalost systéemu a infrastruktury, dokumentace
nterni a externi kontakty na dodavatele
nformace o rozsahu utoku

_ogy ze systému
XDR, EDR, cokoliv nad bezny AV
A mozna i ty zalohy...



Co boli nejvice

= Nevime, kde utocnik byl...
* Musime to postavit znovu?

= Nevime, co si utocnik vzal...
» Cim néas bude vydirat?
= Nevime, co na to zakaznici...
» Jak moc to ovlivni finance a reputaci?

= Nevime, jak funkcni zalohy jsou...
 Bude firma pristi mesic existovat, aby zaplatila faktury?



Jak tedy reagovat, VOL.1

* Incident Response Plan
* Incident Manager, CSIRT/IRT
 Zapojeni vedeni organizace a jejich podpora
= |zolace systému
« Odpojeni od site a internetu
 Blokace uctu v systémech
 Zachovani forenznich stop
= Analyza a evidence
* Logy, obrazy disku, casova osa
» Dotcené systemy, ovlivnéna data
= Zaléceni prostredi
* Obnova zaloha, zmeény hesel, aplikace aktualizaci, odstranéni zranitelnosti, ...



Jak tedy reagovat, VOL.2

Obnova chodu firmy

* Obnoveni systému a dat ze zalohy

* Integrita sluzeb a monitoring zmen

Ohlaseni incidentu

- NUKIB

 Policie

- Uoou

Uprimna komunikace

* Vedeni, zameéstnanci, zakaznici, pravidelné aktualizace
Pouceni se

« Zmeny nastaveni, aktualizace systemu, komplexnéjsi zalohy, lepsi plany, znalosti...




Akce a reakce, nebo spise prevence?

= Zlepsovani konfiguracniho standardu a modernizace systému
= \/Casneé odstranéni zranitelnosti, pravidelné aktualizace

= Nasazeni dnes jiz standardnich mechanismu a nastroju
* Heslo -> MFA > Passkeys, GPO -> MDM, AV -> EDR -> XDR, SIEM -> SOC

= Zalohovani systému, konfigurace i samotnych dat, 3-2-1
= Definice IRP a jeho pravidelné cviceni 2 o[ AT | (o

UPDATE AVAILABLE! | |THAT WAS CAUSING RANDot7 | RESTARTING YOUR COMPUTER )

LAPTOP ELECTRICAL FIRES.
REVING

= Analyza rizik a prioritizace investic ] é %
= Pojisteni kybernetickych rizik Q%‘L %4 @%
'{ |

= Nestavejte nastroj bez lidi (byt externich)



Logovani aneb auditni stopa

= Premyslejte o otazkach, které muzete mit v pripade reseni incidentu...
« Kde budu hledat jaké informace a udaje?
» Jak dlouho saha historie mych logt?
« Mam jistotu, ze auditni stopa bude Uplna a co obsahuje?
« Kdo se prihlasil? Z jaké IP adresy, zarizeni?
 Které udaje vyuzil pro prihlaseni? Heslo, token, tiket?
« Kdy se utocCnik nebo uzivatel prihlasil a k jakym systémum?
 Ktere dokumenty byly modifikovany, stazeny, smazany?
* Odkud se utocnik prihlasil a jak ziskal pristup?
* Jakou webovou stranku uzivatel navstivil?
* S jakymi IP adresami komunikovaly které procesy a jak moc?
 Kterou aplikaci ci zranitelnost mohl utocnik vyuzit?



Pravidla pro podminény pristup

= Vyuzivejte Conditional Access v Entra ID pro:
« Administratory a privilegoveé ucty
* Sluzbam Microsoft 365
« Ke vzdalenému pristupu (VPN)
 Enterprise aplikacim registrovanym v Entra ID
* Proste idealne ke vsemu
= Adoptujte Phishing Resistant metody overovani
 Passkeys, Windows Hello for Business, Platform SSO
Kontrolujte autentizacni sily a frekvence prihlaseni i opravneni pro pristup a take PIM
= Vynucujte pristup ze spravovanych zarizeni
« MDM, MAM (i pro Windows v Microsoft Edge), Windows 365, AVD

« Vyuzijte standardni sablony pro vychozi a bezpecné nastaveni systému (MSFT, CIS, STIG...)
* Nastavte kontroly souladu (AV, EDR, verze, Sifrovani, detekce, ...) s rozumnou validitou

= Sledujte a reste identifikované rizikova prihlaseni a identity



Adversary-in-the-Middle (AiTM)

Microsoft Defender XDR
alert: “Suspicious network

connection to AiTM

Automation disables the
compromised account and
invalidates the token

Microsoft Defender XDR
alert: “Suspicious
sequence of events
possibly related to

Automation disables the
compromised account, removes
inbox rule, and quarantines
attacker-sent email

phishing site” BEC fraud attempt”
T+0 T+10m T+10m T+2h T+4h T+4h T+4h T+5h T+5h T+6h
1 | I 1 1 1 1 I |
I | I I I I | I |
1 1 1 1 I | 1 1 1
@ @ L L 4 @ @ L @ L

1
1
‘
Attacker

User receives
phishing email
with .html
attachment

Initial
access

the attachment.
User's device

the IP address

execution

User goes to
the site and
enters
credentials

Credential
access
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Home

Exposure management

Investigation & response

Threat intelligence

Assets

Microsoft Sentinel

Identities

Endpoints

Email & collaboration

Cloud apps

Operational technology

SOC optimization
Reports

Learning hub
Trials

More resources

System

Incidents > Attack using AiTM phishing (attack disruption)

Attack using AiTM phishing (attack disru...

mum High | @ Active | R Mimik Emails - AlpineSkiHouse |

Ransomware

Critical asset = Credential Phish = AiTM attack  Attack Disruption

+5

e Important! Attack disruption has automatically taken multiple response actions. For more details, go to the

Attack story  Alerts (15)  Assets (9)

Alerts

Play attack story

3 Oct 2024 13:37 Resolved
Activity from a Tor IP address
R Megan Bower © Microsoft 365

3 Oct 2024 13:37 Resolved
Suspicious inbox forwarding rule
R Megan Bower

3 Oct 2024 13:37 Resolved

User accessed a link in an email
subsequently quarantined by ZAP
R Megan Bower

3 Oct 2024 13:39 Resolved
Malicious Url detected in Proxy logs
B 2 Devices

3 Oct 2024 13:44 Resolved
Suspicious URL clicked

8 vnevado-
win11h.vnevado.alpineskihouse.co R
meganb

3 Oct 2024 13:46 Resolved
Anonymous IP address
R Megan Bower

Investigations (5)

Incid«

Evidence and Response (29)

) Copilot

RECOMMENDATIONS

Phishing Incident response playbook

View phishing investigation and response

recommended steps for this incident

Open phishing playbook

e Oy
Sowtnco RECOMMENDATIONS
Ransomware Incident response playbook
View ransomware investigation and response
recommended steps for this incident
Open ransomware playbook
2
RELATED THREATS
Technique Profile: Cloud identity abuse
c (Threat Overview)
i 21 impacted assets
& Activit

View threat analytics report

u Copilot B -

Incident summary

24 Oct 2024 18:03

The high severity incident "Attack using AiTM
phishing (attack disruption)” occurred between 2024-
10-03 12:37:44 UTC and 2024-10-03 13:07:23 UTC. It
was tagged as Adversary in the Middle, Attack
Disruption, Credential Phish, and Ransomware, and
triggered an automatic Attack Disruption action. This
incident impacted user ‘'meganb’ and devices
‘vnevado-win11h' and ‘vnevado-dc'.

¢ Collection: The incident began at 2024-10-03

12:37:44 UTC when a « inbox

See more

Guided response
24 Oct 2024 18:16

Completed recommendations 2/14

Triage

© Completed

Classify this incident
24 Oct 2024 18:04

Al-generated content may be incorrect. Check

t for accuracy go e

Containment

© Completed

Disable the account Megan Bower
24 Oct 2024 18:04




@) () httpsy//defender.microsoft.com

(@:ontoso Microsoft Defender

Home

© Investigation & response

Ce

©

® 2 N D

Ce

Incidents & Alerts
Hunting

Actions & submissions
Partner catalog
Microsoft Sentinel
Search

Threat management
Content management
Configuration

Threat intelligence
Assets

Endpoints

Email & collaboration
Cloud apps

Optimize

Reports

Learning hub

Trials

(¥ Guided Tour v 3= Customize page
Unified incidents and alerts

145 active incidents

Service sources: Defender XDR, Sentinel, Defender for Cloud, Endpoint, Office, and Applications

In progress Resolved

24 57

Active incidents by severity

= High B Medium W Low Informational

Closed incidents by classification
IS a4 4@

M True positive [ False positive M Benign positive Undetermined

Closed incidents and alerts over time

11/09 1110 1m/m 11/12 11713 1114

B incidents W Alerts

View all incidents

Sentinel data connectors SOC optimization

48 data connectors Your optimized data

Active connectors Unhealthy connectors Active Completed Dismissed

34/48 12/48 7 2 2

1/15

Sentinel automation

33 automation rules

Closed incidents Time saved Actions performed
6 23 hours 259

Actions performed by type
L

W severity W Owner M Status Comments

Configure automation rules  View workbook

Entities from Sentinel

Discovered entities related to incidents

12.3K Hosts
11.8K IPs

1.6k Azure resources
View all entities

Secure score

Secure Score: 50.91%
707.09/1389 points achieved

Microsoft Secure Score is a representation of your
organizations's security posture, and your opportunity
to improve it.

Featured Threat intelligence articles

Storm-0062 attempts to exploit
CVE 2023-22515 in Atlassian
Confluence \

Storm-0062

1 day ago | 5 indicators

Diamond Sleet compromises
TeamCity servers

Diamond Sleet T1584-Comnimise infrastru

+2

6 day ago | 15 indicators

WS FTP Server critical
vulnerabilities

T1190 - Exploit Public-Facin,

7 days ago | no indicators

Threat overview: Exfiltration
TADO10 - Exfiltration

9 days ago | no indicators

See more in Intel explorer

What's new

3,315

e

Using advanced
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@ntoso Microsoft Defender

= Incidents > SAP financial process manipulation attack disrupted a Copilot 2 X
@ i i i i : . . .
SAP financial process manipulation attack disrupted @ Copilot Manageincident @ Activity log A T
7 PR RIT
I W mEm High @ Active _- _ 107.189.30.22 to the organization's SAP application..
See more
®
Attack story Alerts (13) Assets (7) Evidence & Response (4)
& e — Recommended actions
Nov 15, 2023 6:48 AM
Alerts < of Layout v @ Group by v > Information
(b y' p by AH 7) Unfinished =
> 13/13 Active alerts 32 Unpinall  © Show all + Incident details
Ce Triage A
= Incident ID 2356358
S @ rovs 2023 241 AM '| ) Active B Py Ratice ol
A potentially malicious URL click was detected 9 9 @ Completed
i Classification BEC financial fraud multi-stage attack
(" d&jonathan.wolcott@contoso.com ) . 2 Classified as ‘BEC financial fraud multi-stage attack’
Categories Credential access, Initial
. _ access, Persistence,
e @ vovis2023242AM | @ Active Btscoveiy; Callection, ® i = I&
Possibly malicious URL clicked Impact
Q cont-jonathan.pc & Jonathan Wolcott ) - h jonathan.wol i fi
fh) ) P! First activity Nov 15, 2023 2:41 AM Contact the user jonathan.wo C(?t(@MIC-TOSO‘t:COI‘n
) on Teams, and ask them to confirm their activity
< ° Last activity Nov 15, 2023 6:48 AM
@ 1ovi15.2023243AM | @ Active coRtjonetiLEs Dear Jonathan Wolcott, we have identified suspicious
o Zscaler - phishing URL click detected = Office 365 activities for your account on Nov 15, which we would
2 & Jonathan Wolcott T e TR Impacted assets like to verify with you.
10) sy > ‘ ‘ « At 2:45am, suspicious logon attempts were
% | @ Acti Devices Risk score identified fdyour account to the organizational
- . :ovf15. '?if)ZB 2 5 A.M A(flve 107.189.3022 0 Q cont-jonathan.pc mEE High SAP application, initiating from an uncommon lo...
nfamiliar sign-in properties g )
SAP-0 SAP-01-Host mmm High
& Jonathan Wolcott & SAPO: How 9 See more
f )Noso bonus’
Users Investigation priority @B Contact user in Teams  view user
. Nov 1.5'.2023 Z43AM | ..A“'."E e SR & Jonathan Wolcott mmm High
Suspicious SAP authentication AP acosse locked 0 Al generated. Verify for accuracy %O v
& Jonathan Wolcott O&SAP-01 [ SAP-01-Host e AD user disabled Fr Mailboxes
jonathan wolcott@contoso.com
& jonathan.wolcott@conto... Contain A
@ ovis202344aaM | @ Active
Suspicious user viewed SAP financial info Applications
& Jonathan Wolcott ©SAP-01 [ SAP-01-Host . @ Completed
O Office 365 User Jonathan Wolcott’ was suspended by
. Nov 15, 2023 4:45 AM | @ Active automatic attack disruption

SAP - Multinle Filec NDownlaad ey —T —
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https://defender.microsoft.com

((:ontoso Microsoft Defender

Incidents > SAP financial process manipulation attack disrupted

SAP financial process manipulation attack disrupted
CLCRCETN IR o ivoion | 5o2 000 J oxcions | crom e s

Attack story Alerts (13)

Alerts

Assets (7) Evidence & Response (4)

< Jonathan Wolcott <O 5AP-UT | SAP-UT-Host

Nov 15, 2023 4:45 AM | @ Resolved
SAP - Multiple Files Download
& Jonathan Wolcott

Nov 15, 2023 5:47 AM | @ Resolved
Suspicious user attempted to modify SAP financial inf
& Jonathan Wolcott O SAP-01 [J SAP-01-Host

Nov 15, 2023 4:48 AM | @ Resolved
SAP fraud attack

& Jonathan Wolcott ©SAP-01 [ SAP-01-Host

Nov 15, 2023 6:16 AM | @ Resolved
Suspicious inbox manipulation rule
& jonathan.wolcott@contoso.com

Nov 15, 2023 6:17 AM | @ Resolved
BEC financial fraud

& Jonathan Wolcott

Nov 15, 2023 6:46 AM | . Resolved
Possible exfiltration to a malicious domain
Q cont-sarah.pc

Nov 15, 2023 6:48 AM | @ Resolved

o Layout v

(onne(hov@ Association

{} Possible exfiltration to a malicious domain X

Nov 15, 2023

6:44:00 AM

6:44:00 AM

6:44:00 AM

6:45.00 AM

6:46:00 AM

@ Group by v

v @&
v @

v

£ Uncommon SAP files download to device

mEE High @ Detected O In progress

+
(@) ==
107.189.30.22 .
cont-sarah ne
v Expand all
[8880] psexesvc v
The hidden script ‘dropper.ps’ was executed v
£33 [6696] powershell.exe v
€§3 powershell.exe executed a script - Nonlntera... v
()  Outbound connection to SA... _ v
(3 File create diagnostics.zip ¢

@) copilot

> Information

4} Possible exfiltration to a malicious domain

/£ Manage incident

D Copilot G X
B Activity log Teams -
Contain A
(&) Completed

User Jonathan Wolcott’ was suspended by
automatic attack disruption

<~ Back to incident details

mmm Highrisk O In progress

Alert state

Classification
Not set

Set classification

Alert details

Category

Exfiltration

Service source
Microsoft Defender XDR

Generated on
06:46:03.722 AM

Last activity
06:46:03.722 AM

Description

Country
Finland

IT bmmcn

Investigate o~
Completed
Assigned to ® P
Multi-stage attack IP “107.189.30.22" is matching known actor: |
Assign to Storm-0928
Remediate e
Techniques
¥ @ New
Exfiltration

Remediate the compromised account
Detection source

g To remediate the compromised account, run the ‘User

remediation’ playbook to reset their password, force

: e new sign-in and re-enable the account.
First activity 9

04:45:13.003 AM Run ‘User remediation’ playbook

View or edit ‘User remediation’ playbook

. New
Resolve incident and generate a summary report
Company site

HelsinkiMainSite Resolve and generate report

Hane damackasans



A to mozna i kdyz spite...

= Automaticka investigace a reakce (AIR)
= Automatic Attack Disruption (XDR)
= Automation a Playbooks (SOAR)

Incident created
for potentially
compromised

user




Case study: OAuth application consent phishing campaign attack flow

High privilege scope

App created in requested . _
Sl co.nsen_t = : . 1 . Created inbox forwarding
phishing links in compromised (MailboxSettings. o
email body tenant ReadWrite and
files.readwrite.all)
Initial access Credential access Persistence Defense evasion Privilege escalation Collection Exfiltration Defense evasion

Threat actor

(=)
e—C

-©®

Known app names/

o logo impersonation
Steal application Keyword searches

token 6 in email

OneDrive

v > » N

Microsoft Defender for Office 365 Microsoft Defender for Cloud Apps Microsoft Defender for Cloud Apps Microsoft Defender for Cloud Apps
Phishing moved to spam App impersonating a Microsoft logo High privileged app alert Mass email sent, Mass deleted emails

Delete emails
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Home

Incidents & alerts
Hunting

Actions & submissions
Threat intelligence
Learning hub

Trials

Partner catalog

Exposure management
Overview

Attack surface
Exposure insights
Secure score

Data connectors

Assets

App impersonating a Microsoft logo

@ Part of incident: Suspicious activity incident View incident page

B Office 0365 Mail Outlook App (Microzoft)

OAuth app
Alert story /" Maximize
What happened A

The non-Microsoft cloud app (Office 0365 Mail Outlook App (Microzoft)) is using a logo that was found by a machine learning
algorithm to be very similar to the proprietary logo for Outlook. This can be an attempt to impersonate Microsoft software
products and appear legitimate.

Recommended actions A

1. Investigate the app's registration details on app governance and visit Azure AD for more details.
2. Check the app for other signs of spoofing or impersonation as well as any suspicious activity.
3. Verify whether the app is critical to your organization before considering any containment actions. Deactivate the app using

app governance to prevent it from accessing resources. Existing app governance policies might have already deactivated the app.

X
App impersonating a
& Microsoft logo
mmm Medium @ Unknown
® New
V4 Manage alert
INSIGHT
Quickly classify this alert
Classify alerts to improve alert accuracy and
get more insights about threats to your
organization.
Classify alert
Alert state ~

Classification Assigned to
Not Set Unassigned
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Home

Incidents & alerts
Hunting

Actions & submissions
Threat intelligence
Learning hub

Trials

Partner catalog

Exposure management
Overview

Attack surface
Exposure insights
Secure score

Data connectors

Assets
Devices
Identities

Applications

Endpoints

App governance

Get in-depth visibility and control over OAuth apps integrated with Azure Active Directory, Google, and Salesforce,

Overview  Microsoft 365  Google

L Search

Salesforce  Alerts

Policies

& What'snew [ Learn more

Apps
132 apps found ©

72 overprivileged apps ©
79 unused apps ©

86 highly privileged apps ©

View all apps

Incidents

49 unresolved incidents
1 threat incidents
48 policy incidents

View all incidents

Latest incidents

Last Activity  Severity

7/14/2024 mmm High

7/14/2024 mmm Low

7/11/2024 wmmm High

7/10/2024 wmmm High

7/10/2024 mmm Medium

7/8/2024 mmm Medium

7/2/2024 wmmm Medium

6/29/2024 mmm Medium

6/27/2024 mmm Medium

6/27/2024 mmm Medium

Incident name

Suspicious activi...

Unused app

Suspicious activi...

Suspicious activi...

Suspicious activi...

Unused app

Suspicious activi...

Suspicious activi..

Increase in data ...

Suspicious activi...

Source

, Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

View all incidents

Predefined policies

Your predefined policies
are active

Watch out for alerts from default policies that identify risky apps,
such as apps with excessive privileges, unusual characteristics, or
suspicious activities.

Active predefined policies 12/12

View predefined policies

Apps that accessed Microsoft 365 services @
Last 30 days

OneDrive 0/8

SharePoint 0/1

&

&

F

o
~
@

Exchange 0/12

View apps

Sensitive data accessed ()

No items to show

Data usage (D

Data usage for various services and resources that were accessed
using Microsoft Graph and Office 365 Exchange Online APls

Services
150G8
10068
me— -
. T
5068 .
J—
0cs . !

Apr May June July




Disrupt attacks in real-time

N
Pre-Breach O @9 Post-Breach
Incident
R v
Analyze attack paths Unify the investigation
and reduce exposure experience and

accelerate response




The combined defensive stack

The flywheels of defense

| Pre-breach Post breach — ‘Toolbox’

Defender Sentinel



The “Security Graph” — a map of the enterprise

Entity resolution and enrichment

Clean, normalize, aggregate, de-duplicate, contextualize

Vulnerability management

Email security

Asset metadata

Identity security Activity logs

Endpoint security Admin actions
Configuration data
SaasS security
Policy state
Application security

Security findings

Cloud security Heslthistate

External attack surface

~
‘ Input

Device

* A

A Security risk * Asset value

Container

Container

Business owner = Relationship

Attack path J

Output\

Cloud
workload

®

. -

Attack surface
discovery

Continuously discover, inventory
and contextualize the
organization's asset attack surface

Attack path analysis

Prioritize weaknesses by
considering the attacker's
perspective, moving away from
the traditional siloed approach

Critical assets
identification

Identify the assets in your org you
should care more about

Understand blast radius

Understand potential
downstream impact of attack as
they happen and take appropriate
measures
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https://sip.security.microsoft.com/exposure-overview?tid =4h2462a4-bbee-495a-a0e1-f23ae524cc...

Microsoft Defender | contosohotels.com

Exposure management A
Overview

Attack surface A
Map

Attack paths
Exposure insights A

Initiatives
Metrics
Recommendations

Events

Secure score

Data connectors

Assets v
Endpoints v
Identities v
Email & collaboration N
Cloud apps N/
Reports

Health

Permissions

Settings

More resources

/O Search

Exposure management overview

Your assets, at a glance

How protected is your

Onboarded devices

organization? 33 589

- Internet facing devices
Our security exposure management tool offers key 0

insights, metrics and customized initiatives for a
centralized overview of your risk landscape.

Key initiatives ©

Ransomware Protection e Endpoint Security W%
60% g 50%
T 3% == (last 14 days) No change (last 14 days)

Top metrics Attack surface map

Name Current V Search

)
8

% of missing best practices for devices against "On-premise...
% of endpoints where the host Firewall is disabled or misco... © 100%

% Azure relational database without geo-redundant backup... & 100%

=
% containers images with high severity vulnerabilities
r— =
% of missing best practices in Sharepoint Admin Center to ... @ 100% =
] !
o, s P - Q6 179 Devices
% storage accounts without network access restriction usin... 99.17%
_ Total assets
589

Discovered devices

Cloud resources

[ Add a suggestion 10 Guided tour

Vulnerability status

Devices with Critical vulnerabilities
_—----—--— - 118

Devices with High vulnerabilities

secoxp.ninja

79
identilies Devices with Zero day vulnerabilities
7.7k vo
See all
Business Email Compromise - Financia... Cloud Security [Preview] ¢
74% 84% s
™10% —— (last 14 days) $-1% (last 14 days)
Critical asset summary
Critical assets
W Critical asset management
View in device inventory
Critical devices Highly-exposed critical devices
TS 20 7
' | { & ) Critical devices with high risk Internet-facing critical devices
Y/ N oA 1 3
o
Cloud View in advanced hunting

Critical identities Critical cloud resources
160 41142



Aktualizujte SW i HW

Nastavte SPF, DKIM, DMARC

Zakazte uzivatelum registraci OAuth aplikaci
Nasadte Conditional Access politiky
Pouzivejte Phishing Resistant metody
Zapnete Defender for Endpoint

Vynutte Tamper Protection

Dokumentujte a logujte

Vyuzijte Identity Protection

Kontrolujte MDM Compliance

Kouknéte se obcas do stavajicich konzoli a reste ty upozorneni...
Ulozte si kontakty na KPCS CZ;-)



Agents to empower roles across security and IT

Human
supervised

Continuous
learning

Security
and IT teams

Microsoft
Security Copilot

Microsoft Security
Copilot agents

Microsoft Security

4 t Phishing Triage
r¥ L%

+ Alert Triage in DLP and IRM
r+ = 2
{ + Conditional Access Optimization
(% Vulnerability Remediation

( t Threat Intelligence Briefing

Partner ecosystem

/¥, Privacy Breach Response
" by OneTrust

/¥, SecOps Tooling
" by BlueVoyant

Network Supervisor
by Aviatrix

/¥, Alert Triage
by Tanium

/'t Task Optimizer
by Fletch
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Ze uz pouzivate a platite za sluzby Microsoft 365?
Vyuzijte jejich benefitll na maximum!

O

Definujte priority bezpecnosti: Zero Trust Workshop by KPCS
Overte si realitu IT prostredi: Security Risk Assessment by KPCS




Dotazy a diskuse

Petr Vik

Microsoft MVP

Microsoft 365 Enterprise Security Architect @ KPCS CZ
vik@kpcs.cz



mailto:vlk@kpcs.cz




	Snímek 1: Že štěstí přeje připraveným?
	Snímek 2
	Snímek 3
	Snímek 4
	Snímek 5
	Snímek 6: Sofistikované útoky jdou napříč doménami
	Snímek 7: Ochrana nikdy nebyla náročnější
	Snímek 8: Jak je vaše organizace schopna…
	Snímek 9: Plán ochrany vaší organizace
	Snímek 10: Nebo minimálně…
	Snímek 11: Malá případová studie
	Snímek 12: Co chybělo
	Snímek 13: Co bolí nejvíce
	Snímek 14: Jak tedy reagovat, VOL.1
	Snímek 15: Jak tedy reagovat, VOL.2
	Snímek 16: Akce a reakce, nebo spíše prevence? 
	Snímek 17: Logování aneb auditní stopa
	Snímek 18: Pravidla pro podmíněný přístup
	Snímek 19: Adversary-in-the-Middle (AiTM)
	Snímek 20
	Snímek 21
	Snímek 22
	Snímek 23
	Snímek 24: A to možná i když spíte…
	Snímek 25
	Snímek 26: Dívejme se do těch konzolí
	Snímek 27: Generátor chaosu, uživatelé
	Snímek 28
	Snímek 29
	Snímek 30
	Snímek 31: Demo
	Snímek 37: Aktualizujte SW i HW Nastavte SPF, DKIM, DMARC Zakažte uživatelům registraci OAuth aplikací Nasaďte Conditional Access politiky Používejte Phishing Resistant metody Zapněte Defender for Endpoint Vynuťte Tamper Protection Dokumentujte a logujte 
	Snímek 38
	Snímek 39: Že už používáte a platíte za služby Microsoft 365? Využijte jejich benefitů na maximum!
	Snímek 40: Dotazy a diskuse
	Snímek 41

