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Reminder: PowerShell DSC



PowerShell DSC LifeCycle



DSC Modes

Push

Pull

– File Share (SMB)

– Web Service (HTTP)

– Azure Automation DSC





Push Model Drawbacks

 Not scalable

 All nodes have to be online

 Resource modules must be present on clients

 No central log





SMB DSC Pull Server



DSC Share Contents

Configuration Modules



Creating File Shares using DSC



Generating Checksum Files



Demo



Client Configuration



Client Configuration



Demo



SMB Pull Server Drawbacks

 Not suitable for internet

 No feedback

 Requires Failover Clustering for HA

 Client IDs are required



Web DSC Pull Server



Installing the Web Service



DSC Web Service Configuration



IIS Site



Service Directory (Default Path)



Demo



Client Configuration



Demo



Monitoring DSC

Get-WinEvent -LogName "Microsoft-Windows-Dsc/Operational"

wevtutil.exe set-log "Microsoft-Windows-Dsc/Analytic" /q:true /e:true

wevtutil.exe set-log "Microsoft-Windows-Dsc/Debug" /q:True /e:true



Windows Event Log



Reporting



Demo



Azure Automation DSC



Azure Automation DSC 



Usage Options

 Azure virtual machines (Classic + ARM)

 Amazon Web Services (AWS) virtual machines

 Physical/virtual machines on-premises

 Report-only endpoint from on-premises

 Windows + Linux



Azure Automation



Compiling Configuration into MOF



Configuration Parameters



Compiling Configuration into MOF



Uploading Custom Modules



Importing Modules from Gallery



Adding VM Nodes



Adding VM Nodes



Azure VM Extension



Checking the Compliance



Demo
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