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Reminder: PowerShell DSC

Configuration webSiteConfig
{

Node MywebServer

{
wWindowsFeature IIS
{
Ensure "Present"”
Name "web-server"
}

Website MywebSite

Ensure = "Present"

Name = "MywebSite"

PhysicalpPath = "C:\Inetpub\MywebSite"
State = "Started"”

Protocol = @("http")

BindingInfo = @("*:80:")




PowerShell DSC LifeCycle

Node Configurations

(.MOF configuration documents) Nodes

Configurations

Configuration SharePoint {
Node webService {

#Install the IIS Role
wWindowsFeature IIS {

Ensure = “Present” Compiled, put | "
Name = “Web-Server” on pull server Applied
} > >

(via compilation jobs) (via node pulls)

Sharepoint.

#Install ASP.NET 4.5

wWindowsFeature ASP {
Ensure = “Present”
Name = “Web-Asp-Net45”

}




DSC Modes

= Push

= Pull
— File Share (SMB)
— Web Service (HTTP)
— Azure Automation DSC



Push Model Mot So"Phas

) S Dbk (Declarative configuration is
Authoring Phase gihg reified through imperative

(May include imperative - Fully declarative configuration providers.)
as well as declarative representation using DMTF

code) standard MOF instances
Configuration is calculated for

all nodes
PSV1, V2, V3

Configuration

PS \/4**x Staging Area ~———————>
(Contains DSC data)

3 party
languages and
tools

Imperative
Providers
*** When authoring in PowerShell, on top of PSV3
imperative features, PSV4 adds: Providers implement changes:
« Declarative syntax extensions » Monotonic
« Schema-driven Intellisense « Imperative
« Schema validation (early-binding) » Idempotent = Microsoft




Push Model Drawbacks

= Not scalable

= All nodes have to be online

» Resource modules must be present on clients
= No central log



P u M Od e| “Make it So” Phase

: e Do (Declarative configuration is
Authoring Phase g1 reified through imperative

(May include imperative - Fully declarative configuration providers))
as well as declarative representation using DMTF '

code) standard MOF instances
Configuration is calculated for

all nodes
PSV1, V2 V3

Pull Server

PS V4*** (Contains DSC data :
and Modules)

3 party
languages and .
tools Imperative

Providers

*** When authoring in PowerShell, on top of PSV3
imperative features, PSV4 adds: Providers implement changes:
« Declarative syntax extensions » Monotonic
» Schema-driven Intellisense « Imperative
» Schema validation (early-binding) « Idempotent Microsoft




SMB DSC Pull Server



DSC Share Contents
Configuration

1 4b BB %a-ee fe-42%-b717-31Ta37obabct. mof
(4B TbBf%a-ee fe-420-b717-31Ta37obabct.mof.checksurm
Jelbodaeda-cth2-43d7-0ee2-032 68 0ethbt 7. mof
Jelbdaeda-cth2-43d7-0ee2-03268F0etb 7. mof.checksum

Modules

‘!_. xTrmedone_1.3.0.0.zip

Mjl xlimefone_1.3.0.0zip.checksum

i_. XMebAdministration_1.11.0.0.zip

M:l MebAdrinistration_1.11.0.0.zip.checksum




Creating File Shares using DSC

Node SNodeName

1

File ConfigDhrectory

1
Type = 'Directory’
DestinationPath = $RepositoryPath
Ensure = 'Present’

¥

x5SMBShare ConftigShare

1
Depends0On = "[FilelConfigDirectory’
Name = "Configuration’
Path = SRepositoryPath
FullAccess = 'Ewveryone'
Ensure = 'Present’



Generating Checksum Files

PS > New-DscChecksum -Path C: \DSCRepos1tory -Force -Verbose
"C:\DSCRepository\4b/b8f9%a-ee/e-429e-b717-311a3/76babcf.mof.checksum’

VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE:
VERBOSE:

Overwrite
Overwrite
Overwrite
Overwrite
Overwrite
Overwrite

checksum
checksum
checksum
checksum
checksum
checksum

file
file

file
file
file
file

o 53

\DSCRepository\cNtfsAccessControl_1.3.0.z1p.checksum’

C:\DSCRepository\elbdaeda-ctfb2-43d7-9ee9-93268fbefbf/ .mof.checksum’

] 3%

) s

'C'\DQCRPpOCitory xSmbShare_1. 1 0.0. zip checksum’

\DSCRepository\xTimeZone_1.3.0.0.z1p.checksum’
\DbLRep0f1tory\xwebAdm1n1stratwon_l.ll.O.O.41p.checksum'




Demo



Client Configuration

DscLocalConfigurationManager )
Configuration SMBClient

1
Node 5A11Modes.NodeName

1

Settings

1
RefreshMode "Pull’
ConfigurationID ENode. Guid
ConfigurationMode "ApplyAndAutoCorrect’
ConfigurationModeFrequencyMins 15
RefreshFreguencyMins 30
RebootNodeIfNeeded ttrue
ActionaAfterReboot "ContinueConfiguration’

gunfiguratiunREpQEitnrySharE SMEReposi1tory
¢ SourcePath “SJJon-dclh\DSCRepository '
%EsuurceﬁepuﬂiturySharE SMBRepository

! SourcePath “\MWlon-delhDSCRepository”

¥



Client Configuration

af
# MNode specific data
Al MNodes = &(

&
NodeName = "LON-S5VR1°®
Guid = "egledaeda-ctb2-43d7-9ee9-93268F6efthbf7"
1.
B
NodeName = "LON-S5VR2"
Guid = "4dh7b8T9a-eefe-42%e-b717-311a376bagct"”
¥



Demo



SMB Pull Server Drawbacks

= Not suitable for internet

= No feedback

» Requires Failover Clustering for HA
» Client IDs are required



Web DSC Pull Server



Installing the Web Service

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Web Server Role (IIS)

Role Services

Confirmation

Select one or more features to install on the selected server.

Features

/-E"Wﬁ'n_dows PowerShell 2.0 Engine

[ ] Windows Biometric Framework
[ ] Windows Feedback Forwarder
[] Windows Identity Foundation 3.5
[ ] Windows Internal Database

4 [H] Windows PowerShell (2 of 5 installed)

Windows PowerShell 4.0 (Installed)

indows PowerShell Desired State Configurati

Windows PowerShell ISE (Installed)
[ ] Windows PowerShell Web Access
Windows Process Activation Service
[ ] Windows Search Service
[ ] Windows Server Backup

1 Whindaae Cancne Miaratinn Tanale




DSC Web Service Configuration

xDscwWebService PSDSCPullserver

1
Ensure "Present’
EndpointName 'DSCPul lserver’
Port 8080
PhysicalPath "$Senv:SystemDrive\inetpub\PSDSCPullserver"
CertificateThumbPrint $CertificateThumbPrint
AcceptSelfsignedCertificates $true
State "Started’
DependsOn " [WindowsFeature]DSCServiceFeature’



IS Site
Comnections

Q-5 8

— qﬂ =tart Page

485 L ON-DCT (CONTOSOAdmin
----- J.J Application Pools
j--E Sites

446D DECPullServer

[:-53] Server Farms

“ DSCPullServer Content

Filter: - 0 Go - g Show All | Group by: Mo Grouping
Marme = Twpe

I bin File Folder

| Global.asax ALK File
MjF'SDSCF‘uIISewer.me FACF File

_ PEDSCPullServer, s =2 File

= PEDECPullzerverxmil

_web.config

#ML Docurment
iCOMFIG File




Service Directory (Default Path)

niFn- |

Home Share Wiew v 0

(€ (3) ~ 1| L ca\Program Files\WindowsPowerShell\DscService] Search DscSe... P

> W | =

Configuration Modules Devices.edb Devices.mdb edb.chk

B by b b by

| | | |

edb.log edb00004.log edb0000B.log edb0000C.log edb0000D.log
B B E 2

146 items 1 item selected
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Client Configuration

[DscLocalConfigurationManager ()]
Configuration webClient

! Node $ATTNodes.NodeName
! Settings
! RefreshMmode = "Pull’
ConfigurationID - $Node.Guid
gﬂnfiguratﬁnnHEpGSitDrwab webRepository
‘ ServerURL = "https://lon-dcl.contoso.pri:8080/PSDSCPullserver.svc’
éeanurceRepnsitnrwah WebRepository
¢ SserveruUrL = '"https://lon-dcl.contoso.pri:8080/PsSDSCPullserver.svc’
%epnrtServerWeb wWebRepository
¢ ServerURL = "https://lon-dcl.contoso.pri:8080/PSDSCPullserver.svc’
, ¥



Demo



Monitoring DSC

Get-WinEvent -LogName "Microsoft-Windows-Dsc/Operational”

wevtutil.exe set-log "Microsoft-Windows-Dsc/Analytic” /g:true /e:true
wevtutil.exe set-log "Microsoft-Windows-Dsc/Debug" /g:True /e:true



Windows Event Log

i Fwent Properties - Event 4332, Desired State Configuration -

General | Details

Job {6EZ57339-1AB9-11E6-30ES-001550051EQ0]

Resource execution sequence i [File]DSChirectary, [xSmbShare]DSC5hare, [cMNtFsPerrmissionEntry]
DEChirectorgACET, [cMtfsPermissionEntry]DECDIrectongACE2, [cMEfsPermissionEntry]
DEChirectorACES, [cMifsPermissionslinheritance]DACDirectorylnheritance,

Log Marme: Microsoft-Windows-Desired State Configuration/Operational
Source: Desired State Configuration  Logged: 51552016 9:24:01 AR
Ewent |D: 4332 Task Cateqorg: Mone

Lewel: Information Eeywords:

User: s TEM Computer: LOM-DCY contosa.pri
OpCode: Info

tdare Information:  Bwent Log Online Help

Copy Close




Reporting

Filter

* Add critena ¥

StartDate HostName | Status Type DurationinSeconds | RebootRequested |
2016-05-15T18:07:13.3850000+02:00 LOMN-5VR1  Success Initial
2016-05-15T18:08:04.8820000+02:00 LON-5VR1  Success LocalConfigurationManager
2016-05-15T18:08:05.1590000+02:00 LOMN-5VR1  Failure Initial
2016-05-15T18:08:05.3630000+02:00 LOMN-5VR1  Success Initial
2016-05-15T18:08:16.0810000+02:00 LON-5VR1  Success LocalConfigurationManager
2016-05-15T18:08:16.1790000+02:00 LON-5VR1  Failure Initial
2016-05-15T18:09:00.0840000+02:00 LON-5VR1  Success LocalConfigurationManager
2016-05-15T18:05:00.5140000+02:00 LOMN-5VR1  Success Initial
2016-05-15T18:14:58.5550000+02:00 LON-5VR1  Success LocalConfigurationManager
2016-05-15T18:14:59.0740000+02:00 LOMN-5VR1  Success Initial

Falze
Falze
Falze
Falze
Falze
Falze
Falze
Falze

False

0
0
0
0
0
0
0
0
0
0

False




Demo



Azure Automation DSC



Azure Automation DSC

Azurs Portal

PawerShell

DSC APl .-m L — -

Microsoft
C# 5DK

Operating System

n WMFS Generated
meta
or configuration

& g

# Desired State Configuration
(D5C)

Azure Automation

ﬂ Compiled into node

configurations and encrypted

Pull node configuration
and modules

G = T 7

Report L

A configuration Azure Virtual Local Resources
status Machines

Machines 1 | Resources

Machines configured

to receive DSC

Enter

Azure

prise




Usage Options

= Azure virtual machines (Classic + ARM)

= Amazon Web Services (AWS) virtual machines
= Physical/virtual machines on-premises

» Report-only endpoint from on-premises

= \WWindows + Linux



Azure Automation

50

- & # B8

SCDemo » DSC Configurations

{:{3 DSCDemo

] - v

Delete Mowve Feedback

Essentials -~

Resource group
TechEd
Location
West Eurcpe

Subscription name

Windows Azure MSDN - Visuza

Runbooks

15

D5C Configurations

[
bt
=

Refresh

P RO

Status
&7 Active
Last modified
5/15/2016, 6:25 PM
Last modified by
Studio Ul..g* michael.grafnetter@outlook.com

Add tiles

@

: 18 =
Jobs 0 gj ASSETS

Hybrid Worker Groups

D5C Mode Configurat... D5C Modes

0= 0%




Compiling Configuration into MOF

D WebFarm D WebFarm

& X

Compile Export Delete

Essentials Configuration WebFarm
Resource group Account Impaort-DscResource -MeoduleMame PSDesiredStateConfiguration
TechEd DSCDemo Impaort-DscResource -ModuleMame xWebAdministration
Location Subscription name Import-DscResource -ModuleMame xTimeZone
westeurope Windows Azure MSDN - Visual Studio UL,
Subscription 1D Status Node WebNode
fa16a6a4-54d5-4a55-9ac-cafceOeff2b7 Published d
. ) ~ - ~ WindowsFeature 115

Last published Configuration source
5/15/2016, 8:40 PM View configuration source d

Ensure = 'Present

i Mame = "Web-Server'
Add tiles
Deployments ta Pull Server @ H
Compilation jobs {F”E HomePage
DependsOn = '[WindowsFeature] |15
STATUS CREATED LAST UPDATED
Ensure = 'Present
Type = "File’
I Cusued 5/15/2016, 840 PM 5/15/2016, 8:40 PM DestinationPath = 'Cinetpub\wwwroot\index.html’

Contents = "<hl>Hello Wardd! < /h1>'



Configuration Parameters

Configuration webFarm3

{

param(
Parameter(Mandatory Strue)

validateNotNul lOrEmpty ()
string] $Text




Compiling Configuration into MOF

. ACQ THes
Contl guration WebFarm Available on Pull Server
i
?Dde WebNode Mode Configurations
wWindowsFeature IIS
{ 1
Ensure '"Present’
Name "Web-Server'
1 NAME LAST UPDATED
? Te HomePage WebFarm WebNode 5/15/2016, 8:42 PM
DependsOn '[WindowsFeature]IIS'
Ensure 'Present’

Type "File'




Add a
modulke fu}

AzureHM.Compte
AzureRk. Profile
AzureRk Resources
AzureRkd, 5g1

AzureRkd, Storage

Microsoft.Powershell. Core
hicrosoft.Powershell Diagnost.,,
Microsoft.Powershell.Manage..,
Microsoft.Powershell Security
Ficrosoft.Powershell bty
kicrosoftyishan Managernent

Orchestratorfssethbdanagerne..,

wTirmedone

4/ 20T, Ldd AN

47262078, 2:48 AM

472672018, 2:49 A0

42672078, 2:50 AM

4726/2016, 2:50 48

472652078, 2:45 AM

472652018, 2:45 AM

4/26/2016, 2:46 kA

4/26/206, 246 A8

472652018, 2:47 A

42672078, 2:47 AM

4526/2016, 2:57 Ak

5A15/2016, 9:20 AM

Aeeallable

Anrailable

Arailable

Available

Auailable

Anrailable

Arailable

Musailable

Auailable

Available

Available

Auailable

Aueailable

Uploading Custom Modules

D Add Module

’ Importing a module may take
. several minutes,

* Upload File {zip format, 100 ME max size) @




Importing Modules from Gallery

PowerShell Gallery

Home Get Started

3,311

Downloads

2,672

Downloads of 1.3.0.0
2015-09-11

Last published

Project Site
License

Contact Owners
Report Abuse
How to Download
Module Statistics

Register | Sign in

ltems  Publish  Statistics Search Items Q

xTimeZone 1.3.0.0

This DSC Resources can easily set the System Time Zone.

Inspect

PS> Save-Module -Name xTimeZone -Path <path>

Install

PS> Install-Module -Name xTimeZone

Deploy
ﬁ Deploy to Azure Automation
See Get Started for more details.

Owners

|
| : : I PowerShellTeam



iIng VM Nodes

Add Azure VMs

Select VMs

Virtual Machines
Select virtual machines to onboard

Registration
Configure registration data

Create

Azure Linux VMs are not supperted for in-portal onbearding, though they may appear
in the list below. Azure Classic VMs will not appear in the list below but can be
cnboarded using the Azure Classic YMs experience, via All settings -» Extensions -=
Add -> Azure Automation DSC.

MNAME TYPE LOCATION
MyCoolV2Vixyz Microsoft.Compute/virtualMachines centralus
Winserver2k12R2 Microsoft.Compute/virtualMachines centralus




Adding VM Nodes

Add Azure VMs Registration

* - - )
Virtual Machines Registration key

Select virtual machines to onboard > CUERRG Secondary key

Registration S MNode Configuration Name
Configure registration data | [ |

Refresh Frequency

30 ‘

Configuration Mode Fregquency

s |

Configuration Mode

| ApplyAndMonitor W |

Allow Module Cverride

]

Eehnnt Mnds if Masdad




Azure VM Extension

Settings . Extensions DSC

[ ]
MYCoolVMxyz2 MY CoolVMayz2 MYCoolVMxyz2

L o il

Delete

search sattings PUBLISHER
- PUBLISHER MAME VERSION STATUS . }
Microsoft.Powershell
VIRTUAL MACHIMNE {CLASSIC) Micmsoft.(ompute BGInfo 122 F{ead}* VERSION
1.10.1.0
tl Properties * Microsoft.Powershell DSC 1.10.1.0 Success STATUS
_ _ Success
= Disks *
MESSAGE
1P addresses 5 DSC configuration was applied successfully,
View detailed status
Il Endpoints >
o Load balanced sets >
A2 Availability set >
1

Extensions ¥



Checking the Compliance

D DSC Nodes

+ +

Add Azure Add
VM on-prem...

MNAME STATUS MNODE CONFIGURATION LAST SEEM

DSCTESTYM +" Compliant WebFarm.WebNode 5/15/2016, %:24 PM



Demo



Configuring PowerShell
Desired State Configuration Pull Server

Michael Grafnetter
Mainstream Technologies




