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GET DATA

The attack doesn't stop there. Attadkers
lock for the nest set of credentiaks

with elevabed permissions to acoess
senvers. Once elevated credentialks are
obtained and servers ane compromised,

GET COMTROL

The witimate goal of the attaders may be
o ain acoess bo the domain contraliers,

the central cieaning hub for all cedentals
and identities. Once compromised, an




Advanced Hacking Tools

® Grab File Edit Capture Window Help = (=D (0:02) Wed 11:00PM 4) seclab Q

Cobalt Strike

Cobalt Strike View Hosts Attacks Workspaces Help

‘ [ ] auxiliary Find Attacks
[ exploit Hail Ma

[+ [ payload = i
| [ post Packages

R au | Manage 67.180
§pear Phish Auto-E)_(pIOit Server root (0) Pineapple

Client-side Attacks

Clone Site

Firefox Addon Attack
Signed Applet Attack
System Profiler w

o8 0b aed 172.16.42.42
172516432 rlphaol G dk12 88SH raphael:mudge (172.16.42.42:22)

GuUuEeEsEw.|

10.73.31.149 10.73.31.186 .73.31.45 10.73.31.40 .73.31.176 10.73.31.6 10.73.31.1 10.73.31.10

Event Log X ’ Jobs X ] Services X I multi/gather/ping_sweep X Services X ‘ auxiliary X ’ auxiliary X l Shell 93 X ’ Services X ‘

02:44:59 [*] Meterpreter session 94 opened (10.195.21.54:8181 -> 67.180. . :48124) at
2012-06—14 02:44359 +000° Current Call
02:46:17 * raffiz added pivot: 10.73.31.0 255.255.255.0 94 ® E]lhnm
02:46:27 * raffiz ping sweep: 10.73.31.0/24 via 94 O3t
02:49:37 * raffiz launched msf scans at: 10.73.31.149, 10.73.31.186, 10.73.31.45, 10.73.31.40,
10.73.31.176, 10.73.31.6, 10.73.31.1, 10.73.31.10

I

02:56:30 <raffiz > we've pivoting through the wifi pineapple, which allowed us to get a
linux host, which allowed us to get java meterpreter on it, which allowed us to well... get
another network

02:56:31 <raffiz > cheers

02:57:47 <Darren > Way to go WiFi Pineapple / Cobalt Strike. Tasty fruit!

raffiz>




Motivated Hackers

‘ » — /‘ -
i - ~ : >
O P\, o}

AN (=)

’




Sobering Statistics

Common Cyber Attacks:
Reducing The Impact

Most cyber attacks are composed of four
stages: A ; and

. The following security controls,
applied at each stage of an attack, can
reduce your organisation's exposure

to a successful cyber attack.

1%

OF LARGE COMPANIES
REPORTING BREACH

£600K -
£1.15m

AVERAGE COST OF
SECURITY BREACH

User Education

Train all users to consider what they include in
E @ publicly available documents and web content.
sers should also be aware of the risks from
' discussing work-related topics on social media, and

the potential of being targeted by phishing attacks.

Controls For
The Affect Stage

Once an attacker has achieved full
access, it's much harder to detect

their actions and eradicate their
presence. This is where a more in-
depth, holistic approach to cyber

security can help. 10 Steps To

Cyber Security outlines many of

the features of a complete cyber

risk management regime. &
&2

Patch Management
Apply patches at the earfiest
possibility to limit exposure to
known software

I& vulnerabilities.

Secure Configuration
Remove unnecessary software and default
user accounts. Ensure default passwords are
changed, and that automatic features that
could activate malware are turned off.

Source: 2014 Information
Security Brea :
sponsored by th
Department for Business,
Innovation and Skills.

Monitoring
Monitor and analyse all
network activity to identify

any malicious or
unusual activity.

£
User Access User Training
Well maintained user access
controls can restrict the
applications, privileges and data
that users can access.

Qcesc

Malware Protection
Malware protection within the
internet gateway can detect
malicious code in an
imported item.

User training is extremely

valuable in reducing the

likelihood of successful
social engineering attacks.

Who might be attacking you?

Cyber Criminals interested in making money through
fraud or from the sale of valuable information.

Industrial competitors and foreign intelligence

services interested in gaining an economic
advantage for their companies or countries.

Hackers who find interfering with computer
systems an enjoyable challenge.

Hacktivists who wish to attack companies for
political or ideological motives.

Employees, or those who have legitimate access,
either by accidental or deliberate misuse.

©

Malware
Protection
Can block malicious
emails and prevent
malware being
downloaded from
websites

Network Perimeter
Defences
Can block insecure or
unnecessary
services, or only
allow permitted
websites to be
accessed.

Secure
Configuration
Restrict system

functionality to the
minimum needed for
business operation,
systematically apply
to every device thatis
used to conduct
business.

Password Policy
Can prevent users from
selecting easily guessed
passwords and locks
accounts after a low
number of failed
attempts.

iy

Device Controls
Devices within the internal gateway should be
used to prevent unauthorised access to
critical services or inherently insecure
senvices that may still be required internally.

CERT-UK




Sobering Statistics

$5008B

The total potential cost of
cybercrime to the global
economy

243 /6%

The average number of days of all network intrusions are

that attackers reside within a due to qompromised user
victim's network before credentials
detection

The frequency and sophistication of
cybersecurity attacks are getting worse.

$3.5M

The average cost of a data
breach to a company




The Problem

Traditional IT security tools are typically:

© Complex © Prone to false © Designed to protect
positives the perimeter

Initial setup, fine-tuning, You receive too many reports When user credentials are

creating rules and in a day with several false stolen and attackers are in the

thresholds/baselines can positives that require valuable network, your current

take a long time. time you don't have. defenses provide limited
protection.
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Introducing Microsoft Advanced Threat Analytics

An on-premises platform to identify advanced security attacks before they cause damage

°© @ °®

Behavioral Detection for known Advanced Threat
Analytics attacks and issues Detection




Introducing Microsoft Advanced Threat Analytics

An on-premises platform to identify advanced security attacks before they cause damage

CcCom Oa rson: Microsoft Advanced Threat Analytics brings this
concept to IT and users of a particular organization

= Credit card companies
monitor cardholders’
behavior.

= |f there is any abnormal
activity, they will notify the
cardholder to verify charge.

Email
@ coep attachment




Why Microsoft Advanced Threat Analytics?

# @& O ©

Speed

No need to create rules,
thresholds, or baselines.

ATA detects suspicious
activity fast, leveraging
Active Directory traffic and
SIEM logs.

Adaptability

Self-learning behavioral
analytics consistently learns
and identifies abnormal
behavior.

Simplicity

Functional, clear, and
actionable attack timeline,
showing the who, what,
when, and how in near real
time.

Accuracy

ATA compares the entity’s
behavior to its profile, but
also to the other users, so
red flags are raised only
when verified.




How Microsoft Advanced Threat Analytics Works

AnNa |yze After installation:

* Simple non-intrusive port mirroring
configuration copies all AD-related traffic

« Remains invisible to the attackers
 Analyzes all Active Directory traffic

» Collects relevant events from SIEM and
other sources

Active
Directory




How Microsoft Advanced Threat Analytics Works

Learn ATA:

« Automatically starts learning and profiling
entity behavior

e |dentifies normal behavior for entities

 Learns continuously to update the activities
of the users, devices, and resources

What is entity?

Entity represents users, devices, or resources




How Microsoft Advanced Threat Analytics Works

Detect Microsoft Advanced Threat Analytics:

* Looks for abnormal behavior and identifies
suspicious activities

» Only raises red flags if abnormal activities are
contextually aggregated

* Leverages world-class security research to

.. detect known attacks and security issues
% D (regional or global)
il — ]

ATA not only compares the entity’s

behavior to its own, but also to the
behavior of entities in its interaction path.




How Microsoft Advanced Threat Analytics Works

Alert

ATA reports all suspicious ATA identifies For each suspicious

activities on a simple, Who? activity, ATA provides
functional, actionable What? recommendations for
attack timeline When? the investigation and

How? remediation.

= % <




What ATA Detects

Abnormal authentication

Abnormal resource access
Abnormal resource access

Pass-the-Ticket
Pass-the-Hash
Overpass-the-Hash

Compromised
Credential

Account enumeration
Net Session enumeration

DNS enumeration

Skeleton key malware
Golden ticket
Remote execution

Malicious replication requests

Privilege
Escalation

Reconnaissance Lateral

Movement

Abnormal working hours

Brute force using NTLM, Kerberos or LDAP
Sensitive accounts exposed in plain text authentication
Service accounts exposed in plain text authentication
Honey Token account suspicious activities

Unusual protocol implementation

Malicious Data Protection Private Information (DPAPI) Request

C )
_/

MS14-068 exploit (Forged PAC)
MS11-013 exploit (Silver PAC)

Domain
Dominance



What ATA Detects

Forbes #CyberSecurity

JUN15, 2016 @ 1244 AM Q7,981 views The Little Black Book of Billlonalre Secrets Hacking

What Russia’'s DNC Hack Tells Us| | US government hack stole fingerprints of 5.6
About Hillary Clinton's Private million federal employees

Email Server
=SEGURITY WEEK

INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYS/S Subscribe (Free) | CISO Forum 20

theguardian

home ) tech UK world sport football opinion culture business lifestyle = all

Markets Economy Companies Tech |/

Malware & Threats Cybercrime Mobile & Wireless Risk & Compliance Security Architecture Manz

}  "FIN6" Cybergang Steals Millions of Cards From
TAA'A.AA‘- viiek 21. QD PDS‘ Svstems
[V | ICTVININITL L«

IDNES.cz Zpravy | Kraje | Sport | Kultura | Ekonomika | Bydleni JE=1Z8 Ona | Revue | Auto

Zkusili jsme armadni m U Vzacné zeminy

bryle za 350 tisic. Piloti i " budeme mozna tézit z
maji novy simulator ﬂ morského dna. Podil
tmy na tom ma CIA

Hackeri podiehli ut?ku, unikly faktury a hesla. How Hacking Team got hacked
Kupovala i Policie CR A black hat claims responsibility for the hack. Here's how he says he did it

arstechnica

MAIN MENU MY STORIES: FORUMS

RISK ASSESSMENT  SECURITY & HACKTIVISM




Really Popular Attack Vectors

2t 63% of confirmed data breaches

il b involved weak, default or stolen

ifiialn passwords.




ATA Architecture

Port Mirroring
(Network DPI)

ATA Gateway  E——

Windows Event
Forwarding (WEF)

Syslog Forwarding

E ATA Center

| |
i
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S  Fileserver DB
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ATA ATA
Lightweight Lightweight
Gateway Gateway
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Entity Views

TG _Access

All domain ueers

i
ﬁ. Diomain Users
ﬁ hainstreann Teamn

L1 -_—
B Cloud Team

%’

rd

Grafnetter Michael
Cloud and Security Advisor
External

+420 60B0T53T0 g | Michael Grafnetter@mainstream.cz

Suspicious activities Directory Changes

MAINOZ4NE

Windows 10 Enterprise, 10,0 (10586)

Memberships (1)

nt Info Suspicious activities Directory Changes

Computer activity

ﬁ. Diomnain Computers

&l werestations and sanars joined o tha domain

& Kerbems & NTLM

Password
Last change
Monday, bay 30, 2016 at 8:37 Ak
o
Sites J i A
LA I,| i I | il | |l|| Ikl|‘|| II|I |||| I'I . rfﬂl| II
" ) I \ il i Iy A J Ak LK W UL It Mo
2?12&1?;1 M N S AV W M T V| VWY T
Last seemn
Wednesday, June 15 b at 0 PR
17227 126,100
'I;"_f . -.-u--- s Users who recently logged onto this computer  Recently accessed resources
17227126103 Grafnetter Michael E MAINSTREAM.LOCAL
Last seen Cloud and Sscurnity Adizor ba KRETGT
Twesday, My 3 Gatd Wednesday, lune 15, 2016 at &6:32 PM ‘Wednesday, une 15, 2016 at 7-30 Phd




Detailed Excel Exports

H ©- = Suspicion of identity theft based on abnormal behavior 57614fef393ec816c02cB825a.xls... TELE. 2 [H - 0O X
FILE HOME IMSERT  PAGE LAYOUT FORMULAS  DATA  REVIEW VIEW  ADD-IN5  OFFICE REMOTE  TEAM DESIGM Michael G... - ﬂ
AZ41 - f:r 5/12/2016 1:01:00 W
Time [UTLC) = | Source |p Address = | Source Port = | Destination |p Address | = | Destination Port = | Transport Protocol | Tupe [
202006 1:07: 00,4530 AM 1921651101 43332 172 27.126.10 et Tep Kerberosfz
841
| |
22016 101 03.528 &M 132.168.110.11 43415 172.27.126.10 dis Tep Kerberozfsz
gds
22016 101:03.532 &M 132.168.110.11 43413 172.27.126.10 dis Tep Kerberozfs
gd 3
SM22016 10112, 762 aM - 132.168.110.11 d3dz5 17E.27.126.10 g5 Tep Kerberozfs
44
22016 10112, 783 4M - 132.165.110.11 43423 172.27.126.10 i) Tep Ferberozfz
45
22016 101:13.003 &M 132.165.110.11 43431 172.27.126.10 i) Tep Ferberozfs
gd5
22016 10113013 aM 132165.110.11 43432 172.27.126.10 i} Tep Kerberosfs
847
22016 101 16.546 &M 132165.110.11 43452 172.27.126.10 g5 Tep Kerberosfs
345 -
k summary sSource Account Mormal Source Computers ... -:f-i-} 1 g
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AlA Deployment
and Configuration




ATA Center RBAC

File Action View Help

o H5E

XE = B

ﬁ' Computer Management (Lc

.-"'-.

E '[i’& System Tools
[ @ Task Scheduler

[ @ Event Viewer
I 32 Shared Folders
A ﬂl Local Users and Grou

] Users

| Groups
[ @ Performance

ﬂ Device Manager

o g Storage

[ 'E Windows Server Ba

i e |

Mame
& Remote Desktop Users
&= Remote Management Users

ﬂ-l Replicator

Pl Users

ﬂ-' ConfigMgr Remote Control Users
&= Microsoft Advanced Threat Analytics Administrators
ﬂ-' Microsoft Advanced Threat Analytics Users

Microsoft Advanced Threat Analytics Viewers
&= MNetmon Users
P WinRMRemoteWMIUsers__

>

< i




Configuration — ATA Gateway

=

Egress
Traffic

g Ingress

Traffic

\

Source Span Destination Span
ports Port

U

aniffer




Configuration — ATA Gateway — Hyper-V

Hal'dwal'e ACCEIerauon = “éngd\.lul Utr;llbvps':llz:l;l Sl Vil T SOUY ST T W T U T TR VI LT T T D
e i e SEervers.
Advanced Features 3 ng
A Management [_] Enable DHCP guard
1| Name
savdalatall Router quard

=] Integration Services Router guard drops router advertisement and redirection messages from
Some services offered unauthorized virtual machines pretending to be routers.

% | Checkpoint File Location
C:\Virtuais\savdalatal1\savdalatal1l

%“3 Smart Paging File Location

| | Enable router advertisement guard

C: \Virtuals\savdalata01\savdalata0 1 Protected network

ﬁ) Automatic Start Action Move this virtual machine to another duster node if a network disconnection is
Restart if previously running detected.

m) Automatic Stop Action v Protected network
Save

Port mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another

virtual machine configured for monitoring.

Mirroring mode: Destination




Configuration — ATA Gateway - Cisco

W Smartports

Fort Setup i

B Modify Port Role: ;|E|£|I

Interface: FastEthernetl3

;ﬁ?'egb __ T e k 5 Role: EjD:agnnﬁtl-:; :I "‘ ;-:... ...,,“.
e ¥

=ource Fort: |FastEthernet3 d
Ingress YLAM: [default (1) d

OK Cancel | Help |

Original value: none

Suggest | Modify | Details E

ok | apol | Refresh | Cancal | Help 1




Configuration -

ATA Gateways
ATA Center
Detection
Alerts

Licensing

O\ Detection

Short-term lease subnets [7]

Honeytoken account SIDs

DNS Reconnaissance IP
address exclusions

Pass-the-Ticket IP address
exclusions

Detection

92.168.0.0/24

S-1-5-21-72081277-1610778489-2625714895-10511

Save



Exceptions for NAT,

Identity Theft Using Pass-the-Ticket Attack

Mote Email Export to Excel Details

DA and AA

@ Input

DSYNC

Open

Are any of these computers NAT devices, DirectAccess servers or computers connecting via NAT or DirectAccess?

Computers

[_] maNo19NB

MTVMDA

No Yes

MNo Yes

Cancel



Resolved vs. Dismissed

Suspicion of identity theft based on abnormal behavior (5
1 - MTWMEXD32 exhibited abnormal behavior when performing activities that were not seen over the last month and are also not
in accordance with the activities of other accounts in the organization. The abnormal behavior i1s based on the following
7 activities:
» Reguested access to 3 abnormal resources.
Summary Details /' Mote Share  x Export to Excel input ' Open
Resolved
: Dismissed
=1 MTVMEXO3
ko |
lﬁ}
MTVMEXD3 31 normal 3 abnormal

resources resources



Type your note here

Suspicion of identity theft based on abnormal behavior (%)

in accordance with the activities of other accounts in the organization. The abnormal behavior is based on the following
activities:

— —
= 4 = g 1
e il 1

116 PR
O

J Note Share x| Exportto Excel () Input Open



MongoDB

File Edit Options ‘iew MWindow Help

B connect v & Open « [ Save & Import -

Connection Tree

4 [ Mew Connection
a [ ATA

- []AccountBruteForceRecords (1)
: [:]Directnwﬁewiceaﬂxctivitiea 03y
: [:]KerherDSApS_EM BO219 (48]
: DKerbernsAps_EM BO222 (13)
: DKerbernsAps_EM BO223 (0
: DKerbernsAps_EM BO224 (19}
: DKerbernsAps_EM BO225 (108)
: DKerhernsAps_EM BO226 (9
: [:]Kerhemsﬁps_zm BO228 (5
[ kerberosaps_20160229 (27)
- [kerberosaps_20160302 (61)
[ kerberostps_20160306 (3)
[ kerberoskdes_20160218 (2.3 1)
: [:]Kerhernstcs_EEH BO219 (454 )
: [:]Kerhernstcs_EEH BOZ220 (200K
-[:]Kerhernstcs_EMEDEN B3 E
: [:]Kerhernstcs_EEH BO222 (358.8 k)
: [:]Kerhernstcs_EEH BO223 (E0.7 k)
: [:]Kerbernstcs_EEH BO224 (718 k)
: [:]Kerbernstcs_Em BO225{119.8 k)
: [:]Kerbernstcs_zm BO226 (798 k)
: [:]Kerbernstcs_Em BO227 (1076 k)

Copyright @ mongoboostercom  wersion 1.3.2

MongoBooster

@ Eport v B Run @
& || Mew Connectionflocal =

W localhost27017 3.0.5) [§ ATA
1 db.

[] NtimEvents_20160224 |4 60ms 649 Docs

by Value 5]

e [sTimeMilliseconds true
" Providertame
* SourceAccountld

v Sourcefccounttar mgrafhetter

" SourceComputerld 3fe6f9T4-5664-4927-aa4e-80f9d8ecyer 4

4 SourceComputert: { 2 fields }
Domaintame  null

“ Name MAIMOZ4MB

o Time 22412016, 21534 AM

(16) Ohjectd56cd0Ef { 13 fields }

[

Paid-for features, 21 days left

Mlewy Connectionf&TA =

Microsoft-WWindows-Security-Auditing
H32M9550-6215-443d-3148-4bed 15333181

Mew Connectionf&TA_T =

Lfind{{SourcetccountName: "mgrafnetter”}]

Type

Boaol
String
String
String
String
Chject
Mull

String
Date
Cocument

= FeedbackSuppoart

Mew Connection/&Te == | 5

‘gl Bhow Log  04:28:35 pm

===

O History «

Tree Yiew ¥

-




Integration - SIEM

* Splunk

« HP Arcsight

« RSA Security Analytics
- |IBM QRadar




Integration - Syslog

Syslog

Syslog server endpoint

Transport

Format

@

nagios.mainstream.local

UDP

RFC 5424

RFC 3164

14



Integration - SCOM

File Action View Help
= x|z @

@ Event Viewer (Local) Microsoft ATA Mumber of events: 13
[+ ﬁ. Custom Yiews
b [E'H Windows Logs

Level Date and Time Source Event Il Task Category

p CEI Applications and Services Logs ‘Wa rning 4/11/2016 2:39:08 PM Microsoft ATA 0 Mone
Hardware Events Error 477/2006 4042 AM Microsoft ATA 0 Mone
Internet Explorer ! 3/23/2016 8:45:50 AM Microsoft ATA
Key Management Service 0 Error 317/2016 8:25:42 AM Microsoft ATA 0 Mone

b Microsoft ﬂ_"«‘Wa rning 3/16/2016 6:40:43 PM Microsoft ATA 0 Mone
Microsoft ATA @ Infarmation 3715720168 1:16:39 PM Microsoft ATA 0 Mone
Windows PowerShell @ Error 3/15/2016 10:24:55 AM Microsoft ATA 0 Mone

E Subscriptions @ Information 3/8/2016 3:34:29 PM Microsoft ATA 0 Mone
@ Error 3/8/2016 2:5%:11 PM Microsoft ATA 0 Mone
/1, Warning 37772016 6:12:21 PM Microsoft ATA 0 Mone
@ Information 3/3/2016 6:44:44 PM Microsoft ATA 0 Mone

Event 0, Microsoft ATA

General | Detaijls

Bubnik Karel's hash was stolen from one of the computers previously logged into by Bubnik Karel and used from
MAINO4NE.




Integration — Azure OMS

NCTABLE ISSUES

Active issue types

' CRITICAL
4

E WARNIMNG

|

INFO

|

MAME

Microsoft ATA: suspicious user behavior

Microsoft ATA: health error

Detections of suspicious process execu...

Computers with cleaned event logs

Computers with system audit policy ch...

Microsoft ATA: suspicious user behavior

< Tofl 2

COUNT

3K

300

600

SEVERITY

@Freeee



Integration — Azure OMS

Search

Q (=) w 0]

e d e o

Export Alert Save Favorites Histony
<
0o Data based on last 7 days v Type:SecurityDetection
]
1bar=6 hrs
2KResults Elist £ Table
5/25/2016 10:43:58.000 AM | SecurityDetection
Time ¢ 5/25/2016 10:43:58.000 AM
10:43:58 AM 10-43:52 PM 10:43:58 AM - Computer ¢ OrcoOM5ProdPub
May 18, 2016 May 20, 2016 May 23, 2016
. AlertSeverity : High
o o : Administrator successfully authenticated from CLIENTZ23 against DC1 using an unusual protocol implementation. This may b
. AlertTitle ¢ Suspicious Activity
TYPE (1) ”
. SourceSystem : OpsManager
securityDetection e . Provider : Microsoft ATA
. OriginalSeverity 22
COMPUTER (1) = [-] show less
OrcoOMSProdPub 2K 5/25/2016 10:43:58.000 AM | SecurityDetection
TimeGenerated + 5/25/2016 10:43:528.000 AM
. Computer i OrcoOMSProdPub
ALERTSEVERITY (2) *
. AlertSeverity : High
high 2K : SME session enumeration attempts failed from CLIENT23 against DC1. No accounts were exposed.
low 394 e AlertTitle : Suspicious Activity
[+] show more
ALERTTITLE (2) * 5/25/2016 10:43:58.000 AM | SecurityDetection
TimeGenerated ¢ 5/25/2016 10:43:53.000 AM
Suspicious Activity 2K
. Computer : OrcoOMSProdPuby
Health 197 )
. AlertSeverity : Low
Description : The following remote execution attempts were performed on DC1 from CLIENT1: Successful remote creation of FegYYgni.
. AlertTitle : Suspicious Activity

[+] show more



Updates through MS Update / WSUS

Microsoft Advanced Threat Analytics

Use Microsoft Update to help keep your computer secure and up-to-date

Microsoft Update offers security and important updates for Windows and other Microsoft
— producdts, including Microsoft Advanced Threat Analytics. Updates are delivered using your
Automatic Updates settings, or you can visit the Microsoft Update Web site.

O Use Microsoft Update when | check for update (recommended)

® | don't want to use Microsoft Update




Capacity Planning — ATA Center

PACKETS PER
SECOND*

1,000

10,000

40,000

100,000

400,000

CPU
(CORES™™)

12

40

MEMORY (GE)

32

b4

96

128

DATABASE
STORAGE PER
DAY (GB)

0.3

12

30

120

DATABASE
STORAGE PER
MONTH (GB)

90

360

900

1,600

IOP5S™**

30 (100)

200 (300)

200 (1,000)

1,000 (1,500)

2,000 (2,500)



Capacity Planning - ATA Lightweight GW

PACKETS PER SECOND* CPU [CORES5*™) MEMORY (GB)***
1,000 2 6
5.000 A 16

10,000 10 24



Capacity Planning — ATA Gateway

PACKETS PER SECOND* CPU (CORES™™) MEMORY (GB)
1,000 1 o

2,000 £ 10

10.000 3 12

20,000 o 24

20,000 16 43



Capacity Planning — ATA Gateway

Dropped port mirrored network traffic

ATA Gateway, CZESO00ATAGOO1, is recerving more network traffic than it can process. A portion of the network
traffic is being dropped.

5/9/16 10:05 PM » 5/11/16 8:20 PM () Resolved

Recommendations

= Consider adding additional processors and memory to the ATA Gateway or reducing the number of domain controllers being monitored by the
ATA Gateway.



Capacity Planning — DC Monitoring

File Help

BIE- =X 8B 1M

1:47:39 AM 2:01:41 AM
8/17/2015 10:00:00 AM 6:00:00 PM 2:00:00 AM 10:00:00 AM 6:00:00 PM 2:00:00 AM 10:00:00 AM 6:00:00 PM 8/20/2015

an i
370.416  Duration 30014

Show Coler Scale Counter Instance Parent Ohbject Computer
Packets/sec Metwork Adapter WhCol




Capacity Planning — DC Monitoring

(%) File Action View Window Help HEE
e« 71E XBez H=E e d

@ Performance Mame Type Output

4 [ Monitoring Tools ("] DataCollector0 Performance Counter  C\PerflLogs\Admin\Packets per second\DC01_20150817-000002\DataC...

B8 Performance Monitor
4 | Data Collector Sets
A [l User Defined

) Packet

I Server
B Eﬁ System Stop
@ Event Trac Save Template...
L Startup By Data Manager...
¢ Eﬁ Reports Latest Report
Mew 3
View 3

Mew Window from Here

Refresh
Export List...

Properties

Help




Monitoring ATA Health

ATA Gateway stopped communicating

There has not been communication from the ATA Gateway CZESO00ATAGOM for at least 15 minutes. Last
communication was on Monday, May 9, 2016 at 10:08 PM.

L
=]
1

1971

[ 3]

102

Lid

PM > 10:25 PM

=

) Resolved

Recommendations

= Check that the ATA Gateway service is up and running.

= Check the network connechivity between the ATA Gateway and the ATA Center Service.

* Check that the port used for the communication between the ATA Gateway and ATA Center Service 1s not blocked by any routers or firewalls.

ATA Center service is down

ATA Center service on CZESO00ATACO01, has been down for at least 5 minutes. It was last seen running on
Sunday, May 8, 2016 at 5113 PM

5/8/16 5:19 PM > 5:52 PM /) Resolved
Recommendations

= Venfy that the ATA Center service 15 running.
= Refer to the ATA Center logs to troubleshoot.



Monitoring ATA Performance

&)

(%) File Action

Performance Monitor

View Window Help

e 7E

XE:= HE

@ Performance

b ﬁ System

Mame Type

4 _gw Monitoring Tools Performance Counters Performance Counte
B Performance Monitor

A a Data Collector Sets
4 :ﬁ User Defined
_Eﬁ Microsoft ATA Center

Performance Counters | File

¥ Server Manager Performance Performance counters:
E :ﬂ System . N
¥ System Diagnostics \WMicrosoft ATA Console(*)\*
. - System Perfnrrmance \.NET Driver for MongoDB(*)\*
i Event Trace Sessions \.MET CLR Exceptions(Microsoft. Tri.Center)\# of...
i Startup Event Trace Sessions \.MET CLR. Exceptions(Microsoft. Tri.Center)\# of...
4 | Reports \.MET CLR LocksAndThreads{Microsoft. Tri.Cente...
[+ ﬁ User Defined \.MET CLR LocksAndThreads{Microsoft. Tri.Cente...

\.MNET CLR LocksAndThreads(Microsoft. Tri.Cente...




Monitoring ATA Performance

Microsoft ATA Center nt authority\system\microsoft.tricenter.exe
AppDomainManager UpdateExceptionStatistics Time 0.000
CenterConfigurationManager UpdateConfiguration Time 66.000
CenterDatabaseClient BackupSystemProfiles Time 28,000
CenterDatabaseClient DeleteOldCollections Time 28,000
CenterDatabaseClient DirectoryServicesActivities Block Input Items/Sec 0.000
CenterDatabasellient DirectoryServicesActivities Block Output Batch Size 1.000
CenterDatabaseClient DirectoryServicesActivities Block Output ltems/Sec 0.000
CenterDatabasellient DirectoryServicesActivities Block Size 0.000
CenterDatabasellient DirectoryServicesActivities Block Time 2.000
CenterDatabaseClient Dnss Block Input ltems/Sec 0.000
CenterDatabaseClient Dnss Block Output Batch Size 1.000
CenterDatabaseClient Dnss Block Output ltems/Sec 0.000
CenterDatabaseClient Dnss Block Size 0.000
CenterDatabaseClient Dnss Block Time 39.000
CenterDatabaseClient KerberosAps Block Input ltems/Sec 0.000

CenterDatabasellient KerberosAps Block Output Batch Size 1.000



Live Hacking Session




DNS Recoinnassance

Command Prompt - nslookup - 192.168.110.31

> 15 mainstream.cz
[mEtwmdc@2 .mainstream. local ]
mainstream.cz.
mainstream.cz.
mainstream.cz.
mainstream.cz.
admin
autodiscover
cloud

ctx

da

directaccess

fs

helpdesk

im

intranet

jira

=
LN

Fl.mainstream.local
cEl.mainstream.local
F3.malnstream.local
FH2 .mailnstream.local

= = =
LoLn Lo

FrFrFFIFFRREFRFRFRF I




DNS Recoinnassance

Reconnaissance Using DNS
Suspicious DNS activity was observed, originating from NINJA (which is not a DN5 server) against MTVMDCOZ.

/7 MNote [1Email || Export to Excel Details /) Input () Open
DNS queries
. TAY
MIMJA MTVMDCD2

Recommendations

unknown processes, services, registry entries, unsigned files, and more
= Disable NINJA's account



Demos



MB Session Enumeration

Reconnaissance using SMB Session Enumeration
SMB session enumeration attempts were successfully performed from USER1-PC against DC1, exposing 4 accounts.

J Note &AShare x Exportto Excel | Details ) input
Session Enumeration
'—.J
USER1-PC
Exposed Accounts (1) \

SECRETS-DBS

on 1921880210

user
9

1

n 1921680

o

APP2S

on 15216808

user2

on 19218805

o o m @

Recommendations
s Disconnect USER1-PC from the network, or move it into an isolated environment and start a forensics procedure by investigating: unknown processes, services, registry entnes, unsigned files, and more

s Venfy that all enumerated accounts use 3 strong password

Open



SAM-R Enumeration

Reconnaissance using directory services enumeration
The following directory services enumerations using SAMR protocol were attempted against MTVMDCO1 from MAINO24MNE:

[/ Note &2 Share 47| Export to Excel Details () Input () Open

Directory Services Enumeration

ol - JAY

2 accounts MAINO24ME MTVMDCO1

0

Operations (2)

’ Enumerate all groups

in mainstream_local

Enumerate all users
in mainstream_local



SAM-R Enumeration

Group Policy: “Network Access: Restrict clients allowed to make remote calls to SAM”

Registry Key: “HKLM/System/CurrentControlSet/Control/Lsa/RestrictRemoteSAM”

Win version Who can query local users by Can default be changed
default

< Win10 Any domain user No

Win10 Any domain users Yes (only via registry)

> Win10 (e.g. anniversary)  Only local administrators Yes (registry or GPO)



DAP Simple Bind

Connection Browse View Options Utilities Help

| 1.2.840.113556.1.4.2258;
Bind ¥ |
amRecy;
-onnections;
User: VIRT \Test
-ation,;
Password: sessnnns nResultSets:
Domair; zrConn;
Bind type ercent;
() Bind as currently logged on user
() Bind with credentials =-SPNEGO;
(®) Simple bind
() Advanced (DIGEST)
w3
Encrypt traffic after bind dentials
comment:
Advanced Cancel QK '
I A EEEE—m—. . on is invalid



LDAP Simple Bind

o

Sensitive Account Credent
Test User

VIRT.LAB

/' Note [ Email | Expor

0 sensitive € New

1 suspicious activity

- ‘f%

CHARO-Z1

(L) Open



B

Brute-Force Attack

ri

U

@ Generator IP@Login;Passwo

—IP
Clear IP

Start

Stop

Config

Generation

About

passwords. txt

I;n:anner IPjresults, tut

Add IP |
File IP |

82.167,173.139
79,188,207, 18
180.86,48. 188
89.155,175.14
&4, 105,128, 182
89,234, 36, 169
221,215.221.40
218,22.82.57
186,195.61.247
93.139.6.0
115.47.213.172
75,104,188, 143

Bl b B e B B B e Wl |

FY

—Login
Clear Login

ie_}l. 1fusernames. txt

Add Login |
File Login |

Administrator
Administrador
Administrateur
user
manager

test

admin

gys

system

userl

remote

user

——

=

—Password

Clear Pass

Add Pass |

|:e_2. 1/passwords, tut File Pass |

admin
enter

Vs
system
AT
SEMVEr
1234

123
13456
P@sswird
Passwird
password

=




Brute-Force Attack

Brute Force Attack Using LDAP Simple Bind

200 password guess attempts were made on 2 accounts from MNINJA.

[/ Note [1Email % Export to Excel Details () Resolved

200 guess attempts

K

g g

©
MTVMDCO02

A2

Potential Guesses ()

A2

Attacked Accounts (2)

g Administrator MNone
(S

2 atatest

Recommendations

» Reset the passwords of the attacked accounts

» [Disconnect the relevant computers from the network or mowve them into an isclated environment and start a forensics procedure by
investigating: unknown processes, services, registry entries, unsigned files, and more
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ENcryption

- Hegsoay:

TagO:
Kdcoptions:
Tagl:
Cname:
Tag2: Ox1

Realm: contoso
Tag3:
sname:

Tage:
RT1me:
Tag/:
Nonce:
Tags:
Etype:

l++++++++++++++++

EType:
EType:
EType:
EType:
EType:
EType:

+ 4+ ++++

sequenceHeader :

Downgrade

O0x40810010

administrator

krbtgt/contoso

? : Ox1
Till: 09/13/2037 02:48:05 UTC
09,/13/2037 02:48:05 UTC
1002141912 (Ox3BEB7EBDE)

sequenceofHeader :
aes256-cts-hmac-shal-96 (18)
aesl2B8-cts-hmac-shal-96 (17)
rcd-hmac (23)
rcd-hmac-exp (24)
rcd hmac old exp
des-chc-mds (3)

(Oxff79)

<-EType in AS-REQ message body




Encryption Downgrade

Encryption downgrade activity

The encryption method of the ETYPE_INFO2 field of KRE_ERR message from NINJA has been downgraded based on previously
learned behavior. This may be a result of a Skeleton Key on MTVMDCOZ2.

J Note &7 Share | Export to Excel Details () Open
Encryption Downgrade
O a A
g{j = N )
Clea|ad
atatest NINJA Skeleton Key MTVMDCO2

Downgraded Field
KRE_ERR : ETYPE_INFO2

Recommendations
= Disconnect the relevant computers from the network or move them into an isolated environment and start a forensics procedure by investigating:
unknown processes, services, registry entries, unsigned files, and more



Remote Execution Attack

Windows Sysinternals

Home Learn Downloads Community

Windows Sysinternals > Downloads > Process WHilities > PsExec

Utilities PSE}(EC V211 Download

Sysinternals Suite

Download PsTools

Utilities Index By Mark Russinovich (1,648 KB)
Published: May 2, 2014 '
File and Disk Utilities Download PsTools P5Tools
(1.648 KB)

Metworking Utilities S PsExec is part of a growing kit of Sysinternals
Process Utilities Rate: 5.l el command-line tools that aid in the adminstration of

Security Utilities local and remote systems named PsTools.

Share this content [ o .. o I]

System Information Utilities Runs on:

Miscellanecus Utilities Introduction Client: Windows Vista and higher.

e . Server: Windows Server 2008 and higher.
.y Litilities like Telnet and remote control programes like Symantec's PC Anywhere
Additional pred ¥ yw

let you execute programs on remote systemns, but they can be a pain to set up



Remote Execution Attack

Remote Execution Attempt Detected

activity.

/ Mote [1Email 4 Export to Excel Details &) Input (*) Dismissed

»

Remote execution

©
MTVMDCO02

unknown processes, services, registry entries, unsigned files, and more
Investigate the root cause on NINJA

Review MTVMDCO02 for abnormal services or scheduled tasks

Review and delete the list of suspicious files and folders on MTVMDCD2



Remote Execution Attack

Remote execution attempt detected

The following remote execution attempts were performed on MTVMDCO1 from MNIMNJA:

EX—E ................................................

® Successful remote creation of RemComSve.

T 45 ) = A I -
hursday, June 16, 2016 at 4:29 PM  “¢" Mew

Summary Details [/ MNote & Share | Exportto Excel &) Input () Open

Via Domain

Accounts Created Result Controllers (1)

h
i
L=y

~
=1

y
. . ' FemComSve
£29pM Gl Unknown R . @ Success b@ MTVMDCO
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Forged PAC Attack (MS14-068

T6S-REQ

Ticket:

Ticket Granting Ticket (T6T)

Server Name: Krbtgt
Encrypted Ticket Part (aes256-cts) [krbtgt]:

Client Name: user

Start: 2014-12-06 09:51:22 (UTC)

End: 2014-12-06 19:51:22 (UTC)

Session Key: (rc4-hmac)
e5:4f:el1:7d:8a:f6:7a:5d:76:05:€0:46:23:e3:03: [

Authenticator (rc4-hmac) [Session Key]:

Client Name: user
Time: 2014-12-06 09:51:22 (UTC) &

Server Name: Krbtgt
Encrypted Authorization Data (rc4-hmac) [Session Key]:

Privilege Attribute Certificate (PAC)

Account Name: user
Full Name: Test User
User RID: 1433
Group Memberships:
- 513
512
520
518
519

Server Signature (md5)
91:d1:bc:79:36:69:d6:e6:ba:ac:3b:91:c1:b8:db:89

KDC Signature (mdS)
17:1&:96:4f:a5:ce:44:8b:c8:d1:47:a2:d9:13:86:a‘i




Forged PAC Attack (MS14-068)

Privilege Escalation using Forged PAC

accessing mainstream.local (KRETGT) (0 successful).

J/ Note [“1Email 4| Export to Excel Details () Open
Forged PAC
O I 1 g
e L . o
atatest MIMJA mainstream.local MTVMDCDZ
to KRETGT

Recommendations

» Disable atatest's account

» Disconnect the relevant computers from the network or move them into an solated emvironment and start a forensics procedure by
investigating: unknown processes, services, registry entnes, unsigned files, and more

® Reset the krbtgt domain account password twice,

»  Make sure all domain controllers are up-to-date with KE3011780 (https://support.microsoft.com,/7id=3011780).
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DCSync Attack

Administrator; Windows PowerShell

PS> Get-BootKey C:\ifm\registry\SYSTEM
41e34661faa0d182182f6ddf0fOcalddl )
PS> Get-ADDBAccount 4le34661faa0dl82182f6ddfofOcaldl

e

DistinguishedName: CN=krbtgt,CN=Users,DC=Adatum,DC=com
Sid: S-1-5-21-3180365339-800773672-3767752645-502
Guid: T58947a0-094b-4ae0-9c6a-a435c7d8eddb
SamAccountName: krbtgt

SamAccountType: User

UserPrincipalName:

PrimaryGroupId: 513

SidHistory:

Enabled: False

Deleted: False

LastLogon:

DisplayName:

Description: Key Distribution Center Service Account
NTHash: c9467e5fael14820500862d85c53747cl
<




DCSync Attack

Malicious replication of directory services

[/ Note &) Share | Export to Excel Details (/) Input C Open

Replication request
%:r @

MTVMDCO2

T

Recommendations

* Disconnect NINJA from the network, or move it into an isolated environment and start a forensics procedure by investigating: unknown processes,
services, registry entries, unsigned files, and more

= Validate and remove permissions for users and groups who can replicate objects in Active Directory



Demos



DPAPI Backup Key Attack

o] ) e |

@U'|$‘ ¥ Control Panel » User Accounts » '|';T|| search Con. Pl
Contrel Panel H
Rt Fanel e User Accounts
System and Security i Char?ge your account picture |
'@'Gwe other users access to this computer
Metwork and Internet '@'Change account type

Hardware and Sound

[E?M' Windows CardSpace

Manage Information Cards that are used to log on to online services

%i] Credential Manager

Programs
¢ LUser Accounts

Appearance and
Personalization

Clock, Language, and Region _ﬁi:' Mail (32-bit)

Ease of Access

Manage Windows credentials

[ Mail (Microsoft Outlook 15) (32-bit)




File  Action Yiew Help

DPAPI Backup Key Attack

«*‘ talllsn E‘

dz HE RaETE%

L Frograrm Data  ~

I 2| Research
o Sales

4 | System
b AdminsDHo
b ComPartitio

k.| CarmParditin

=

=
=
=

Marme
T AdminSDHolder

BCKUPEEY FE82b#0e-0ef-dceb-a2b9-3efdcchboe?d Secret
BCKUPEEY _b1chbale-ddfF-A1dd-abf3-ddaZed2 7albd Secret
BCKUPEEY P Secret

BCKUPEEY_PREFERRED Zecret

Twpe
Contalner
secret
secret
secret

secret

] >

£




DPAPI Backup Key Attack

mimikatz 2.0 alpha kb4 | )

imikatz # lsadump::-hackupkeys Aexport system:lon—dcil

urrent prefered key: {hicS56a3e—ddf7—41dd—-aSf3i—-44a2ed2Ya?6d>
=*= REA key
Exportahle key YES
2848

Key size

Private export 0K — *ntds_capi_B_hicSb6ale—ddf?—41dd—-aSf3i—-44a2ed2Ya?6d.pvk’

PFX container OK — ‘ntds_capi_B8_hicS6ade—ddf?—41dd—-aSf3i—-44a2ed2Ya?6d.pfx’
OK — 'ntd=z_capi_B8_bhilcS6ale—ddf7?—41dd—-aSbf3i—-44a2ed2Ya?6d.der’

Export
ompatibility prefered key: {7882b20e—76ef—4dceb—-aZh?-3Jefdcchboel28
#* Legacy key
1dBafaled/3F292fdB46747deIBD5SF6 723 b?d P F1433680246a76a14cBal11d732
Lcb7A7262a4188c158e?64aaa164871e15610abb6123283bbAE3al1fea?hd?18
L 9?hbbhAd6e?463ecdB3IB2ddb3f3Ib6?11dd7e624d80e46?bh4cdB8dc555F16d5%e
18f h6daab683f158bbh449f 843 c647FYa4373442721d8d215e?fadB265741 dech
Yhoed4eb53@helBAeebf 645a42f 302255544861 Acab?@3bh33280705bbad41 93251
AdBfc2fdc??2cc3IBecl133eclifbblde2c45b4e59abd?53bf 28ech38d4de1 B3
22 feS5hefAY7633d8d1edh??762dbE172cfal1B881aBebh51b54bh86Y66c184F6Hal
173741 e292feB42b4B3ab6af fccB25be9Had4?cdadaf beccefBeb74bfB1cd3Yad?

: 0K — 'ntds_legacy_B_7882bZ2Be—?6ef—4ceS—aZh?—3Jefdcchbecell _key!




DPAPI Backup Key Attack

Malicious Data Protection Private Information Request

[/ Note £ Share 3| Export to Excel Details ) Open

R
rd

Private Information Request .
I 2 domain

controllers

MTVMATADOT

Recommendations

= Disconnect MTVMATAODT from the network, or move it into an isclated environment and start a forensics procedure by investigating: unknown processes,
services, registry entries, unsigned files, and more

» Disable the relevant accounts
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Pass-the-Ticket Attack

C:\Windows\system32\cmd.exe ]| -E- S|
:\Users\test.user>klist -~

Current Logonld is 8:8x23111
Cached Tickets: (5>

#a> Client: test.user B LAB.LOCAL
Server: krbtgt/LAB.LOCAL @ LAB.LOCAL
KerbTicket Encryption Type: RSADSI RC4-HMAC{NT>
Ticket Flags Bx68aBBBBB —> forwardabhle forwarded renewable pre_authent
Start Time: 2,/16,/2015 8:51:59 (local)
End Time: 2/16,2815 18:51:54 {(local>
Renew Time: 2,23,2015 8:51:54 (local>
Session Key Type: RSADSI RC4-HMAC{NT>

Client: test.user @ LAB.LOCAL

Server: krbtgt/LAB.LOCAL @ LAB.LOCAL

KerbTicket Encryption Type: RSADSI RC4-HMACCNT)

Ticket Flags Gx48eB6688 —> forwardable renewable initial pre_authent
Start Time: 2,/16,2015 8:51:54 (local)

End Time: 2/716,20815 18:51:54 (local>

Renew Time: 2,23,2015 8:51:54 (local)

Session Key Type: RSADSI RC4-HMAC{NT>

Client: test.user P LAB.LOCAL

Server: cifs/win2k8-dc.labh.local @ LAB.LOCAL

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags Gx48a4668688 —> forwardabhle renewable pre_authent ok_as_delegate
Start Time: 2,/16,/2015 8:51:59 <(local>

End Time: 2/16,20815 18:51:54 (local>

Renew Time: 2,23,/2015 8:51:54 (local>

Session Key Type: AES-256-CTS-HMAC-SHA1-96

Client: test.user P LAB.LOCAL

Server: ldap/win2k8-dc.labh.local @ LAB.LOCAL

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags Bx48a406888 —> forwardabhle renewable pre_authent ok_as_delegate
Start Time: 2,/16,2015 8:51:59 (locald

End Time: 2/16,2815 18:51:54 {(local>



Pass-the-Ticket Attack

Identity Theft Using Pass-the-Ticket Attack

Grafnetter Michael's Kerberos tickets were stolen from MAINOZAMNE to NIMNJA and used to access 3 resources.

[/ Note [Z1Email 4| Export to Excel Details &) Input

Grafnett...
Cloud Advia::lz

e

Kerberos tickets

g

MAINOZANE 3 Resources
Resources ()
Recommendations Z\ MTVMDCO2
= Disconnect the relevant computers from the network or move th © tocrs

investigating: unknown processes, services, registry entries, unsiy E MAINSTREAM.LOCAL
= Disable Grafnetter Michael's account to KRETGT

D MTVMDCO3
O wors

() Resolved

JAY

MTVMDCD2

A0

ocedure by
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Pass-the-Hash Attack

mimikatz 2.0 alpha x64 (oe.eo)

mimikatz # sekurlsa::pth fuser:Administrator /domain:adatum.com /ntlm:8c2f@3+739967680445fbod33fec5cad /8
5d9cf30at8f6cf8530d1e2028 /run:mmc
. Administrator
- adatum.com
. mmC
. 392ae7adf2ef064117552b1c155e2494116b7c85d9cf30af8f6ct8530d1e208
. 8c21031739967680445Fb6433fec5cad
PID 3548
TID 2736
LUID @ ; 2601234 (00000060:0027b112)
_msvl ®@ - data copy @ ©0P0006CBS4955EQ : OK !
‘. kerberos - data copy @ 0000006CB34CA248
aes256 hmac OK
aes128 hmac -» null
rcd _hmac_nt OK
rcd hmac_old OK
rcd md4 OK
rcd _hmac_nt exp  OK
rcd _hmac_old exp OK
*Password replace -> null

P e e e S e |




Pass-the-Hash Attack

Identity Theft Using Pass-the-Hash Attack

[/ Note [1Email 4| Export to Excel () Resolved

2 Maurenc Jaroslav
9 Delivery Manager

- "B (S
Maurenc Jarosla... MAINOT1OMNBE MTVMDCD2
computer
Recommendations

= Disconnect the relevant computers from the network or move them into an isclated enmvironment and start a forensics procedure by
investigating: unknown processes, services, registry entries, unsigned files, and more

s [isable Maurenc Jaroslav's account

= Reset Maurenc Jaroslav's password



Suspicious Activity

Suspicion of Identity Theft Based on Abnormal Authentication or Resource Access Behavior
Michael Dubinsky exhibited abnormal behavior based on the following activities:

Performed interactive login from 6 abnormal workstations,

Performed interactive login from SharedAdmin-SRV,

Requested access to 6 abnormal resources.,

{ Note T Email g_'rixpon 10 Excel 1] Detals Open

SR PROGRAM MANAGER
2 Normal 7 Abnormal 2 Normal 6 Abnormal
computers computers resources resources

Recommendations

¢ Disconnect the relevant computers from the network or mowe them into an solated enviwonment and start » forensics procedure by
wvestigating: unknOwn processes, senaces, registry entnes, unsigned fles, and more

¢ Contact Michael Dubinsky and investigate «f the user has logged in to abnormal computers and accessed abnormal resources,



Suspicious Activity

o
Michael Dubinsky

R PROGRAM MANAG

From 9) Accessed © Via Domain Controllers ('
- Michael-Desk DC DC
D 10.20.20.11 AQ 0 KRETGT O Z\Q 102030 1
Michael's-iPad DC DC
G 102020212 Ae w0 KESTST O AQ 1020301
[] ExtVendor-PC o AORATO.COM [\ DC
= 10.2090.100 %0 KRETGY © 10203

SharedAdmin-SRV O | SharedAdmin-SRV O Ao 2
10203040 B 0 OF5 o

B0

SharedAdmin-SR\ )C DC
_'ajh:zt:(td‘ dmin-SRV O AQ ’r“‘”“‘- O Do o020 303

]

Test-PC HRWeb Z\ DC
10445015 B NP 9 102030

L]

Test-P( DX C
10445015 Ao %0 KRBTGT O Ae 1920301

pe— 4 - e 1 P A B LIS BN e rFY ™"

o



Honeytoken

Created on

© sensitive € Disabled ) Locked

Memberships (4)

e

@ Domain Admins
e Designated administrators of the dom_..

ﬁ-\ Group Policy Creator Own...
(S

Menmbers in this group can modify gro...

Domain Users
All domain uzers

ﬂj Administrators
(S]

Administrators have complete and unr...

Administrator

Built-in account for administering the computer/domain

mainstream.local

n 18, 2006

Administrator@mainstream.cz

User activity

B NTLM M LDAP Bind M Kerberos

70
&0
a0
40

30

2 suspicious activities



Honeytoken

Honeytoken activity @

,.,r Mote :Lf:}: Share ;.;E_| Export to Excel Details (L) Open
From Acceszad E
(4 XS ) ! A@
Administrator 3 computers 2 known MTVMDCO2
resources
Recommendations

= Disconnect the relevant computers from the network or move them into an 1solated environment and start a forensics procedure by investigating:
unknown processes, services, registry entnes, unsigned files, and more
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Broken Trust

® The trust relationship between this workstation and the primary domain failed.

Wmdows Server:2008

CatAarmrie



Broken Trust

Computers' Broken Trust Relationship
The trust relationship between MTVMDA and the domain is broken.

= Group policy is not applied (security violation)
= Users cannot log into the computers.

// MNote [~1Email +| Export to Excel () Resolved
.' .
| | ‘-.- .
Q‘Q‘L A'ﬁ
MTVIMDA MTVMDCDZ2

Recommendations
= Rejoin or remove the computers from the domain



= Microsoft

Microsoft ATA
_icensing Options




Microsoft ATA Licensing

Through Enterprise CAL Suite per-user license -
Through Enterprise CAL Suite per-device license ®
Through Enterprise Mobility Suite user subscription license -

w

Through Enterprise Cloud Suite user subscription license

Standalone license - Open L&SA estimated retail price, annualized™* UsSD $80 UsD $61.50



cnterprise CAL Suite

Windows Server
Active Directory
ights Management
Services CAL

Exchange Server
Enterprise CAL with
Services

SharePoint Server
Enterprise CAL

Exchange Online
Archiving for
Exchange Server

Advanced Threat
Analytics

Skype for Business
Server Enterprise CAL

-

Exchange Server SharePoint Server

indows Server CJ
Ll 20 IS Standard CAL Standard CAL

Systemn Center
Configuration
Manager CML

Skype for Business
Server Standard CAL

system Center
Endpoint Protection

31N TyD 210D

I.- L BB b b o B R b a4 L . b L 4 L 4 N L N R 2 B L 4 L L 8 L b L L N L B B 4 B L 4 L L o L 4 L 2 N L B B 3 B L J E L o L 2 L 2 N L B B 1 N & J %k L o L 2 L 3 8 L 3§ | 'J



Enterprise Mobility Suite

 Advanced Thread Analytics

« Azure AD Premium (incl. Multi-Factor Authentication)
« Microsoft Intune

o Azure RMS

« Azure RemoteApp

» Microsoft Identity Manager




Enterprise Cloud Suite

Office 365 Pro Plus
Exchange Online
Lync Online
SharePoint Online
Yammer

Office 365

System Center CM

Windows Server CAL
Azure Rights Management
Windows Intune

Azure AD Premium

Windows SA Per User




Twitter

TWEETS FOLLOWING FOLLOWERS LIKES LISTS

222 92 500 38 1

Tweets  Tweets & replies Media

Idan Plotnik

@IldanPlotnik & Idan Plotnik Retweeted

Surfer, Tech and Business Geek, Michael Grafnetter = \MGrametier - 9m

Founder and CEO @Aorato, Now ‘ @gentilkiwi @ldanPlotnik @ TalBeerySec @MichaelDubinsky Love
Director Group Manager @Microsoft this new release. Bet that Hacking Team wish they had #MicrosoftATA
Security Division in place :-)

¢ New York - View conversation

'Z Tweet to Idan Plotnik Idan Plotnik < ldanPlotnik - 14m

You want to know why #MicrosoftATA is

2. 4 Followers you know the pioneer and leader in the
@-- . % @Gartner_inc #UEBA market? pen-test
. and compare against competitors
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Tal Be'ery

@TalBeerySec FOLLOWS YOU Pinned Tweet
Tal Be'ery @TalBeerySec - 22 Feb 2015

OMG! i'm in RFC!
tools.ietf.org/html/rfc7457#r...
& linkedin.com/in/talbeery

[TIME] Be'ery, T. and A, Shulman] "A Perfect CRIME? Only TIME
Joined April 2014 l'wm-r!'n-—mw pe 2013, 2013,
s/ m/eu- rief {
. -au-13-a- G
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Security Research Manager. VP of
Research @Aorato acquired by
@Microsoft. Building #MicrosoftATA.
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