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$3.5M
The average cost of a data 
breach to a company 

243
The average number of days 
that attackers reside within a 
victim’s network before 
detection 

76%
of all network intrusions are 
due to compromised user 
credentials  

$500B
The total potential cost of 
cybercrime to the global 
economy



Traditional IT security tools are typically:

Designed to protect 

the perimeter

Complex Prone to false 

positives

When user credentials are 

stolen and attackers are in the 

network, your current 

defenses provide limited 

protection.

Initial setup, fine-tuning, 

creating rules and 

thresholds/baselines can 

take a long time.

You receive too many reports 

in a day with several false 

positives that require valuable 

time you don’t have.



Advanced Threat 
Analytics Overview



Behavioral 

Analytics

Detection for known 

attacks and issues

Advanced Threat 

Detection

An on-premises platform to identify advanced security attacks before they cause damage



An on-premises platform to identify advanced security attacks before they cause damage

 Credit card companies 

monitor cardholders’ 

behavior.

 If there is any abnormal 

activity, they will notify the 

cardholder to verify charge.

Microsoft Advanced Threat Analytics brings this 

concept to IT and users of a particular organization
Comparison:



AdaptabilitySpeed Simplicity Accuracy

Why Microsoft Advanced Threat Analytics?



Analyze1 After installation:

• Simple non-intrusive port mirroring 

configuration copies all AD-related traffic

• Remains invisible to the attackers

• Analyzes all Active Directory traffic

• Collects relevant events from SIEM and

other sources



ATA:

• Automatically starts learning and profiling 

entity behavior

• Identifies normal behavior for entities

• Learns continuously to update the activities 

of the users, devices, and resources

Learn2

What is entity? 

Entity represents users, devices, or resources



Detect3 Microsoft Advanced Threat Analytics:

• Looks for abnormal behavior and identifies 

suspicious activities

• Only raises red flags if abnormal activities are 

contextually aggregated

• Leverages world-class security research to 

detect known attacks and security issues 

(regional or global)

ATA not only compares the entity’s 
behavior to its own, but also to the 
behavior of entities in its interaction path.



Alert4

ATA reports all suspicious 

activities on a simple, 

functional, actionable 

attack timeline

ATA identifies

Who?

What?

When?

How?

For each suspicious 

activity, ATA provides 

recommendations for 

the investigation and 

remediation.







63% of confirmed data breaches

involved weak, default or stolen

passwords.











ATA Deployment 
and Configuration



















































Live Hacking Session



















































































Microsoft ATA
Licensing Options
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